MeToanyecknm AOKYMEHT
"Mepbl 3awWmnTbl UHOPMaLUKU B rocyaapCTBEeHHbIX MHPOPMaLMOHHbLIX cucTemax”
(yTB. ®epepanbHOU CNyXO00M NO TEXHUYECKOMY U 3KCNOPTHOMY KoHTpornto 11 cheBpans
2014 r.)

1. O6wme nonoxeHus

HacTtoawun metogudeckun gokymeHT PCTIK Poccun "Mepbl 3awmThbl MHOpMaLumn B
rocygapCTBeHHbIX WHPOPMAUUOHHBLIX cuctemax” (ganee - MeToAMYECKUA  OOKYMEHT)
paspaboTtaH M yTBEPXAEH B COOTBETCTBMM C rMoanyHkTom 4 nyHkta 8 [lonoxeHuss o
depepanbHon cnyx6e No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOSO, YTBEPXKOAEHHOrO YKazom
MpesnaeHTa Poccuickon ®enepaumm ot 16 asrycta 2004 r. N 1085.

MeTogMyeckun OOKYMEHT AeTanuanpyetr OpraHu3auuoHHble W TEeXHUYeckue Mepbl
3awuTbl  MHopMaumm (ganee - Mepbl  3aWuTbl  MHOpMauun), NpUHUMaemMble B
rocygapCTBeHHbIX MH(OPMALMOHHBLIX cCUCTeMax (ganee - WHAPOPMAUUOHHbIE CUCTEMbI) B
cooTBeTCTBUM C TpeboBaHsaMN O 3almMTe MHGOPMALMK, HE COCTaBMSOLLEN FOCYAapPCTBEHHYHO
TarHy, cogepXallencs B rocyaapCTBEHHbIX MHPOPMALUMNOHHBLIX CUCTEMAX, YTBEPXOEHHbIMU
npukazom ®CTIK Poccum ot 11 dpeBpans 2013 r. N 17 (3apeructpmposaH MuHioctom Poccum
31 mas 2013 r., per. N 28608), a Takke onpeaensaeT cogepXaHue mep 3awmuTbl UHOpMaLUUn n
npaBuna ux peanusauum.

B meTogmMyeckoM OOKyMeHTe He paccMmaTpuBalOTCA coaepXkaHue, npasurna Bblbopa u
peanu3auun mep 3awuTbl MHPOPMaLMK, CBA3AHHBIX C NPUMEHEHMEM KpunTorpaduyecknx
METOAOB 3alnTbl MHOpMauMn n WwndpoBanbHblX (KpunTorpaduyeckmnx) cpeacts 3almuTbl
nHpopmauuu. MNMprHATUE TakMX Mep 3aLnTbl MHOPMaLmMm obecneynBaeTca B COOTBETCTBUM C
3akoHogartenbcTtBoM Poccuickon ®eagepaunn.

MeTogmyecknin JOKYMEHT npefHasHayvyeH ans obnagatenen nHdopmMmauumn, 3aKa3ymnkos,
3aKMYMBLUNX FOCYAAPCTBEHHbIM KOHTPAKT Ha co3gaHne MHopMaLmMoHHOW cuctemsl (ganee -
3aKasyunkn), onepaTtopoB WHMPOPMALMOHHBIX CUCTEM (ganee - onepartopbl), nwvu,
obpabaTbiBalOWNX WMHPOPMaLNIO, HABMNLAIOLWYHCA OCYyAapCTBEHHbIM  UHAOPMALVNOHHbLIM
pecypcom, Mo nopyyeHuto obnagartensa uHdopmauumn (3akasuuka) unm oneparopa u (Mnm)
npegoCTaBNAKLWMX UM BblYMCNIUTENBHbIE pecypcbl (MOLHOCTU) And 06paboTkn nHdopmauum
Ha OCHOBaHMM 3aKMNYEHHOro O0roBopa (Janee - ynorIHOMOYEHHblEe Nnuua), a Takke nuu,
npuBnekaemMblx B COOTBETCTBUM C 3akoHogdaTenbCcTBOM Poccuiickon ®degepaunmn ans
nposefeHnMst paboT NoO Cco34aHui (MPOEKTUPOBAHMIK) WHMOPMALUMOHHBIX CUCTEM B
3aLMLLEHHOM UCMOMNHEHUN N (UAN) UX CUCTEM 3alUMTbl MHGOPMaLuKM (ganee - pa3paboTynku
(NPOEKTUPOBLUUKN)).

MeToguyecknn JOKYMEHT NpUMeHsieTcs Ans Bbibopa v peanusauum B COOTBETCTBUMN C
nyHkTom 21 TpeboBaHui 0 3auTe MHGOPMaLMK, HE COCTaBASOLWEN roCYAapCTBEHHYO TalHy,
cogepxaliencs B rocygapCrBeHHbIX MHAPOPMALMOHHBLIX CUCTEMAX, YTBEPXKAEHHbLIX MPUKa3oMm
®CTIK Poccum ot 11 cpeBpansa 2013 r. N 17, mep 3awmtbl MHOpMaLmmn B MHOOPMALIMOHHbIX
cucTemax, HanpasrneHHbIX Ha obecneYveHune:

KOHUAEHLUMANbHOCTM  MHopMauun  (ACKMOYEHWE  HEenpaBOMEPHOro  A0CTyna,
KONmMpoBaHus, NpeoCTaBNeHUs UM pacnpocTpaHeHust nHopmaumm);

LEenoCcTHOCTU  MHGOpMaumMm  (UCKIKOYEHNE  HEMNPABOMEPHOrO  YHUYTOXEHUS UK
MoanduumMpoBaHus nHopmaummn);

AOCTYNHOCTM  vHGopMauuy  (MCKMYeHMe  HenpaBOMEPHOro  GnoknpoBaHus
MHdopMauunn).

Hactoawun meTooMYecKUn  OOKYMEHT  MOXeT NPUMEHATbCA  Ons  3aluTbl
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obLwenocTynHon MHdopMaunn, CoaepXallencss B TroCy4apCTBEHHbIX MHAOPMAaLMOHHbIX
cuctemax, Onsa OOCTMXKEHUA Lenen, yKasaHHbix B nyHktax 1 m 3 4yactm 1 craten 16
®epepanbHoro 3akoHa ot 27 uona 2006 r. N 149-03 "O6 nHdopmaumm, MHPOPMaLMOHHBIX
TEXHOMNOMMSX 1 0 3aLmTe Hopmaumn®, a Takke Ans 3awmTbl MHpopMaLmmn, coaepKaLlencs B
HerocygapCTBEHHbIX NHOPMALMOHHbLIX CUCTEMAX.

Mo pelueHuto onepaTopa NepcoHanbHbIX AaHHbIX HACTOALWMA METOANYECKUA OOKYMEHT
npumeHsieTca ana obecneveHnss 6€30NacHOCTM NePCoHarbHbIX AAaHHbIX Npy UX 06paboTke B
MHPOPMALMNOHHBIX CUCTEMAX MepcoHanbHbIX AaHHbIX, 3aluTa KOTopbix obecrnednBaeTcs B
cootBeTcTBUM € CoOCTaBOM W cCoAep)KaHMEM OpraHM3auMOHHbIX U TEXHUYECKMX Mep Mo
obecneyveHnto 6e30MacHOCTN NEPCOHarbHbIX AAaHHbLIX NPU X 06paboTke B MHOPMALMOHHbIX
cucTeMax nepcoHarnbHbIX JaHHbIX, yTBepXaeHHbIX rnpukazom ®CTIK Poccum ot 18 heBpans
2013 r. N 21 (3apeructpupoBaH MuHioctom Poccumn 14 masa 2013 r., per. N 28375).

[Ona uenen HacTosWero MeToOMYecKOro [OOKYMEHTa MCMNOSb3yTCA TEePMUHbL U
onpeaeneHunsi, YCTaHOBMNEHHble  3akoHogaTtensctBom  Poccunckon  depepaumm 06
MHpopmauun, MHGPOPMALMOHHBIX TEXHOMOMMSX M O 3aluTbl UHOpMauUKW, TEPMUHbLI U
onpefereHns, YCTaHOBIEHME HauMOoHamnbHbIMW  CcTaHgapTamum B obnactu  3awumThl
WHpopMauun, a Takke TEPMUHblI W OMNpedeneHus, npuBedeHHble B npunoxeHnn N 1 K
HaCTOosILLLEMY METOANYECKOMY JOKYMEHTY.

2. Bbi6op mep 3awmtbl MHOpMaLumMn AnNA peanusauum B UH(popMaLUMOHHOM CUCTEME B
pamMKax cucTembl 3aWwmTbl MUHopMaLum

Bbibop mMep 3awmTbl MHGOpPMaUMM 4ns ux peanuvsauun B MHGPOPMALWOHHOW cucTeme
OCYLLIECTBMSAETCH B X04€e NPOEKTUPOBAHMSA CUCTEMbI 3aLLnTbl MHGOpMaumm MHPOPMaLMOHHOM
CUCTEMbI B COOTBETCTBUUN C TEXHUYECKUM 3aaHMEM Ha co3aHne MHPOPMaLNOHHON CUCTEMBI
n (MNN) TEXHNYECKUM 3adaHMeM (YaCTHbIM TEXHMYECKMM 3afaHMEM) Ha CO34aHue CUCTEMbI
3aWmThl MHOpMaLMN NHPOPMALIMOHHON CUCTEMBI.

Bbibop mMep 3awwmTbl MIHPOPMaLMM OCYLLECTBNAETCA UCXOASA U3 Knacca 3aLULLEHHOCTH
WHOPMALUNOHHOM  CUCTEMbl, onpegensoowero Tpebyemblin ypoBEHb  3aLMLLEHHOCTU
cogepxalienca B Hel MHdopmauumn, n yrpo3 6esonacHoCT MHGOPMaLUMN, BKIHOYEHHbIX B
Modenb yrpo3 6e3o0nacHOCTU  MH(OPMALMOHHOMW CUCTEMbI, a TakKke C Yy4eToM
CTPYKTYPHO-(PYHKLUMOHANbHbLIX  XapaKTepUCTUK MHAOPMaLMOHHOM CUCTEMbI, K KOTOPbIM
OTHOCATCA CTPYKTypa W COCTaB WH(OPMALMOHHOM CUCTEMBI, (PU3NYECKMUe, Nnormyeckue,
YyHKUMOHANbHBIE U TEXHOMNOIMMYECKME B3aMMOCBA3N MeXOy CermeHTamu MH(opMaunoHHOM
CUCTEMBI, B3aMMOCBSI3M1 c NHBIMU NHPOPMALIMOHHBIMM cuctemamm n
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMWU, pexnmbl 06paboTkn wnHpopmaumn B
MHOPMALNOHHOM CUCTEME U B €€ OTAENbHbIX CErMEHTax, a TaKkKe MHble XapaKTepUCTUKK
MHPOPMALMOHHON CUCTEMbI, MPUMEHAEMbIE UHPOPMALMOHHbIE TEXHOMOIMM U OCOBEHHOCTM
ee PYHKLUNOHUPOBaHUSI.

MpaBuna n npoueaypbl NO peanu3auun TpeboBaHMi O 3awmTe MHpopmMauum n mep
3aWnTbl  MHoOpMaUMM B KOHKPETHOW WH(OPMALMOHHOM CUCTEMe OnpefensiTcs B
aKcnryaTaunoHHOM AOKyMeHTauum Ha cucremy 3aWmThl MHdopMaLmn "
OpraHM3auUMoHHO-pacnopsaaANTENbHbBIX JOKYMEHTaXxX No 3almnTe nHdopmMauuu.

OKcnnyaTaunMoHHaa  OOKyMeHTauums Ha  cuctemy  3awWuThbl MHopMauun
paspabaTtbiBaeTCa C Y4YeTOM HauMOHamnbHbIX CTaHOAPTOB W, KakK MpaBuno, BKIOYaeT
PYKOBOZCTBA MNosib3oBaTerie  agMUHUCTPATOPOB, MHCTPYKLUMIO MO SKCnyaTaunm KoMmnnekca
CpeacTB 3aWmTbl MHPOPMALMU U NHBIX TEXHUYECKUX CPenCTB, ONUCaHWE TEXHOSTOrMYeckoro
npouecca 06paboTkm nHcpopmaumm, obLiee onncaHme MHPOPMaLUMOHHON CUCTEMBI, hopMynsap
1 nacnopTt NHGPOPMaLMNOHHOW CUCTEMBI.
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OpraHunsaumoHHO-pacnopaguTenbHble JOKYMEHTbI MO 3aluTe HopMauumn BKNKOYaoT,
Kak npasusio, NONUTUKKN, CTaH4APTbl OpraHn3aLmm, NoSIOXKEHNS, NnaHbl, NEPEYHUN, UHCTPYKLUK
U UHbIE BUObI AOKYMEHTOB, pa3pabaTbiBaeMble onepaTopoMm 4SS pernameHTauumn npoueayp
3aLnTbl MHhopMaLumm B MHPOPMAaLIMOHHOW CUCTEME B XO4€E ee IKcrnnyatauuu.

2.1. Knaccudmkauma nHdpopmMmauMoOHHOU CUCTEMbI MO TPpeboBaHUAM 3alMUTbI
nHdopmMauum

OnpepeneHve knacca 3alMWEeHHOCTM MHEAOPMAUMOHHOW CUCTEMbI MPOBOAMTCS B
COOTBETCTBUM C MyHKTOM 14.2 TpeboBaHun O 3awute WHGOPMaLUKW, HE COCTaBMsOLLEN
rocy4apCTBEHHYIO TalHy, coAepKallencs B rocyaapCTBEHHbIX MH(OPMALMOHHBIX cucTemMax,
yTBepxaeHHbIx npukazom ®CTIK Poccum ot 11 doeBpans 2013 r. N 17.

YcTaHaBnuMBalTCA 4YeTbipe Knacca 3alMULWEHHOCTU WH(OPMALMOHHOW CUCTEMbI
(nepBbin knacc (K1), stopon knacc (K2), tpetun knacc (K3), yetBepTbin knacc (K4)),
onpeaensowme ypoBHU 3aLlLULLIEHHOCTU coaepkalencsa B Hel nHopmauuun. Cambin HASKUIN
Kracc - YeTBepTbI, CaMbll BbICOKUI - MEPBLIN.

Knacc 3awmiieHHOCTU MHPOPMaLMOHHON CUCTEMbI ONpeaenseTcs B 3aBUCMMOCTUN OT
YPOBHS 3Ha4YMMOCTK MHpopMauum (¥Y3), obpabaTbiBaemMor B 3TOM MHOPMALMOHHOM CUCTEME,
n macwtaba nHdpopmMaunoHHOM cucTemsl (heaepanbHbIN, perMoHanbHbIi, 06BHEKTOBBIN).

Knacc 3awmeHHocTu (K) = [ypoBeHb 3HA4YMMOCTU MHpopMaLmnn; MaclTab cuctemel].

YpoBeEHb 3HAYMMOCTU MHCPOPMALLMM ONPeaENAeTCsa CTENEeHb0 BO3MOXHOIO yuepba ans
obnapatena  wHgopmaumm  (3akasumka) W (MnNKM)  onepaTtopa OT  HapyLeHus
KOH(MAEHUMANBHOCTM, LLENIOCTHOCTU UMM OCTYNHOCTN MHopMaLni:

Y3 = [(KoHunaeHUManbLHoOCTb, CTeNeHb yulepba) (LenoCTHOCTb, cTeneHb yuepba)
(oocTtynHocTb, cTeneHb yuiepba)l,

roe creneHb BO3MOXHOro yulepba onpegensietca obnagatenem  uHgopmaumm
(3akazumkomM) n (Unn) onepaTtopoM CaMOCTOATESNIbHO 3KCMEPTHbIM MW UHBIMW MEeToAaMu U
MOXET ObITb:

BbICOKOW, ecnu B pes3ynbTaTe HapylweHns OAHOro u3 CcBOMCTB 6e3onacHocTn
nHdopMauunm (kKoHdMAEHUMANbHOCTH, LENOCTHOCTU, AOCTYNHOCTM) BO3MOXHbI CYLLECTBEHHbIE
HeraTUBHbIE NOCNEACTBUSA B COUMANbHOW, NOAUTUYECKON, MEXOAYHapPO4HOWN, S9KOHOMUYECKON,
MHaHCOBOW UIKN MHbLIX 0BNacTax AeATenbHOCTN U (UNK) UHPOPMaLMOHHas cuctema u (Unu)
onepatop (obnagatene MHPOPMaLMM) HE MOTYT BbINOSTHATL BO3MOXEHHbIE Ha HUX OYHKLNN;

cpegHen, ecnu B pes3ynbTaTe HapyleHWs OOHOro u3 CBOWCTB 6e3onacHocTn
MHopMauumn (KoHPUOEHUMANbLHOCTU, LENIOCTHOCTU, OOCTYNHOCTU) BO3MOXHbI YMEPEHHbIE
HeraTMBHblE MOCNEeACTBUSA B COUMAnbHOWN, MOMIMTUYECKON, MEXOYHapOaHON, SKOHOMUYECKON,
(PUHAHCOBOW UNKN NHBIX 0BnacTaX AeATenbHOCTU N (UNKU) MHAPOPMALMOHHAA cucTemMa u (Mnn)
onepatop (obnagartens MHGPOPMaLMm) He MOTYT BbINOSTHATbL XOTS 6bl O4HY U3 BO3ITOXEHHbIX Ha
HUX PyHKLNN,

HW3KON, ecnv B pe3ynbTaTe HapyLleHNa 04HOro n3 cBoMcTB 6esonacHoOCTU MHpopmMaumnm
(koHMAEHUManNbHOCTN,  LENOCTHOCTM,  AOCTYMHOCTM)  BO3MOXHbl  HE3Ha4yuTemnbHble
HeraTMBHblE MOCNEeACTBUSA B COUMAnbHOWN, MOMIMTUYECKON, MEXOYHapOaHON, SKOHOMUYECKON,
(PUHAHCOBOW UNKN NHbIX 0BacTax AeaTenbHOCTU N (UNKN) MHAPOPMALMOHHAA cucTemMa u (Mnn)
onepatop (obnagatene MHGOPMaLUKN) MOTYT BbINOSHATL BO3MOXEHHbIE HA HUX OYHKUUKU C
HeJoCTaToOYHOM 3PMEKTUBHOCTBIO UMW BbINOSIHEHME  (PYHKUMW BO3MOXHO TONbKO C
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npuBneyYeHnemM JONOSTHUTENbHbBIX CUM U CPeacTB.

ans onpegeneHus cTeneHun BO3MOXHOTO yuwepba oT HapyLueHus
KOH(pMOEeHUManNbLHOCTU, LEeNOCTHOCTU UM OOCTYMHOCTU MOTYT MPUMEHATLCA HauuoHarnbHble
cTaHgapTbl U (MNK) MeToauMyeckne OOKYMEHTbl, paspaboTaHHble n yTBepxaeHHble ®CTIK
Poccun B cooTBeTCcTBMM C noanyHkToM 4 nyHkTa 8 MNonoxeHna o ®enepanbHon cnyxbe no
TEXHUYECKOMY N IKCMOPTHOMY KOHTPOJSIO, YTBepXaeHHoro Ykasom [lpesungeHta Poccuimnckon
®epepaumm ot 16 asrycta 2004 r. N 1085.

MacwTab NHJOPMaLIMOHHON cUcTeMbl onpenendaeTcs Ha3Ha4yeHnem n
pacrnpeneneHHOCTbI0 CErMeHTOB MH(POPMAaLIMOHHON CUCTEMBI.

MHpopmaumoHHasa cuctema nveet penepanbHbii MacwTab, ecrnv oHa yHKLMOHNPYET
Ha Tepputopun Poccunckon depepaumn (B npepenax degepasibHOro okpyra) U umeeT
cermMeHTbl B cybbektax Poccunckon depepaumm, myHuumnanbHbIX obpasoBaHusX U (Mnn)
opraHusaumsax.

MHopmaumoHHasa cuctema nmeeT pernoHarnbHbln MacwTad, ecnn oHa yHKLMOHUPYET
Ha Tepputopun cybbekta Poccunckon degepaumm U UMeeT CerMeHTbl B OOHOM WK
HECKONbKMX  MyHUUMNanbHblX obpasoBaHusax W (UNK) NOABEAOMCTBEHHbBIX WU MHbIX
opraHusaumsax.

MHopmaumnoHHasa cuctema nmeet 06beKTOBLIM MacluTad, ecnn oHa YHKUMOHUPYET
Ha obbekTax ogHoro egepanbHOro opraHa rocygapCTBEHHOW BRacTu, opraHa
rocygapcTtBeHHOM Bractn cybbekta Poccuinckon degepaumm, MyHULmMnansHoro obpasosaHuns
n (unnM) opraHM3auMnm U He UMeeT CerMeHTOB B TeppuTopuarbHbIX —OpraHax,
npeacraBuTenbCTBax, hunuanax, NogBeJOMCTBEHHbIX U UHBIX OpPraHn3aunsx.

Mpn obpaboTke nepcoHanbHbIX OaHHbIX B MH(OPMALMOHHOW cUCTeMe onpeaerieHve
Knacca 3almLeHHOCTU UHAPOPMALMOHHON CUCTEMbI OCYLLECTBISETCS C y4eToM Tpebyemoro
YPOBHS 3aLUMLLEHHOCTM MEepPCOHarbHbIX [AaHHbIX, YCTAHOBIEHHOIO B COOTBETCTBUM C
TpeboBaHsMM K 3alumMTe NepCoHanbHbIX AaHHbIX Npy ux obpaboTke B MHMOOPMALMOHHBIX
cucTeMax nepcoHasribHbIX AdaHHbIX, YTBEPXOEHHbIMW nocTtaHoBreHnem [lpaBuTenbcTBa
Poccunckon degepaumm ot 1 Hos6pst 2012 1. N 1119. [Npm 3TOM B COOTBETCTBMM C MYyHKTOM 27
TpebosaHui, ytBepxaeHHbIX npukazom ®CTIK Poccun ot 11 cpepana 2013 r. N 17, 4ormkHO
ObITb 06ecneyeHo COOTBETCTBYHOLLEE COOTHOLLEHUE Knacca 3alUMLLEHHOCTM roCcyAapCTBEHHOM
MHPOPMALNOHHOM CUCTEMBI C YPOBHEM 3aLUMLLEHHOCTU NepcoHanbHbIX AaHHbIX. B cny4yae,
ecnun onpefeneHHbIn B YCTAHOBMIEHHOM MOpsSaKe YPOBEHb 3aLMLLEHHOCTU MEepPCOHasbHbIX
AaHHbIX  BbllWe YeM  YCTaHOBMEHHbIM  Khacc  3alMLEHHOCTM  rocygapCTBEHHOW
MH(POPMALNOHHON CUCTEMBI, TO OCYLLECTBMISIETCA MOBbILEHWE Krnacca 3allMLEeHHOCTU A0
3HayeHus1, obecneyvmBatoLLEero BbiNosIHEHWE NyHKTa 27 TpeboBaHuK, yTBEPXKOEHHbIX NPUKA30M
®CTOK Poccum ot 11 cpeBpansa 2013 r. N 17.

2.2. OnpepeneHue yrpo3 6esonacHocT Hcpopmauum B MH(pOpPMaLMOHHON cUCTEME

Yrpo3sbl 6e3onacHocTn uHdopmaumm (YBW) onpegensitotca no pesynbtataM OUEHKU
BO3MOXHOCTEN (MOTeHumana, OCHALEHHOCTU W MOTMBALMK) BHELWHUX W  BHYTPEHHUX
HapyLmTenen, aHanusa BO3MOXHbIX YS3BMMOCTEN UH(OPMALMOHHON CUCTEMBI, BO3MOXHbIX
cnocoboB peanusaumm yrpo3 6e3onacHocTM MHGOPMaLMM U NOCMEACTBUA OT HapyLleHus
cBONCTB 6e30nacHOCTM MHAopMaLmmK (KOHPUAEHLMANBHOCTU, LLENOCTHOCTU, OCTYMHOCTH)

YBW = [BO3MOXXHOCTM HapyLUNTENS; YA3BUMOCTM MHDOPMALMOHHOW CUCTEMBI; CNOCO6
peanusauuun yrposbl; NOCNeacTBusa oT peanusaunm yrposbl].

Mpwu onpeaeneHun yrpos Ge3onacHOCTH nHdopmauum YYUTbIBAOTCSH
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CTPYKTYPHO-(PYHKLMOHANbHbIE XapaKTEPUCTUKN MHEAOPMALMOHHON CUCTEMbI, MPUMEHSIEMbIE
WHOPMALUMNOHHbLIE  TEXHOMNOMMM U ocobeHHocTn  (ycrnoBusi)  (PYHKLMOHMPOBAHMS
MHOPMALNOHHON CUCTEMBI.

OPPEKTUBHOCTL MPUHMMAEMbIX Mep 3awuTbl MHPOPMaUUM B WMHGPOPMaALMOHHON
CUCTEME 3aBMCUT OT KayecTBa onpefeneHus yrpo3 6e3onacHoCTM uHGoOpMaumm Ons
KOHKPETHOW MH(OPMaLNOHHOW CUCTEMbI B KOHKPETHbLIX YCNOBUSX €€ (PYHKLMOHNPOBAHUS.

Mogenb yrpo3 6e3onacHOCTU MHOpMauun npeacraBnseT cobon opmMmann3oBaHHOE
onucaHue yrpo3 6e3onacHoOCTM UHdOPMaUUK ANs KOHKPETHOWM MHM(OPMAaUMOHHON CUCTEMBI
WU rpynnbl MIHPOPMALIMOHHBLIX CUCTEM B OMNpPeAEeSieHHbIX YCIOBUAX UX DYHKLNOHUPOBAHMS.
Mogenb yrpo3 6e3onacHocTn MHdopmauumn paspabaTbiBaeTcsa obnagartenem MHgopmaumm
(onepaTtopom, pa3paboTynmkom  (MPOEKTUPOBLUMKOM)) M OOSDKHA MO COAEPXKaHUH
cooTBeTcTBOBaTh  IpeboBaHmam O  3awute  WHpoOpMauum, He  COCTaBnalOLWEN
rocy4apCTBEHHYIO TaWHy, cofepXallencs B rocygapCTBeHHbIX MHGOPMALMOHHBIX cucTemMax,
yTBepxaeHHbIM npukazom ®CTIK Poccum ot 11 doepana 2013 r. N 17.

[na onpepeneHus yrpo3 6e3onacHOCTM WMHGOpMauun u paspaboTkn mMoaenu yrpos
6e30nacHOCTM UHOPMaLUN NPUMEHSAIOTCA MeToANYEeCKMe OOKYMEHTbI, pa3pabaTtbiBaemble U
yrBepxaaemble ®CTOK Poccun B COOTBETCTBUM C MoAnyHKTOM 4 nyHKkTa 8 lNMonoxeHuns o
depnepanbHon cnyxbe no TEXHUYECKOMY U IKCMOPTHOMY KOHTPOSO, YTBEPXKAEHHOIo YKa3om
Mpe3ngeHTta Poccuinckon ®enepaumm ot 16 asrycta 2004 r. N 1085.

2.3. Bbibop mep 3awmtbl MHOpMaLUM AnNA Ux peanusauum B MH(opMaLUOHHOMN
CUCTeMe B paMKax ee CUCTeMbI 3aluTbl MHopMaLumum

Mepbl 3aWwmTbl MHpOPMaLMK peanusyrTcs B MH(POPMaLMOHHON CUCTEME B PpaMKax ee
CUCTEMbI 3alUnTbl MHGOPMaLUUKM B 3aBMCUMOCTU OT Kracca 3aluLeHHOCTN MHGOPMaLMOHHOM
CcUCTEeMBbI, yrpo3 6e30nacHOCTN MHPOPMaLUNK, CTPYKTYPHO-GOYHKLIMOHAMbHbBIX XapaKTepUCTUK
MHPOPMALNOHHON CUCTEMBI, MPUMEHSEMbBIX UHAPOPMALNOHHBLIX TEXHOSOMMA N 0COBEHHOCTEN
YHKUMOHNPOBAHNA NHAOPMALMOHHOWN CUCTEMBI.

B uHdopmaunoHHOM cucTteme nognexaTr peanusauuun cnefylowme Mepbl 3alinTbl
UHdopMaLnu:

noeHTUUKaums n ayteHTupukaumsa cydbbekToB AocTyna n o6bekToB AOCTYnNa;

yrnpasrneHue SOCTynoMm cybbekToB AoCTyna K o6bekTam A0CTyna;

orpaHuyeHue nporpamMmmMHoON cpeapbl;

3almMTa MalnHHbIX HocuTenen nHpopmaumm;

pernctpauus cobbiTnin 6e30nacHoOCTU;

aHTMBUPYCHas 3aLmTa;

obHapyxeHue (NpeaoTBpaLLeHNe) BTOPXKEHNI;

KOHTPO-b (aHanu3) 3awuLeHHOCTN NHpopmaumi;

obecneyeHne LENOCTHOCTUN MHPOPMALMOHHON CUCTEMbI N MHOPMaLNWK;

obecneyeHne JOCTYNHOCTM MHGOPMaLNK;

3awmTta cpeabl BUpTyanuaauum;

3almTa TeEXHUYECKUX CPeaCTB;

3awmTa MHPOPMaLMOHHON CUCTEMBI, €€ CPEACTB U CUCTEM CBA3WN U Nepeaayn AaHHbIX.

Mepbl 3awmTbl MHGOpMaumn, BbibMpaemble Ona peanu3aumm B WMHAOPMAaLMOHHON
cuctemMe, OOMMKHbI obecnevnBaTb 6IOKMPOBaAHME OOHOW UMW HECKOMbKMX Yrpo3 6e3onacHoCcTm
NMHpopMaUUK, BKIOYEHHbIX B MOAENb Yrpo3 6e30nacHOCTM MHGOPMaLMK.

CopgepxaHne mep 3awmTtbl MHGOPMaUMM ONS UX peanu3aumm B MHGOPMAaLMOHHbIX
cuctemax npmBedeHo B rnpunioxeHun N 2 K HacTosWweMy MeTOANYECKOMY [OOKYMEHTY.
OnucaHve npeacTtaBneHHbIX B npunoxeHnn N 2 mep 3awmTbl MHOPMauMM NpuBEOEHO B
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pasferie 3 HacToALWero MeToanu4ecKoro IOKyMeHTa.

Bbibop mMep 3awmTbl MHGOPMaLMM A4ns UX peanumsauun B MHGPOPMALNOHHOW CUCTEME
BKITOYaeT (CM. PUCYHOK):

onpegerneHne 6asoBoro Habopa Mep 3alWMTbl UHOPMaUUW ONS YCTAHOBMEHHOro
Knacca 3awmueHHOCTN MUHPOPMAaLNOHHON CUCTEMBI;

ajantauuio  6HasoBoro Habopa Mep 3awuUTbl  MHGOPMaUUM  MPUMEHUTENBHO K
CTPYKTYPHO-(PYHKLUMOHASTbHBIM XapakTepuctmkam MHOPMaLIMOHHON CUCTEMB,
MHAPOPMALMNOHHBIM  TEXHOSOMMAM, OCOBEHHOCTAM  (PYHKUMOHMPOBaHUS MHGOPMAaLMOHHOM
CUCTEMBI;

YyTOYHEeHWe aganTmpoBaHHoro 6asosoro Habopa Mep 3almTbl UHPOPMaLUK C YH4ETOM He
BblOpaHHbIX paHee Mep 3awmTbl MHopMauun ana B6rnokMpoBaHUa (HeWTpanmsaumm) BCex
yrpo3 6e3onacHocTn MHoOpMaLnn, BKIHOYEHHbIX B MOAerb Yrpo3 6e30nacHOCTU MHopmauuu;

AOMOMHEeHWe YTOYHEHHOro ajanTupoBaHHOro ©Gas3oBoro Habopa Mep 3awmTbl
MHpopmauumn mepamu, obecneymsaroLLMMK BbINONHeHWE TpeboBaHMI O 3aLmTe MHopMaLuu,
YCTAHOBMEHHBbIMW  WHBIMW  HOPMAaTMBHLIMW NPAaBOBbIMM akTamMu B obnactu  3awuTbl
MHopmauuu, B TOM ymcne B 0b6nactu 3awmnTbl NEPCOHanbHbIX JaHHbIX.

Knace 3ammiennoctu E> bazoBbiii HaOOp Mep 3alUTHI
HH(DOPMALHOHHOH CHUCTEMBI uHpOPMAIIHH

CrpykTypHO-(py HKLIHOHATBHBIE
XapaKkTePUCTHKH

s HH(OPMALTHOHHOH CHCTEMBI,

WH(POPMALIMOHHBIE TEXHOJIOTHH, E>

AnantupoBaHHbIH 0a30BbIH
HaOOp Mep 3aIUTHI

HHpOpMaLU
0COOEHHOCTH (PyHKUHOHUPOBAHHUS
Yrpo3sl 6e30MacHOCTH YTOUHEHHBIH a1anTHPOBAHHBIH
5 HH(OPMALIMH, BKITIOUEHHBIE B |:{> Oa3oBblit HAOOP Mep 3aAILUTHI
MOZENb yrpo3 6e30MacHOCTH uH(pOpMAaLHH
uH(pOpPMaHU

JlonmonHeHHbIM YTOYHEHHBIH
r TpeboBanus HOpMaTHBHbIX [> ananTUPOBAHHbIA 0a30BbIM
NPaBOBbIX aKTOB (MHBIX) HaGOp Mep 3aIUTHI

uHpopMaruu

PucyHok - O6wnin nopsagok 4erncTBMi NO BbIOOPY Mep 3almTbl MHGOPMaumMmM Ans nx
peanusaunu B "UHOOPMaLMOHHON CUCTEME

Mpn HEBO3MOXHOCTM peanusaunmn B UHPOPMaLMOHHOM CUCTEME B paMKax ee CUCTEMDbI
3aWnTbl UHOPMaUUN OTAEMbHbIX BbIOPaHHbIX Mep 3awWuTbl MHOPMaUMM Ha 3Tanax
aganTauumn 6asoBoro Habopa mep 3awuTbl MHOPMALMM UNN YTOYHEHUS adanTMPOBAHHOIO
6asoBoro Habopa Mep 3awuTbl  MHpOpmauum  MoOryT  paspabaTbiBaTbCA  WHbIE
(komneHcupyowme) Mepbl  3awmuTbl  MHGOpMauun, obecneuyvBalolmMe  afekBaTHoe
GnokmpoBaHue (HenTpanuaauuio) yrpo3 6e3onacHoOCTN NHpopmauun.



a) onpepeneHue 6azoBoro Habopa mMep 3awWunTbl MHopMaLumn

OnpepeneHne 6asoBoro Habopa mep 3awuTbl MHPOPMaUUW ANs YCTAHOBIIEHHOIO
Knacca 3alumeHHOCTM MHEPOPMAaLMOHHOM CUCTEMbBI SIBMISIETCA NepBbIM LWarom B Bblibope mep
3awmTbl  MHOpMauuK, nognexawmx peanumsauMm B MHAPOPMALMOHHOM  CUCTEME.
OnpepeneHne 6GasoBoro Habopa Mep 3awmTbl MHOPMaLMM OCHOBbIBAETCA Ha Knacce
3aLLNLLEHHOCTN MHPOPMALIMOHHOM CUCTEMbBI, YCTAHOBIIEHHOM B COOTBETCTBUM C NMyHKTOM 2.1
HacTosILLero MeToAMYecKoro [oKymeHTa. B cooTtBeTctBuM C TpeboBaHusMu O 3awure
WHOpMaUuKM, He  COCTaBnsAwLWEen rocyJapCTBEHHYH — TauHy,  cojepxawencs B
rocygapCTBeHHbIX UHOPMAUMOHHBLIX cUcCTeMax, yTBepxaeHHbIMu rprkazom ®CTIK Poccumn
oT 11 peBpana 2013 r. N 17, u npunoxeHvem N 2 K HacTosLLEMY METOANYECKOMY JOKYMEHTY B
KayecTBe HayanbHOro BblbupaeTca oavH K3 4YeTblpex ©6as30BbiX HAabOpOB Mep 3alUMThbI
MHdOpMaLUK, COOTBETCTBYHOLLNN YCTAHOBNEHHOMY KNnaccy 3aluLLeHHOCTUN MHAOPMaLIMOHHON
cucteMbl. Mepbl 3awuTbl MHGOpMauuK, ob6o3HaveHHble 3Hakom "+" B npunoxeHun N 2
BKMOYEHbl B 6a30Bbli HAabop Mep 3awmTbl UHOPMaUUKU Ofs COOTBETCTBYIOLLErO Kracca
3aLMLLEHHOCTU MHGOPMaLMOHHOM cuctembl. Mepbl 3amTbl MHGoOpMaLmm, He 0603HaYEHHbIE
3HakoM "+", kK 6aszoBomMy HAaboOpy Mep He OTHOCATCS, U MOTYT NPUMEHATBLCA NPU NOCNeayLWMX
AEeNCTBUAX MO agantaunn, YTOYHEHWIO, OOMNOSTHEHUIO Mep 3alnTbl MHOpMauuu, a Takke
pa3paboTke KOMNEHCUPYIOLLMX Mep 3alLnTbl UHOpMaLUK.

basoBbin Habop Mep 3awnTbl MHOPMaLMK, BbIOPaHHbLIM B COOTBETCTBUM C KNaccom
3aLULLEHHOCTN UH(OPMALNOHHOW CUCTEMbI, MNOANEXUT aganTauun NPUMEHUTENbHO K
CTPYKTYPHO-PYHKUMOHASTbHBIM ~ XapaKTepUCTUKaM U OCOBEHHOCTSM  (PYHKLMOHMPOBAHUSA
NHOPMALNOHHOW CUCTEMbI, YTOYHEHUIO B 3aBUCUMOCTHM OT yrpo3 6e3onacHOCT MHopMauun
N Mpyv HeoBXOOUMOCTU OOMOMHEHNIO MepaMn 3aLlmnTbl MHPOPMaLNN, BKITHOYEHHBIMU B UHbIE
HOPMaTUBHbIE MPaBOBble aKTbl, HOPMAaTUBHbIE W METOAMYECKME [OKYMEHTbl MO 3awuTe
MHdOpMaLUK.

0) apanTauma 6asoBoro Habopa mep 3awmTbl UHPOpPMaLUn

BTopbiM Warom siBAsieTcs U3MeHeHNe n3HavanbHO BbiOpaHHOro 6asoBoro Habopa mep
3aWnTbl MHPOPMaLMM B YacTU ero MakCcuMarnbHOW agantauun NpUMEHUTENBHO K CTPYKTYpE,
peanusauumn n oCobeHHOCTSAM aKcnyaTauun MHPOPMaLMOHHOM CUCTEMBI.

Mpu apganTtaumm 6a3oBoro Habopa Mep 3alnTbl MHPOPMAaLIMK YYUTBLIBAKOTCA:

uenn (obecneyeHne KOHPUOEHUMANBHOCTU, UEMNOCTHOCTU U (MAn) [OCTYNHOCTU
MHdopMauuKn) 1 3agayn 3awmnTbl MHGPOPMaLMK B MIHGOPMALMOHHOW CUCTEME;

nepeyeHb MeponpuaTUM NPOBOANMbIX OrnepaTopoM no obecneyeHuto GesonacHocTn B
pamMkKax opraHusauuun B Lienom;

npUMeHsemMble  MH(OPMALMOHHbIE TEXHOMOMU U CTPYKTYPHO-PYHKUMOHASbHbIE
XapakTepucTnkn nHdpopMaunoHHON CUCTEMBI.

Apantaums 6asoBoro Habopa Mep 3awuMTbl  MHGOPMaUMKM, Kak NpaBuno,
npegycMmatpuBaeT WUCKIIOYEHME Mep, HEenocpenCTBEHHO CBA3aHHbIX C MHE(OPMAaLMOHHBbIMU
TEXHOSOrnsiMu, He Ncnonb3yemMbiMn B NHOPMaLIMOHHON cucteme, nnu
CTPYKTYPHO-QOYHKUMOHAIBbHBIMU XapakTepucTukamm, He CBOWCTBEHHbIMU WHGOPMAaLMOHHOMN
cucTeme.

B kauyectBe npumepa agantauum MOXHO PacCMOTPETb WCKNoYeHue u3 6a3oBoro
Habopa Mep 3awmTbl MHOPMaALUK Mep NO 3almTe cpeabl BUpTyanusauuu, B criydyae ecnm B
MHOPMALNOHHOM CUCTEME HE MPUMEHSETCHA TEXHOMNOMNA BUPTYyanuaauum, UM UCKIYeHne
n3 6asoBoro Habopa mep 3awuTbl MHGOPMAUUKM Mep MO 3alnTe MOBUNBHBIX TEXHUYECKUX
CPEeACTB, ecnu TakMe MoOunbHble YCTPOWCTBA HE MPUMEHSOTCA WU UX MNPUMEHEHME
3anpeLyeHo.

B) yTO4YHEeHUe agaanTMpoBaHHOro 6asoBoro Habopa mep 3awmTbl HopMmaLumn

YTouyHeHne afjanTupoBaHHOro 6asoBoro Habopa wMep 3awutbl MHGOPMaUuUn
NPOBOANTCA C Y4ETOM Pe3yNbTaToOB OLIEHKM BO3MOXHOCTU aganTupoBaHHOro 6a3oBoro Habopa


garantf1://70291358.1000/
garantf1://10002673.5/
garantf1://70291358.0/

Mep 3awuTbl MHGOPMaUMM adeKkBaTHO OnokMpoBaTb (HenWTpanu3oBaTb) BCe Yrpo3bl
6esonacHoOCTM MHPOPMaLK, BKIOYEHHbIE B MOAENb Yrpo3 Be3onacHoCcTy MHopmaunm, unm
CHU3NTb BEPOSATHOCTb WX peanu3aumm UCXoAd U3 YCIoBUM  (PYHKLMOHUPOBAHUSA
MHGOPMaLMOHHOW CUCTEMDI.

McxogHbiMM  AaHHBIMM MPUM YTOYHEHUM ajanTupoBaHHOro 6asoBoro Habopa mep
3aWnTbl UMHOpMaUUK ABNAKOTCA NepeyvyeHb Yrpo3 ©6e3onacHOCTM WMHopmauum u - ux
XapaKkTepucTukM (noTeHumarsn, OCHaLWEeHHOCTb, MOTMBAUMS), BKIOYEHHbIE B MOAENb Yrpos
B6e3onacHoCTM nHopmaumn.

Mpn yTOYHEHMM agjanTupoBaHHOro 6asoBoro Habopa Mep 3awmTbl MHOpMauun ans
KaXkgon yrpo3sbl 6e3onacHOCTU MHAOPMaLUK, BKIHOYEHHON B MOLENb Yrpo3, CONOCTaBnsaeTCs
Mepa 3awuTbl MHGOpMauMmM U3 aganTupoBaHHoro 6asoBoro Habopa Mep 3alumThl
nHdopmMauum, obecneyvmBatoLLaa 610KMpoOBaHME 3TON Yyrpo3bl 6€30MacCHOCTU UMK CHUXKaKoLLas
BEPOATHOCTb €e peanu3aumm uUcxodsi U3 YCrnoBun (PYHKUMOHMPOBAHUS WMH(OPMaLMOHHON
cuctemMbl. B cnyvae, ecnn agantnpoBaHHbIn 6a30BLIM HAbOP Mep 3almTbl MHpOPMaUUN He
obecneyvnBaeT GriokMpoBaHue (HerUTpanusauuio) Bcex yrpo3 6esonacHocTu mMHopmaumm B
Hero AOMOSMHUTENBHO BKOYAKTCHA Mepbl 3aluTbl MHOpMauUnn, NpuBeaeHHble B pasgene 3
HacTosLLero MeToguMyeckoro AokymeHTta. [lpyu aTOM cogepxaHue OaHHOW Mepbl 3aluThbl
nHdoOpMaLumM onpeaensieTcs ¢ y4eToM Kracca 3almeHHOCTU MHPOopMaLMOHHOW CUCTEMBI U
noTeHumnana HapywmTens B COOTBETCTBUM C pas3genioM 3 HacToswero MeToauyeckoro
AOKYMeHTa.

B kayecTBe npumepa npouenypbl MO YTOYHEHUIO aganTupoBaHHoro 6asoBoro Habopa
Mep 3aLlmTbl MHPOPMaLMM MOXHO pacCMOTPeTb AOMNOMHEHNE afanTUPOBaHHbLIX Mep 3aLLMThbl
MHdOpMauunKn B MHOpMaLMOHHON cucTeme 3 Krnacca 3allnLLEHHOCTM Mepon No obecneyeHunto
[OBEPEHHOW 3arpyskM B Cfy4ae, ecnn B MoAenu yrpo3 6GesonacHoCcTM WHopmauum
npuBegeHbl Yrposbl, CBsA3a@HHblE C BO3MOXHOCTbI 3arpy3kum onepauyMoHHOM CUCTEMBbI C
HEeLITaTHOro MaLLMHHOIO HOCUTENS UMW HapyLLEeHUs LLeNOCTHOCTU NPOorpaMMHON cpefbl U (Mnu)
coCTaBa KOMMOHEHTOB annapaTtHOro obecneyvyeHuss CPeAcTB BbIMMCIUTENBHOW TEXHUKU B
MHGOPMAaLMOHHOWN CUCTEME.

YTOYHEHHbIN afanTUpoBaHHbIM 6a30BbI HABOP Mep 3alnTbl MHOPMaLUN NOONEXUT
peanu3auun B MHMOPMALMOHHOM CUCTEME B COOTBETCTBUM C pasfesioMm 3 HaCTOSLEro
MeTOANYECKOro AOKYMEHTA.

B nogpasgenax "tpeboBaHus K peanusauumn Mepbl 3aWwmnTbl MHopMaumm" ans Kaxgon
Mepbl, MNpMBEAEHHOW B pasfjersie 3 HaACToAWero MeToOMYEeCKOro [OOKYMEHTa, YKa3aHo
TpeboBaHne K TOMy, Kaknm obpa3om u B kKakoM ob6beme OOMmKHa ObiTb peanu3oBaHa Kaxagas
Mepa 3awmTbl HpopMaumn. TpeboBaHna K peanuaaumm Mep 3almTbl UHOOPMaLUK ABNAOTCS
MUHUManbHbIMKM  TpeboBaHMAMMK, BbINOSTHEHME KOTOPbLIX A0/MKHO 6bITb obecnevyeHo B
MHOPMALNOHHOM CUCTEME COOTBETCTBYIOLLErO Kracca 3alUMLEeHHOCTU, B Clyyae ecrnuv aTta
Mepa BblbpaHa Ons peanu3auuu B KayecTBe YTOYHEHHOW aganTupoBaHHOW 6a3oBOM Mepbl
3awmThbl MHbopMaumn.

B 3aBncumMocCTM OT knacca 3awueHHOCTU MHPOPMAaLMOHHOW CUCTEMbI MUHUMarbHbIE
TpeboBaHna K peanu3auuMuM YTOYHEHHOM ajanTupoBaHHOM 6a3o0BOM Mepbl  3alUTbI
MHOpMaUuKn nognexaT yCUNeHuUo AN MNoBbIWEeHUs YPOBHSA 3alMLEeHHOCTU UHdopMaunu.
Bce BO3MOXHble ycurneHuss Mep 3awmTbl MHOpMaumm npuvBedeHbl B nogpasgenax
"TpeboBaHMs K YCUMEHUIO Mepbl 3awuTbl MHoOpmauumn", npuBedeHHbIX B pasgerne 3
HacTOsILLEero MeToANYECKOro AOKYMEHTa ANS KaxXaon Mepbl 3amThl MHpopMaunn. YcuneHus
Mep 3awnuTbl MHPOPMaUMM MPUMEHSIIOTCS AOMNOMHUTENBHO K TpeboBaHMAM Mo peanusauuun
Mep 3awuTbl MHopmaLmu, NpuseaeHHbIM B nogpasgenax "tpeboBaHus Kk peanusaumm mepbl
3awmTbl MHopmaumu".

NTorosoe cogepxaHue Kaxaon yTOYHEHHOW adanTMpoBaHHON 6a30BOW Mepbl 3aLMThl
MHpopMauuKn, KOTopoe, Kak MUHUMYM, OOSDKHO ObiTb peanu3oBaHO B MHGAOPMaLMOHHON



cucteme, npuBedeHo B Tabnvue noapasgena  "cogepxaHuve 6a3oBOW Mepbl  3alUTHI
nHdopmauumn”.

YcuneHns mep 3awuTbl MHpOpMauuun, npuBedeHHble B noapasgene "tpeboBaHus K
YCUMEHNIO Mepbl 3awmTbl MHOpMaUMM" KU He BKMOYEHHbIE B Tabnuuy C cogepaHuem
6a3oBon Mepbl 3awwmTbl MHOpMaUUn B nogpasaene "cogepxaHne 6asoBon Mepbl 3alUThl
MHopMauumn", NPUMEHsIETCA MO pelueHnto obrnagatens uHopmauuu, 3akasdmka u (Mnu)
onepaTtopa AnNA MOBbILWEHUS YPOBHS 3alUMLLEHHOCTU MHGOPMaumMK, coaepKallenca B
MHOPMALMOHHOM CUCTEME, UNKM NpU agantauuun, YTOYHEHWM, OOMNOSIHEHUN Mep 3aluThbl
NMHpopmauun, a Takke npu paspaboTKe KOMMNEHCUPYIOLLNX Mep 3aLmnTbl MHpopmaumn.

r) AONOJSIHeHMe YTOYHEHHOro aganTupoBaHHOro 6asoBoro Habopa mep 3awWMTbl
nHdopmaummu

[lononHeHne yTOYHEHHOrO aganTupoBaHHoOro ©as3oBoro Habopa Mep 3awuThl
NMHpopMaLUN OCYLLLECTBNAETCA C LENblo BbINONHEHUSA TpeboBaHWA O 3almuTe UHgopmauuu,
YCTaHOBJEHHbIX MHBIMW HOPMaTMBHbLIMW NPABOBbIMK akTamu B 061acTu 3awmnTsl MHopmaumn,
B TOM yMcne B 06nacTtu 3awwmtbl NepcoHanbHbIX AaHHbIX.

[lononHeHne YTOYHEHHOrO aganTupoBaHHoOro ©asoBoro Habopa Mep 3awWuThl
MHpopmauumn MoXeT NoTpeboBaTbCA B CrEeAyLWNX CryYvasx:

a) ecnn penepanbHbiM 3akoHOM, Yykaszom [lpeaugeHta Poccuinckon depepaumn,
noctaHoBneHnem lNpasutensctBa Poccuiickon depgepaumm, HOpMaTUBHBIMU akTamMn OpraHa
rocygapCTBEHHOW BracTh, oOpraHa MECTHOro caMOynpaBfeHust Wnn  opraHmMsaumm,
onpegenarwWwmnuMm  NOpsSAOK  CO34aHMA W 3KcnnyaTauunm  MHAOPMALUMOHHOM  CUCTEMB,
yCTaHaBNMBAOTCA [LOMOSHUTENbHbIE TpeboBaHMs K 3awuTte uMHGOpMauMu, BbINOSHEHUE
KOTOpbIX HE npeaycMoTpeHo TpeboBaHusaMM O 3awuTe MHOPMAaLMKM, HE COCTaBMSAKLWEN
rocygapCTBEHHYHO TaWHy, coaepXallencs B rocygapCTBEHHbIX MH(POPMAaLMOHHbBIX CUCTEMaX,
yTBepxaeHHbIx npukazom ®CTIK Poccum ot 11 doeBpans 2013 r. N 17,

0) nonutnkamm obecneyeHnss WMHopMaumoHHonm 6e3onacHocTn obnagartens
MHdopMauum (3akas4dmka), oneparopa 1 ynosIHOMOYEHHOro nmua, paspabotaHHbimMu no FOCT
P MCO/M3K 27001 "WMHdbopmaumoHHaa TexHonorusi. Metogbl n cpeactBa obecneyeHus
©e3onacHocTn. Cuctembl MeHegXmeHTa uHdopMauuoHHon 6esonacHocTu. TpebosaHua",
npegbsaBreHbl AONONHUTENbHbIE TpeboBaHUA K 3awwmte mHdopmaumm B MHGAOPMaLMOHHOMN
cucteme.

Mpn [ONOMHEHUM YTOYHEHHOrO aganTupoBaHHOro 6as3oBoro Habopa mep 3awmThl
NHpopMaLMN BO3MOXHbI Criegytolime AencTBus:

1) MoxeT OblTb OBOCHOBAHO, YTO Mepbl 3aWuTbl WUHGAOPMALUKN, BKITOYEHHbLIE B
YTOYHEHHbIV aganTupoBaHHbIN 6a30BbIN HAbOP Mep 3awmTbl UHGOPMaUUK, JOCTAaTOYHbI ANS
BbIMNOSTHEHUS AOMNOSNTHUTENBHbLIX TPEOOBaHMN, YCTAHOBIEHHbLIX ddeAeparibHbIM 3aKOHOM, yKa3oMm
MpesngeHta Poccuiickon ®epepaumn, noctaHoBneHnem [lpaButenbctBa Poccuinckon
depepaumm, HOpMaATMBHLIMM aKkTaMuM OpraHa rocyapCTBEHHOW BMacTW, opraHa MeECTHOro
camoynpaBfneHns wunu opraHmsaumm. B aTom cnydyae  OONONHEHWEe  YTOYHEHHOro
aganTupoBaHHoro 6asoBoro Habopa mep 3awmuThl MHPOpPMaLMK He TpebyeTcs;

2) MOryT ObITb ycuneHbl (yKecTodeHbl) TpeboBaHWA K HEKOTOpbIM MepaM 3aliuTbl
WHpopMauuKn, paHee BKMIOYEHHbIM B YTOYHEHHbIN adanTUPOBaHHbIM ©a30BbIi HAbop mep
3aWwnTbl MHopMauun, [0 YPOBHS, obecneymBaloLlero BbIMNOSIHEHWE OOMONMHUTENbHbIX
TpeboBaHUn, YCTaAHOBMNEHHbLIX (hedepanbHbIM 3akoHOM, Yyka3om [lpeauageHta Poccunckon
depepaumn, noctaHosneHuem [lpaButenbctBa Poccunckon depepaumm, HOpMaTUBHbLIMU
akTamu opraHa rocygapCTBEHHOW BracTW, OpraHa MEeCTHOro CaMOynpaBfeHus Wunu
opraHusauuu;

3) MOXeT ObITb AOMNOMHEH YTOYHEHHbIN afanTUPOBaHHbLIN 6a30BbIi HAOOP Mep 3alnThbl
MHOpMaLUK Mepamm 3aLmMTbl MHPOPMaLMKN ANSA BbINOSTHEHWS ONOMHUTENBHBIX TpeboBaHUNA,
yCTaHOBreHHbIX doefeparbHbiM 3akoHOM, yka3oM [lpesumgeHta Poccuinckon ®depepaumn,
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noctaHoBneHnem lNpasutensctBa Poccuiickon Pepgepaumm, HOpMaTUBHBIMW akTamMn OpraHa
rocyapCTBEHHOM BNacTu, opraHa MeCTHOro camoyrnpaBlieHUs UK opraHusaumu B Criyyae,
ecnn Takue Mepbl He YyCTaHoBneHbl TpeboBaHusMM O 3awuTe WHOpMauuK, He
COCTaBNAKLLEN  FOCYOAPCTBEHHYKD  TauHy,  coAepxawencsa B roCydapCTBEHHbIX
MHPOPMAUMNOHHBIX cuUcTeMax, yTBepxaeHHbix npukazom PCTOK Poccum ot 11 cbespand
2013 r. N 17.

A) NpUMeHeHMe KOMNEeHCUPYHLUX Mep 3aluTbl MHopMauum

CdopmmpoBaHHbI Habop Mep 3aWwmnTbl UHPOPMAaLMKN MOXET coaepKaTb Mepb! 3aLLnTbI
WHpopmauuKn, KoTopble MO KakMM-nMbo npuyMHam (BbICOKasi CTOMMOCTb, OTCYTCTBME
anpobupoBaHHbLIX TEXHUYECKUX peanusauui, Henpuemnemo OonblUMe CPOKU peanunsauumu,
OTCYTCTBME KOMMNETEHUMM ONs 3KCnnyaTtaumm u apyrue) genaet HEBO3MOXHbBIM MK KpanHe
3aTpyAHUTENbHBLIM MX peanu3auuio B MH(POPMAUUOHHOW CUCTEME B paMKax ee CUCTEMbI
3aWmTbl MHOpMaLnn.

B Takux cnydasax y 3akasuduka, ornepaTtopa M paspaboTumka (NpOEKTUPOBLLMKA) €CTb
BO3MOXHOCTb 3aMEHUTb COOTBETCTBYHOLLME MEPbI 3aLLNTbI MHPOPMALUKN Ha KOMNEHCUpYLOLLMEe
Mepbl 3aLMTbl MHOPpMaLUW.

B kayectBe WCXOAHbIX OaHHbIX ANA pas3paboTKM KOMMEHCUPYHOLWMX Mep 3aluTbl
WMHopmauuu, B NepByto odepenb, HeobxoauMo paccMmaTtpuBaThb:

npunoxenne N 2 k TpeboBaHuaM O 3awuTe WHGOpPMaUUW, HE COCTaBnAOLEN
rocyfapCTBEHHYO TalHy, coAepXallencsa B rocyaapCTBEHHbIX MHOPMALMOHHBIX CUCTEMax,
yTBepxaeHHbIM npukazom PCTOK Poccum ot 11 dpespans 2013 r. N 17, u pasgen 3
HaCTOSLLLEro MeToaNYECKOro JOKYMEHTA;

MeXayHapoaHble, HauWoHanbHble CTaHgapTbl, CTaH4apTbl OpraHusauun B obnacTu
MHdopMaLUNoHHOM Be3onacHoOCTY;

pe3ynbTaTbl COBCTBEHHbIX pa3paboTok (Hay4YHO-nccnegoBaTenbckme n
OMNbITHO-KOHCTPYKTOPCKME paboThl).

Mpun 3TOM JOMKHO BbITL NPOBEAEHO 0O60CHOBaHME NPUMEHEHUST KOMMEHCUPYIOLLIMX Mep
3aWnTbl MHOPMaLMK, BKIHOYatoLLee:

N3NOXEHNEe NPUYMH UCKIMOYEHUS Mepbl (Mep) 3awwmTbl MHGOPMaLUnK;

COMOCTAaBIIEHNE UCKNOYaeMon Mepbl (Mep) 3awmTbl MHdOpMaumMmM ¢ Brnoknpyemom
(HenTpanuayemom) yrposom (yrposamm) 6e3onacHocT MHpopmMaumu;

onucaHue cogepXXaHusi KOMNEHCUPYIOLWMX Mep 3allnTbl MHOPMaLM;

CPaBHUTESNbHbIA ~ a@HanM3  KOMMEHCUPYOLMX Mep  3awmTbl  UMHopmauum C
NCKITI0YaeMbIMM MepaMin 3aLLmTbl MHpopmauuu;

apryMeHTauuo, 4YTto npegnaraeMble KOMMEHCUPYHLLME Mepbl 3almuTbl MHOPMaL MK
obecneunBaloT ageksaTtHoe OGrnokMpoBaHue (HemTpanusauuio) yrpo3 6GesonacHocTu
MHGopMaLunu.

PaspabotaHHoe o6oCHOBaHWe [AOMKHO OblTb MpPeAcTaBneHo npu  NpoBESEHUN
aTTeCTaLMOHHbIX UCMbITAaHUIA. [1pn aTTECTAUMOHHbIX UCMbITAHUAX C Y4€TOM NpeacTaBNEeHHOro
060CHOBaHUA OOSMKHbI ObITh OLEHEHbI AOCTAaTOYHOCTb U a4eKBaTHOCTb KOMMNEHCUPYHOLNX Mep
Ans 6noknpoBaHusa (HemTpanuaaumm) yrpos 6esonacHoCcT nHopmaumn.

3. CopepxaHune Mep 3awmTbl MHPOPMaLUM B UHPOPMaALMOHHON CUCTEME

3.1. UpeHTUdMKaLma n ayTeHTU(DUKaLUA CyGbEKTOB AOCTYNa U 06bLEeKTOB AoCTyna
(MAD)

NAD.1 UpeHTnpUKauma n ayteHTMdpUKauma nonb3oBaTenen, ABNAKOLWMXCA
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paboTHMKaMu oneparopa

Tpe6oBaHusa k peanusaumm WUAD.1: B unHpOPMaAUMOHHON CUCTEME [OSMKHA
obGecneunmBatbCs MAeHTUUKAUMS W ayTeHTUMKaumMs nonb3oBaTenen, SABMASOLWUXCA
paboTHMKaMn onepaTopa.

Mpn gocTyne B UHPOPMALIMOHHYO CUCTEMY AOSMKHA OCYLLECTBIATLCA naeHTUduKaums
N ayTeHTMdUKauna nornb3oBaTtenen, ABNALWMXCA paboTHMKaMK onepartopa (BHYTPEHHUX
nosib3oBaTtesien), U MpPOLECCOB, 3aryckaeMblX OT MMEHM 3TUX Monb3oBaTenen, a Takke
npoLeccos, 3anyckaeMblX OT UMEHU CUCTEMHbIX YYETHbIX 3anucen.

K BHYTpeHHUMM nonb3oBaTenaM B LUeNsAX HacTodAwero [AOKyMeHTa, OTHOCATCS
OOIMKHOCTHbIE NUua onepartopa (nonb3oBaTtenn, agMUHUCTPAaTOPbl), BbIMNOMHAKLWME CBOU
AOIMKHOCTHbIE 0693aHHOCTU ((PYHKUMM) C NCNOSNb30BaHMEM MHAOPMALMU, MHAPOPMALMOHHbBIX
TEXHOMOIMA W  TeXHUYEeCcKUX cpeacts WMHEMPOPMALMOHHOM CUCTEMbl B COOTBETCTBUM C
AOSDKHOCTHBIMU perfiameHTaMn (MHCTPYKUMAMMK) YTBEPXKAEHHBIMU ONepaTopoM U KOTOPbIM B
MHGOPMaLNOHHON CUCTEME NPUCBOEHbI YYETHbIE 3aruncu.

B kayecTBe BHYTPEHHUX mMofib3oBaTenien [OOMOMHUTENbHO  paccMmaTpuBaloTCs
OOIMKHOCTHbIE Nnuua obnagaTtens uHgopmauum, 3akasymka, ynosITHOMOYEHHOro nuua u (unu)
oneparopa MHOM MHAOPMALNOHHOM CUCTEMBI, @ Takke nuua, NpuBriekaemble Ha LJOroBOPHOM
ocHoBe pAnsi obecneyeHus YHKUMOHUPOBAHUA WHAOPMALMOHHOM CUCTEMbI (PEMOHT,
rapaHtTumHoe obcnyxmBaHue, perfiameHTHble U  WHble paboTbl) B COOTBETCTBUM C
OpraHn3aumoHHO-pacnopaauTenbHbIMWU  JOKYMEHTaMu  onepatopa UM KOTOpbIM B
MHOPMALNOHHOM CUCTEME TaKKe NPUCBOEHbI y4EeTHbIE 3anncu.

Nonb3oBartenu MHJOPMaLIMOHHON CUCTEMBI JOIMKHbI OHO3HA4YHO
naeHTununpoBaTbCa N ayTeHTMdMUMpoBaTLCA A1 BCeX BUAOB A0CTYyMNa, Kpome Tex BUO4OB
AOCTyna, KOTOpble OnNpefensitoTCd Kak LeNCTBUS, paspelleHHble [0 uaeHTudurkaumm wm
ayTeHTUmnKauum B COOTBETCTBUN C Mepou 3amTbl Hopmaumm YI14.11.

AyTeHTuduMKauus nonb3oBaTens OCYLLECTBAAETCA C WUCMNOofb30BaHWMEM Maporien,
annapaTHbIX CpeAacTB, OMOMETPUYECKUX XapaKTepUCTUK, WHbIX CPEeACTB WM B Chnyyae
MHOrocaktopHon (OByx(pakTOpHOW) ayTeHTUUKauum - onpeneneHHon KoMbuHaumm
yKa3aHHbIX CpeacTB.

B nHdopmaunoHHon cucteme gormkHa 6biTb obecnevyeHa BO3MOXHOCTb O4HO3HAYHOIo
conocTaBreHns naeHTugrkaTopa nonb3oBaTens ¢ 3anyckaeMbiMu OT €r0 UMEHU Npoueccamu.

MpaBuna wn npoueaypbl wWAeHTUMKAUUMM U ayTeHTUdMKauMM nonb3oBaTenen
pernamMeHTUpyTca B  OpraHM3auuoOHHO-pacrnopsauTESibHbIX  [JOKYMEHTax Mo  3awuTe
MHdopMaLuun.

Tpe6oBaHus kK ycunennro NUAPD.1:

1) B WH(opMauMOHHOW cucTemMe [ofmbkHa obecnevmBaTbCa  MHOrodakTopHas
(oByxchakTtopHas) ayTeHTuduKaums Ana yaaneHHoro Aoctyna B CUCTEMY C  npaBamu
NPUBUNErMPOBaHHbIX YYETHbIX 3anucen (a4MUHUCTPaTOPOB):

a) C UCNosib30BaHNEM CeTU CBSA3M OBLLLErO NOMb30BaHUSA, B TOM Ynucne cetn IHTepHeT;

6) 6e3 ncnonb3oBaHUsA ceTn CBA3N ObLLEro NoNb30BaHMUS;

2) B MH(MOPMALMOHHOM cUCTEME [OfPkHa obecnevmBaTtbCa MHOrodakTopHas
(BByxdhakTopHasa) ayteHTuduKauua Ons  yganeHHoro [ocTyna B CUCTEMY C  MpaBamu
HernpuBUIIErMpoBaHHbIX YY4ETHLIX 3anuncen (nonb3oBaTenen):

a) C UCNosb30BaHMEM CETU CBA3M 0OLLEro NoNb3oBaHUs, B TOM YMcne cetn MHTepHeT;

0) 6e3 ncnonb3oBaHUs ceTu CBA3N 0BLLEro Nofb30BaHUS;

3) B WH(MOpPMaAUMOHHOMW cuCTeMe [JofbkHa obecnevmBaTbCAa  MHOrodakTopHas
(oByxcbakTtopHas) ayTeHTUdUuKaums Ans fokansHoro [[ocTyna B CUCTEMY C npaBamu
NPUBUIIErMPOBAaHHBIX YYETHbIX 3anvcen (agMMHUCTPaTOPOB);

4) B WH(OpMaAUMOHHON cucTeMe [AormkHa obecneunmBaTbCAa MHOrogakTopHas



(OByxbakTtopHas) ayTeHTUdUKauus aOna JokanbHOro Joctyna B CUCTEMY C NpaBamu
HenpyBUIerMpoBaHHbIX y4eTHbIX 3anucen (nonb3osaTenen);

5) B wH(OpMaumMoOHHOM cucTeMe [ofbkHa obecnedmBaTbCs  MHOrodakTopHas
(BBYxdakTopHas) ayTeHTMdukaumna npu Joctyne B CUCTEMY C NpaBaMn NpUBUNErMPOBaHHbIX
yYeTHbIX 3anucen (a4MMHUCTPATOPOB), rae OAnH n3 akTopoB obecneynBaeTcsa annapaTHbIM
YCTPONCTBOM ayTeHTUdUKaummn, oTtaeneHHbIM OT MH(OPMaLMOHHONW CUCTEMbI, K KOTOPOW
ocyLlecTBnsgeTca JOCTyn,

6) B MH(MOPMALMOHHOM CUCTEME [OfKHaA obecnevmBaTtbCsl MHOroakTopHas
(oByxdbakTtopHas)  ayTeHTMdMKauma  npu  docTtyne B CUCTeMy C  MpaBamu
HenpMBUMErMpoBaHHbIX YYeTHbIX 3anucen (nonb3oBaTenen), rae oOAWH U3  hakTopoB
obecneunBaeTcsa YCTPOMCTBOM, OTAENEHHbIM OT MHAOPMAUMOHHOM CUCTEMbI, K KOTOPOMW
OCYLLIeCTBNSAETCHA A0CTYn,

7) B MHGOPMALUMOHHOMW CUCTEME [OOJHKEH UCMNOSb30BaTbCA MEXaHW3M OAHOPa30BbIX
naponen npu ayTteHTUMKaumMm nonb3oBaTenen, OCYLEeCTBAAWMX YOaneHHbIn Wunu
noKanbHbIN JOCTYN,

8) B uWHGOpMaLMOHHOM cucTeMe Ans ayTeHTMduMKaumm nonib3oBaTenen OOSKHO
obecneunBaTtbCA MNPUMEHEHWE B COOTBETCTBUM C 3akoHopaTesibcTBOM  Poccuickon
depepaumm kpuntorpamnyeckmx MeTo4oB 3awmTbl MHOPMaLINK.

CopepxaHue 6azoBon mepbl UAD.1:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
NAD.1 + + + +
Ycunenne NAD.1 1a, 2a, 3 1a, 24, 3, 4

NAD.2 UpeHTnpuKauma n ayteHTMPMKaLma yCTPOMCTB, B TOM YUCIe CTaLMOHAPHbIX,
MOOUNbHbLIX U NOPTAaTUBHbIX

Tpe6boBaHua kK peanusauumm WUAD.2: B wnHdpopmMaumoHHOM cucteme [O Havana
MHOPMALMOHHOIO B3auMoOgeNCTBUSA (Nepegaym 3almiiaemMon nHpopmaumm oT yCTpoOnCcTBa K
YCTPOWCTBY) [OSKHA OCYLIECTBAATLCA WAEHTUMKAUMSA U ayTeHTMduMKaumss YCTPOWCTB
(TexHUYecknx cpeacTs).

OnepaTtopom fgomkeH 6biTb onpegeneH nepeyeHb TUMOB YCTPOWCTB, UCMOMb3yEMbIX B
MHOPMALNOHHOM cUcTeEME U noanexawmx naeHTugukaumm n aytTeHTuukauum oo Havana
MHOPMALNOHHOIO B3aMMOLENCTBUA.

NpeHTndurkauma ycTponcte B WHAPOPMAUMOHHOM cucteme obecneynBaetcs Mo
normyeckum umeHam (umsa yctpouctsa u (unu) ID), normdecknum agpecam (Hanpumep,
IP-agpecam) n (unu) no pmsmnyeckum agpecam (Hanpumep, MAC-agpecam) ycTponcTea unm no
KOMOMHaLUUM MMEHMU, NTOrMYECKoro n (Mnun) pmsanyeckoro agpecos yCTpomncTea.

AyTeHTU(MKaLmMa YCTPONCTB B WH(OpMaUMOHHOW cucteme obecnevnBaeTcs C
NCNonb30BaHMEM COOTBETCTBYIOLIMX MPOTOKOSIOB ayTEHTUMMKAUMN UK C MPUMEHEHMEM B
COOTBETCTBUMN C 3akoHoaTernbcTBoM Poccurckon ®epepauumn kpuntorpadouyeckux MeTogoB
3aWmThl MHOpMaLMN.

MpaBuna wn npouedypbl  MAeHTUUKaALMM U ayTeHTUduKaumm  YCTPOMUCTB
pernameHTUpyTCcsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX AOKYMEHTax ornepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus K ycunenmro MUAD.2:

1) B MIHPOPMaLMOHHOM cucTeme JormkHa obecneumBaTbCa ayTeHTUMKaALNA YCTPOUCTB
00 Havyana MHOPMaLMOHHOIO B3aUMOAENCTBUA C HUMM:
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a) B3anMHasi ayTeHTUduKaLmsi yCTpomMcTBa U CpeacTBa BblYUCINTESTbHON TEXHUKN (MNn
Apyroro B3aMMoAeNCTBYHOLLEro YCTPOMUCTBA);

6) ayTeHTUMKaLMs NO YHUKaNbHbIM BCTPOEHHbIM CpeACTBaM ayTeHTUdUKaLnN.

CopepxaHue 6azoBoun mepbl MAD.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCT MHPpOpMaLMOHHOMN CUCTEMBI
4 3 2 1
NAD.2 + +
Ycunenune NAD.2

UAD.3 YnpaBneHune naeHtucgpukaTtopamum, B TOM 4Yncrie cosgaHue, npucBoeHue,
YHUUYTOXEeHUe ngeHtTudunkaTopos

Tpe6oBaHua k peanusaumm UAD.3: OnepaTopoM AOSMKHbI OblTb YCTAHOBMEHbLI U
peanu3oBaHbl cnegyowme QyHKUMW YNpaBreHus uaeHTudukaTtopamm nonb3oBaTenen u
YCTPOWCTB B MH(POPMaLIMOHHOWN cUCTEME:

onpegereHme OOSMKHOCTHOIO Nuua (aaMUHUCTpaTopa) onepatopa, OTBETCTBEHHOMO 3a
co3gaHue, NPUCBOEHNE N YHUUTOXEHNE NOEHTU(DMKATOPOB NOMb30BaTENEN N YCTPONCTB;

dopmMupoBaHMe  naeHTUUKaTopa,  KOTOPbIM  OAHO3HAYHO  MAeHTUUUMpyeT
nons3oBaTens n (Mnn) yCTpomucTBO;

NpuUcBOeHNe naeHTudmrKkaTopa Nonb3oBaTesnto n (Unm) yCTpomuCTBY;

npegoTBpaLleHne NoOBTOPHOro NCNONb30BaHUA naeHTUdmMKaTopa nonb3osBaTens v (Mnm)
YCTPOWCTBA B TE€YEHNE YCTAHOBIEHHOrO ONepaTopoM nepuona BpeMeHH;

GnokmpoBaHne maeHTMdUKaTopa nosib3oBaTens Nocne yCTaHOBIEHHOMO OnepaTopoMm
BPEMEHWN HENCMNONb30BaHUS.

MpaBuna wn npoueaypbl ynpaBneHus waeHTUMKkaTopamm pernameHTUpyrTcs B
OpraHn3auUnoHHO-pacnopaauTenbHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpe6oBaHue Kk ycunenunro NAD.3:

1) onepaTopoM OMKHO ObITb UCKITHOYEHO MOBTOPHOE UCMONb30BaHNE aeHTMdUKaTopa
nonb3oBaTens B TEYEHUE:

a) He MEHee 0OHOro roaa;

0) He MeHee Tpex neT;

B) B TeYEeHMe BCero nepmoaa akcnnyartaumm nHpopMaumoHHON CUCTEMBI;

2) onepatopoM [JOMMKHO ObITb obecrneyeHo OnoknpoBaHwe waeHTUMKaTopa
nonb3oBaTensa Yepes nepnog BpeEMeHN HENCNONb30BaHUS:

a) He 6onee 90 aHen;

0) He Bonee 45 gHen;

3) onepatopoM Jo/mkHO  OblTb  obecnevyeHO  MCMONb30OBaHWE  Pa3NIUYHOMN
ayTeHTUUKALMOHHOM MHOpMaLMK (pasnnyHbIX CPeACTB ayTeHTMdUuKaummn) nonb3oBaTens
ANna BxoA4a B WH(MOPMAUMOHHYHO CUCTEMY M [OCTyna K MpUKIagHoOMy (cneuuanbHOoMy)
nporpaMmmHoMy obecneveHumto;

4) onepatopoM AOMKHO ObiTb WCKMIOYEHO MCMNOMb30BaHWe uaeHTudukaTopa
nonb3oBaTens MHGOPMALMOHHOM CUCTEMbI MPU CO34aHMM YY4ETHOW 3anucu Nosib3oBaTens
Ny6rIMYHON 3NEKTPOHHOWN MOYTbI UM UHBIX NYBNIMYHbBIX CEPBUCOB;

5) onepaTtopom OO/MKHO BbITb 06ecneyeHo ynpasneHne naeHTuguKkaTopaMmm BHELLHUX
nonb3oBaTenien, y4eTHble 3anucu KOTOPbIX MCMONb3YTCA ANA AOCTyna K obLeaoCcTynHbIM
pecypcam MHOPMALMOHHON CUCTEMBI.

CopepxaHue 6azoBon mepbl UAD.3:




Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

NAD.3 + + + +
Ycunernune NAD.3 1a, 2a 1a, 2a 16, 26

UAD.4 YnpaBneHue cpeacTtBamMmm ayTeHTU(pUKaLIMK, B TOM YMChe XpaHeHue, Bblgaya,
MHMLUManusaums, 6nokMpoBaHue cpeacTs ayTeHTU(PUKALUKN U NPUHATUE Mep B criy4yae
yTpaTtbl 1 (MnNn) KOMNpomMeTauumn cCpeacTB ayTeHTUMKaumm

TpeboBaHua k peanusauum UAD.4: OnepaTtopoM AOMKHbI ObiTb YCTAHOBMEHbI U
peanu3oBaHbl  crnegywowmne  (PyHKUMM  ynpaBneHus  cpeAcTBaMm  ayTeHTUdurKaumm
(ayTeHTUdUKaLMOHHON MHOpMaLMen) nonb3oBaTesien U ycTpouCcTB B UHAOPMaLMOHHON
cuUcTeme:

onpeaeneHne OOMKHOCTHOro nuua (agMuHUCTpaTopa) onepaTtopa, OTBETCTBEHHOIO 3a
XpaHeHue, Bblgady, MHuumanusaumio, 6noknpoBaHme cpeacts ayTeHTUdUKaUUMM U NpuHATUeE
Mep B criyyae yTpaThl U (Mnn) KomnpomeTaumm CpeacTB ayTeHTudmKkaumm;

N3MEHEHNE  ayTeHTMdMKALUMOHHON  MHopmMaumn  (cpeacts  ayTeHTudumkauun),
3a[aHHbIX UX MPOU3BOAUTENAMU N (UNN) UCNOSb3YEMbIX NPU BHEOPEHUN CUCTEMbI 3alUnUTbI
MHdopMaLUnn NHPOPMALMOHHON CUCTEMDI;

BblJada cpeAcTB ayTeHTUMKaLuumn nonb3oBaTensw;

reHepaumss U Bblgava HavanbHOW ayTeHTUMUKaALMOHHOM MHGOpMauuK (HayvanbHbIX
3Ha4YeHun cpencTB ayTeHTUdMKaunn);

YCTaAHOBIEHE XapaKTEepPUCTUK napons (Npu UCNonb3oBaHMM B WH(OPMaLNOHHOM
cUCTEME MEXaHU3MOB ayTeHTUdUKaL MM Ha OCHOBE Napons):

a) 3afjaHMe MWHUMArbHOW CIOXHOCTM Napons C onpeaendeMbiMU  OnepaTopom
TpeboBaHNAMM K PErucTpy, KoOfmMyecTBy CUMBOSOB, COYETaHMO OYKB BEPXHEro M HUXHEero
perncTpa, unudp 1 cneynanbHbIX CUMBOSIOB;

0) 3agaHne MUHMMAarbHOIoO KONIMYeCcTBa U3MEHEHHbIX CUMBOSIOB MPU CO34aHUN HOBbIX
naponewu;

B) 3a4aHne MakCuMarsnbHOro BpemMeHu AenCcTBUS Napons;

r) 3agaHve MMHUManbLHOro BpeMeHn EeNCTBUS Napons;

A) 3anpeT Ha UCMonb30BaHME MNOMb30BaTENSAMU ONpeaenieHHoro onepaTtopoM 4ucra
nocrneaHuxX NCNoNb30BaHHbIX Napofien Npu co3gaHUN HOBbIX Naponew;

OnokupoBaHue (NpekpaweHne AencTeuns) n 3ameHa
CKOMMNPOMETUPOBAHHbLIX UIM MOBPEXOEHHbIX CPEeACTB ayTeHTUdMKaUmm;

Ha3HayeHne HeobXoAMMbIX XapaKTEepPUCTUK CPencTB ayTeHTuduMkaumm (B TOM 4ducne
MexaHu3Ma napons);

oBGHOBNEHNEe ayTeHTUMMKALMOHHON NHOpMaLmMn (3ameHa CpeaCcTB ayTeHTudukaumm)
C NepNOLNYHOCTbIO, YCTAaHOBEHHOW ONepaTopoMm;

3awmrTa ayTeHTUPUKaALUMOHHON WHJOpPMauuM OT HenpaBOMEpPHbIX OOCTyna K Herl u
MOANULMPOBaHKS.

MpaBuna n npouenypbl yrnpaBneHus cpencresamu ayTeHTuunkauum
(ayTeHTUdUKaLMOHHOM NHopMaumen) pernameHTupytoTcA B
OpraHuM3auUnoHHO-pacnopsaNTENbHbBIX JOKYMEHTax onepaTtopa no 3awure nHpopmaumn.

Tpe6oBaHue Kk ycunenuro NAD.4:

1) B cCnyyae MCNOMNb30BaHWA B MHPOPMALMOHHOMW CUCTEME  MEXaHW3MOB
ayTeHTU(MKaUunM Ha OCHoBe napornsi (MHOW NnocnegoBaTeNbHOCTM CUMBOSIOB, UCMOMb3YyeMOKn
Ana ayteHTuduKaumm) unv nNpuUMEHEeHUs napons B KavyecTBe OAHOro u3 (akTopoB
MHOro(hakTopHOW ayTeHTUMUKaLMK, ero XapakTepPUCTUKN JOMKHbI OblTb CneayoLwmMmn:

YTEPAHHDbIX,



a) ONWHa napons He MeHee LWeCcTu CUMBOMOB, andasuT napona He MeHee 30
CMMBOJSIOB, MaKCMMaribHOE KOMMYeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudukaumm (BBoaa
HenpaBunbHOro napons) Ao ©6nokupoBkn oT 3 go 10 nonbiTok, 6GnoknpoBka
NPOrpaMMHO-TEXHNYECKOrO CpeacTBa WM y4eTHOW 3anmMcu  nonb3oBaTens B criyvyae
OOCTWXXEHUS1  YCTaHOBMEHHOro0  MakKCUMasnbHOrO  KONMM4ecTBa  HeycCrelHbIX — MOrMbITOK
ayTeHTuukauum ot 3 4o 15 MMHYT, cMeHa napornen He 6onee vyem Yepes 180 gHen;

6) onvMHa napons He MeHee LWeCTU CUMMBOMOB, andaeBuT napons He MeHee 60
CMMBOJSIOB, MaKCMMaribHOE KOMMYECTBO HeyCMeLHbIX MOMbITOK ayTeHTudukaumm (BBOAA
HenpaBunbHOro napons) Ao ©6GnokupoBkn oT 3 go 10 nonbiTok, 6GnoknpoBka
NPOrpaMMHO-TEXHUYECKOrO CpeacTBa WU y4eTHOW 3anucu  nonb3oBaTens B crnyyae
OOCTWXXEHUSI  YCTAaHOBMIEHHONO  MaKCUMasibHOro  KonmM4yecTBa  HeyCnellHbIX  MOMbITOK
ayTteHTuukauum ot 5 go 30 MMHYT, cMeHa naponen He 6onee vyem Yepes 120 gHen;

B) ANMHA nNapons He MeHee LWecTU CUMBOSIOB, andasuT napond He MeHee 70
CMMBOJSIOB, MaKCMMaribHOE KOMMYEeCTBO HeyCrnelwHbIX MOMbITOK ayTeHTudukaumm (BBOAa
HenpaswuiibHOro naponsd) pgo 6nokupoBkn oTf 3 [0 8 nonbiToK, OROKMpoBKa
NPOrpaMMHO-TEXHUYECKOrO CpeacTBa WM y4eTHOW 3anucu  Nonb3oBaTens B criyyae
OOCTWXKEHUS1  YCTaHOBMEHHOr0  MakKCUMMasnbHOrO  KOMM4ecTBa  HeychnelwHbIX  MOMbITOK
ayteHTudpumkauyum ot 10 go 30 MnHyT, cmMeHa naponen He 6onee 4Yem yYepes 90 aHen;

r) AnvHa napons He MeHee BOCbMW CUMBOSOB, andgasuT napond He meHee 70
CMMBOJSIOB, MaKCMMaribHOE KOMMYEeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudurkaumm (BBoAa
HenpasuiibHOro napond) pAJo 6nokupoBkn oT 3 [0 4  nNONbLITOK, OGROKMpOBKa
NPOrpaMMHO-TEXHUYECKOrO CpeacTBa WMNU  yY4EeTHOW 3anvucu nofb3oBaTens B Criyyae
OOCTWXKEHUS1  YCTAHOBMEHHONo  MakCUMMasnbHOrO  KONMMyecTBa  HeychnelwHbIX  MOMbITOK
ayTeHTupukauyum ot 15 go 60 MnHyT, cMeHa naponen He Gonee 4Yem Yeped 60 aHen;

2) B WVH(MOPMALMOHHON cuUCTEME [OO/MKHO OblTb o0becneyeHoO UMCNoNb3oBaHUe
aBTOMaTU3NPOBaHHbBIX CPeacTB AN POPMUPOBAHUA ayTEHTUUKALMOHHON WHGOopMaLmn
(reHepaTopoB naposnen) ¢ TpebyeMbiMU XapakTepUCTUKaMM CTOMKOCTU (CWUISibl) MexaHu3ma
ayTeHTUdUKaLMnM 1 Ans OLEHKN XapaKTepuUCTUK 3TUX MEXaHU3MOB;

3) B MH(pOPpMaLIMOHHON cucTeme JOMKHO BbITb 06ecrneyeHo Ncnonb30BaHMe CEPBEPOB U
(vnn) nporpammHoro obecnevyeHuss ayTeHTUMKauMM LN eOMHOM ayTeHTUudukaumm B
KOMMOHEHTax MHMOPMALMOHHON CUCTEMbI U KOMMOHEHTax nporpaMmHoro obecrnevyeHus,
npegycmaTpmBaroLLero CO6CTBEHHYO ayTeHTUMKALMIO;

4) onepaTop A0SMKeH obecnevnTb nosiydeHne (3anpocuTb) y NOCTaBLUMKA TEXHUYECKNX
CpeAcTB M nNporpammHoro obecnevyeHms MHPOPMALMOHHON CUCTEMbI ayTEHTUMPUKALNOHHYHO
MHOPMaUUIO, 3a4aHHYH0 NPOM3BOAUTENEM 3TUX TEXHUYECKUX CPEeACTB U NPOorpaMmHOro
obecneyeHns 1 He YKasaHHYH B 9KCMyaTaunoHHOW AOKYMEHTauuuy;

5) onepaTopoM A0SKHbI ObiTb OnNpefeneHbl Mepbl MO WUCKIHYEHUIO BO3MOXHOCTU
MCMONb30BaHUA  MoOMb3oBaTeNdAMM  UX  UMAEHTUUKATOPOB W MNaponem B Opyrux
MHAPOPMALMOHHBIX CUCTEMAX.

CopepxaHue 6azoBon mepbl UAD.4

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLIMOHHON CUCTEMBI
4 3 2 1
NAD .4 + + + +
Ycunenue NAD .4 1a 16 1B 1r

MAD.5 3awmTa o6paTHOM CBA3M Npu BBoAe ayTeHTU(uKaumoHHon nHopmaumm

TpeboBaHua Kk peanusauummn WUAD.5: B wunHPOpMaLMOHHON CUCTEME [OOSMKHA




OCYLLECTBMATLCA 3alunta ayTeHTUdMKauMoHHON MHGOopMaumm B npouecce ee BBoAa ANs
ayTeHTUdUKauMm OT BO3MOXHOIMO WCMOMb30BaHUA NULAMW, HEe UWMEKLMMU Ha 3TO
NOJSTHOMOYUIA.

3awwmTa obpaTtHom cBA3M "cuctema - cybbekT goctyna" B npouecce ayTeHTudumkaumm
obecneunBaeTcs UCKIYEHNEM OTOBpaXeHns Ana nonb3oBaTtensd 4eNCTBUTENbHOMO 3Ha4YeHWS
ayTeHTUUKaUMOHHOMW UMHopMaumm un  (MnNn) KonmyecTsa BBOAUMBIX MOfb3oBaTeNnem
CMMBOJSIOB  ayTEHTUUKALMOHHOM UMHGOpMaumi. BBogumble CUMMBOMbI  NMapons  MoryT

nxkn ne® n

oToBpaxaTbCs YCNOBHLIMM 3HaKamun"*", NN UHBIMW 3HAKaMW.
TpeboBaHus k ycunenuto UAD.5:
He ycTaHOBNEHDI.
CopepxaHue 6aszoBon mepbl UAD.5:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
NAD.5 + + + +
Ycunenne NAD.5

UAD.6 UpeHTUpUuKauma n ayteHTUdUKaLmMa norb3oBaTesien, He ABNAIOLWUXCA
paboTHMKamu onepartopa (BHELWHNX nonb3oBaTenen)

Tpe6boBaHusa k peanusauum WUAD.6: B unHPOpMaAUMOHHON cCUCTEME [OSMPKHA
OCYLEeCTBMNATbCA OAHO3Ha4yHas uaeHTUUKauma u ayTeHTUdUKauma norb3oBaTenen, He
asnsowmxca  paboTHukamu onepatopa (BHEWHUMX nofib3oBaTenen), unm npoueccos,
3arnyckaeMbIX OT UMEHN 3TUX NoSib3oBaTesien.

K nonb3oBatensMm, He 4gBngawowmmca paboTHuMkam  onepaTtopa  (BHELHUM
nonb3oBaTesisiM), OTHOCATCA BCE NOfb30BaTENN MH(POPMALNOHHON CUCTEMBI, HE YKa3aHHble B
NA®.1 B KadeCTBe BHYTPEHHUX nMofib3oBaTenen. [lpuMepomM BHELLUHMX MOfb3oBaTenemn
ABMAOTCA rpaxgaHe, Ha 3aKOHHbIX OCHOBaHUAX Yepesd ceTb VIHTepHeT nony4varowmne AocTtyn K
MHOPMAUNOHHBIM pecypcamM nopTana [ocygapcTBeHHbIX ycnyr Poccuinckon ®egepauuu
"OneKTpoHHOro npasuTenscTBa” mnuM oduumanbHbiM cantam B CeTu WIHTepHeT opraHoB
rocygapCTBeHHOW BNacTu.

Nonb3oBartenu MHGOPMaLIMOHHOMN CUCTEMBI JOIMKHbI OHO3HAa4YHO
naeHTununpoBaTbCa 1 ayTeHTMdMUMPOBaTLCA AN BCEX BUAOB A0CTYyMNa, KpoOMe Tex BUOOB
AOCTyna, KOTOpble OnpefensioTca Kak OeWUCTBUS, pas3pelleHHble [0 uaeHTudukauum wn
ayTeHTU(MKauum B COOTBETCTBUN C Mepou 3amTbl Hdopmaumm YI14.11.

NpeHTudukaums wn  ayTeHTUdUKaAUMS  BHEWHWX Monb3oBatenend B Uensax
npefoCTaBeHNs roCy4apCTBEHHbIX YCNYr OCYLLECTBNAETCS B TOM YMCMe C UCMNOSb30BaHNEM
edVHON CUCTEMbl UAeHTUdUKaumMmM u ayTeHTuduKaumm, co3gaHHOM B COOTBETCTBUMM C
noctaHosrneHnem lNpaeutensctea Poccunckon degepaumm ot 28 Hosbps 2011 r. N 977.

MpaBuna wn npoueaypbl UAEHTUDUKAUMM U ayTeHTudukaumMm nonb3oBaTterien
pernameHTUpyTCcsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX [AOKYMEHTax ornepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus Kk ycunenumro UAD.6:

He ycTaHOBNEHLI.

CopepxaHue 6azoBon mepbl NUAD.6:

Mepa 3awuTbl HpopmaLuunm Knacc 3awmieHHOCTU MHOpMaLMOHHON CUCTEMBI

4 | 3 | 2 | 1
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NAD.6 + + + +

Ycunenve NAD.6

NAD.7 WpeHTupukauma m ayteHTMdUKauma o6bekToB pannoBomn CUCTEMBI,
3anycKaeMbIX U UCMOJSTHAEMbIX MoAayIren, 06bLEKTOB CUMCTEeM ynpaBrieHMsa 6azamum
OaHHbIX, 06 BEKTOB, CO34aBaeMbIX NPUKAaAHbLIM U cneuuanbHbIM NMPOrpaMMHbIM

obecne4yeHneMm, NHbIX OOBLEKTOB AOCTyNa

Tpe6boBaHua k peanusauum WUAD.7: B wnHpOpMaUMOHHON cUCTEME [OOSMKHA
OCYLLECTBMAATbCA MAEHTUDUKALUMA W ayTeHTUdukaumss o6BHLEKTOB (anroBOW CUCTEMBI,
3anyckaeMblX M MCMOMHSEMbIX MoAaynen, oObekToB cucTeM ynpasneHnsa 6aszamun AaHHbIX,
06BbEKTOB, co3faBaeMbIX NPUKNAAHbIM U creumanbHbIM NPporpaMMHbIM obecnedeHnem, NHbIX
0O6BbEeKTOB JocTyna.

Tpeb6oBaHus kK ycunenmnro UAD.7:

1) B MHGOpMaUMOHHOM cucTeMe AofmkHa obecneymBaTbCs ayTeHTUMKaUNa o6 beKToB
dannoBon CUCTEMbI C MCMNOSb30BAHMEM CBUAETENBLCTB MOANIMHHOCTU WMHGOpMauun (B TOM
Yucne dNeKTPOHHOW NOANUCKU UITU NHBIX CBUAETENLCTB NOANMHHOCTU MHopMaLnn);

2) B WH(pOpMaUMOHHOW cucTeMe AofmkHa obecneuynBaTbCca ayTeHTUMKauma
3anyckaemMblX M WUCMOSIHAEMbIX MOAyfnen C WCNOofb30BaHMEM CBUOETENbCTB MNOLMMHHOCTU
mMoaynen (B TOM 4ucre UUPPOBLIX CUTHATYp NPOU3BOAUTENS WKW UHbIX CBUAETENbLCTB
NOASIMHHOCTN MoAyren).

CopepxaHue 6azoBon mepbl UAD.7:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOM CUCTEMBI
4 3 2 1
NAD.7
Ycunexvne NAD.7

3.2. YnpaBneHue JoCTynomM cy6beKkToB focTyna K oobektam goctyna (YIAQ)

YNpQ.1 YnpasneHue (3aBegeHue, akTuBauusi, 61oKkMpoBaHue U YHUUTOXEHUE) y4eTHbIMU
3anucsiMu nonb3oBaTtenied, B TOM Yucne BHELWHUX Nonb3oBaTerneun

Tpe6oBaHua k peanusauum YIMO.1: Onepatopom AOMKHbI ObITb YCTAaHOBMEHbI U
peanu3oBaHbl criegyroLmne yHKUMM ynpasreHms y4eTHbIMW 3anucsiMy rnorb3oBartenen, B TOM
yucrie BHELLHMX Nornb3oBaTenen:

onpegeneHve Tuna YYeTHOW 3anucu (BHYTPEHHEro nonb3oBaTtens, BHELUHEro
nonb3oBaTesnsl; CUCTEMHas!, NPUITOXEHUS; rocTeBas (aHOHUMHasdA), BpeMeHHas U (Mnn) nHble
TUNbI 3anucen);

obbeguHeHne y4eTHbIX 3anucen B rpynnbl (Npy He0BXoAMMOCTH);

BepudukaLmnio nonb3osarens (NpoBepka NIMYHOCTU NONb30BaTENs, ero OOSMKHOCTHbIX
(dbyHKLMOHanbHbIX) 06513aHHOCTEN) NPY 3aBe4eHNN YY4EeTHOW 3anncn Nonb3oBaTens;

3aBefeHue, akTmBauus, OnoKMpoBaHME W  YHUYTOXEHME YYeTHbIX 3anucen
nonb3oBaTenen;

nepecmoTp W, Npy HEOBXOANMOCTN, KOPPEKTUPOBKA YYETHbLIX 3anncen Nonb3oBaTenemn ¢
nepuoanYHOCTbIO, onpeaensaeMon onepaTopom;

NopsiiOK 3aBefeHNs U KOHTPOMS UCMONb30BaHUA rOCTEBbLIX (AHOHUMHbIX) U BPEMEHHbIX




YYeTHbIX 3anucen nonb3oBaTtenen, a TakkKe MNpPUBUIIErMPOBaHHbLIX YYeTHbIX 3anucemn
agMWHNCTPaTOpPOB;

onoselleHne agMuMHUCTpaTopa, OCYLLEeCTBNALWEro yrnpasneHne y4eTHbIMU 3annucsamm
nonb3osaTernien, 06 M3MEHeHUM CBedEeHW O nonb3oBaTensax, MX porsx, 06s3aHHOCTSX,
NOJSTHOMOYNSAX, OrPaHUYEHUSX;

YHUYTOXEHUEe BPEMEHHbIX YYeTHbIX 3anucen nonb3oBaTernen, NpeaocTaBneHHbIX Ans
OLHOKPATHOro (OrpaHMYeHHOro Mo BpeMeHW) BbINOSIHEHUS 3adavy B MHGOPMAaLMOHHOM
cUCTEeME;

npegoctaBneHne  nonb3oBaTtenam npaB  goctyna K  obbektam  gocTyna
WH(POPMALNOHHON CUCTEMbI, OCHOBbLIBasiCb Ha 3ajadax, pellaembiX Monb3oBaTensMuv B
MHOPMALNOHHOM CUCTEME U B3aUMOOENCTBYOLWNMU C HEW MHPOPMALIMOHHBIMU CUCTEMAMM.

BpemeHHaa yyeTHaa 3anucb MOXeT ObITb 3aBedeHa AN nonb3oBatensd Ha
OrpaHMYEHHbIN CPOK AN1S BbIMNOMHEHUSA 3a4a4, Tpebylowmnx pacluMpPeHHbIX MOSIHOMOYUIA, UIn
ANA NpoBefeHUs HacTPOWKK, TECTUPOBAHUS MH(OPMALMOHHOW CUCTEMbI, ANA OpraHu3auun
rocteBoro gocryna (nocetutensam, CoTpyaHUKaMm CTOPOHHUX OpraHmn3auun, ctaxxepam v UHbIM
nonb3oBaTesiiM C BpeEMEeHHbIM AOCTYNOM K MUH(POPMaLNOHHOW cucteme).

MpaBuna wn npouedypbl ynNpaBreHUs YYEeTHbIMW  3anUcCAMUM  NoSib3oBaTenemn
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHblX OOKyMeHTax onepartopa no
3awmrTe nHpopmaumn.

Tpe6oBaHus k ycunenuro YNA.1:

1) onepaTopoM JOMKHbI MCNONb30BaTbLCA aBTOMATU3NPOBAHHbIE CPeaCTBa NOLAEPKKN
yrpaBrieHns y4eTHbIMW 3anMcsaMmn nosb3oBaTenen;

2) B WHOPMAUMOHHOM CUCTEME [OOSPKHO OCYLLEeCTBNATLCA aBToOMaTU4ecKoe
BGrokMpoBaHne BpeEMEHHbIX YYETHbIX 3anucen nosib3oBartenemn No OKOHYaHMM YCTaHOBMEHHOIO
nepuoaa BpeMeHu Ang nx Ucnosib3oBaHus;

3) B WHPOPMALMOHHOM CUCTEME [OOIMPKHO OCYLLECTBNATLCA aBTOMaTU4ECKOE
OnoKnpoBaHMe HeakTUBHbIX (HEUCNONb3yeMblX) YYeTHbIX 3anucen norib3oBaTenen nocre
nepvoga BpeMeEHN HENCMNONb30BaHUS:

a) bonee 90 gHewn;

0) 6onee 45 gHewn;

4) B WHQOPMALMOHHOM CUCTEME [OSDKHO OCYLLUECTBMATLCSA aBTOMaTU4eckoe
OMnoKMpoBaHME YYETHbIX 3anMcen Nonb3oBaTeNen:

a) Npu npeBbILEHUN YCTAHOBMIEHHONO OMNEPaTopoM 4Yucna HeycnewHbIX MOMNbITOK
ayTeHTUduKaumm nonb3oBaTens;

0) nNpu BbISABNIEHMM MO pe3ynbTaTaM MOHUTOPUHra (NPOCMOTpa, aHanmsa) XXypHarnos
permctpauum cobbitui  6e3onacHocT OEeNCTBMMA MNOSMb3oBaTeNen, KOTOpbleE OTHECEHbI
onepaTopoMm K cobbITUsIM HapyLLeHnst 6e30nacHOCTN HdOpMaLNK;

5) B H(bopMauNOHHOM cncTeMe OOIMKEH OCYLLECTBASATLCA aBTOMATUYECKUIA KOHTPOSb
3aBefieHns, akTusauumn, 6I0KMPOBaAHUS N YHUMTOXEHNSA YYETHbIX 3anncen nonb3oBatenen u
onoBeLleHne agMMHUCTPATOPOB O pe3yrnbTatax aBTOMaTUYECKOro KOHTPOnS.

CopepxaHue 6aszoBou mepbl YINO.1:

Mepa 3awwuTtbl HpopmaLum Knacc 3awmuweHHOCTU MHGHOPMaLNOHHOW CUCTEMbI

4 3 2 1

yra.1 + + + +
Ycunenwne YI4.1 1,2 1, 2, 3a 1,2, 36

YNQ.2 Peanusauus Heo6xoanMbIX MeTOA0B yNpaBrieHUA AOCTYNOM (AUCKPELMOHHbIN,
MaHAaTHbIU, PONeBON UM UHOM MeTon), TUNOB (YTeHue, 3anncb, BbINONTHEHUE UMU




WHOW TUM) U NpaBun pasrpaHU4eHus goctyna

Tpe6oBaHusa k peanusauum YIMO.2: B nHopMaUNOHHOM cucteme Ans ynpasBneHus
AOCTYynoM CyOGbEeKTOB [ocTyna K oObektam [Joctyna [AOfKHbl ObiTb  peannsoBaHbl
YCTaAHOBMEHHbIE OMepaTopoM MeToAbl YrnpaBrieHus OOCTYrNoM, HasHa4yeHbl Tunbl AOCTyna
cybbekToB K 06beKTam 4OCTyna 1 peanu3oBaHbl Npasuna pasrpaHuyeHns gocTtyna cybbekToB
pocTyna Kk obbektam gocTyna.

MeToabl ynpaBneHus OOCTYNOM peanusyloTca B 3aBUCMMOCTU OT OCOBGEHHOCTEN
PYHKLUMOHNPOBaHUSA NH(POPMALIMOHHON CUCTEMBI, C y4ETOM Yrpo3 6e3onacHoCcTu nHopmawmm
N JOIMKHbI BKMOYATb OAUH MM KOMOMHALMIO cnegyowmx MeToa0B:

ANCKPELUMNOHHbIM MeTof ynpasfeHus AOCTynoM, npegycMmaTpuBarolmi ynpasrneHue
AoctynoMm cybbektoB AocTyna K obbekTam [JOCTyna Ha OCHOBE WAEHTU(DMKALMOHHOWN
MHopMauumn cybbekTa M ans Kaxgoro obbekTa OOCTyna - CnuUcKa, coaeplkawero Habop
cybbekToB goctyna (rpynn cybbekToB) M aCCOLMUPOBAHHBLIX C HUMW TUMOB A0CTYNa;

ponieBon MeTo ynpasreHus OOCTYNOM, npegycMaTpuBaloLWnii ynpasneHme OCTYNoOM
cybBbEeKToB A0CTyna K 06bekTaM A40CTyna Ha OCHOBE pornen cybbekToB JOCTyna (COBOKYNHOCTb
AENCTBUIA N 0683aHHOCTEN, CBA3AHHbIX C ONpeaeneHHbIM BUAOM AEATENbHOCTN);

MaHOaTHbIN  MeToq YynpaBneHus OOCTYnoM, npedycmaTpuBalowmMi  ynpasreHue
AOCTYynoM CyObeKToB [f[ocTyna K oObbektam [JocTyna Ha OCHOBE COMoCTaBfieHUs
KnaccugukaLuMOHHbIX METOK KaXaoro cybbekrta [ocTyna WM Kaxgoro obbekra [[OCTyna,
oTpaXkarwLmnxX KrnaccuuKaunoHHble YPOBHW CyOBLEKTOB JocTyrna WM OObekToB [JocTyna,
AaBnsowmecs KoMOMHaUNAMN nepapxmyecknx 1 Hemepapxmyeckmx KaTteropun.

Tunbl Joctyna [AOMMKHbI BKAOYATbL oOnepaumm Mo YTEHUIo, 3anucu, YyaaneHuio,
BbIMOSIHEHUIO N MHble onepauuu, paspelleHHble K BbIMOSIHEHUIO Monb3oBaTenem (rpynne
nonb3oBaTenien) unuM 3anyckaeMomy OT €ero MMeEHW npoueccy npu [ocTyne K obbekTam
aoctyna.

MpaBuna pasrpaHVyeHna [oCTyna peanu3ylTcs Ha OCHOBE  YCTaHOBJIIEHHbIX
onepaTtopoM CMUCKOB JOCTyna Mnu mMaTtpuy, AocTyna v OOSMKHbl obecneymBaTb ynpasfieHne
AOCTynoMm nonb3oBaTenen (rpynn nonb3oBaTenien) n 3anyckaemblX OT UX UMEHM MPOLLECCOB
npu Bxode B CUCTEMY, [OOCTyne K TEeXHUYEeCKMM CcpencTBaMm, YCTpoucTBam, ObObekTam
hannoBom CUCTEMBI, 3anyCKaeMbIiM U UCTNIOSNTHAEMbIM MOOYNsIM, 00 bEKTaM CUCTEM yrNpaBreHuUs
0aszamMu JaHHbIX, 00bekTaMm, co3gaBaeMbiM MPUKNaAAHbIM U cheunarnbHbIM NPOrpaMMHbIM
obecnevyeHnem, napameTpam HACTPOWKM CPEACTB 3alumTbl MHdOpPMauuK, MHopMaumm o
KOH(pUrypaumm cuctembl 3awmTbl MHOpMaLmMm U MHon nHopmaumm o OyHKLNOHUPOBAHUN
CUCTEMBbI 3aLLMTbl HPOPMaLUK, a Takke MHbIM ObbekTam JocTyna.

MpaBuna pasrpaHuyeHuns aoctyna perrnameHTUpyTCs B
OpraHuM3auUnoHHO-pacnopsanTENbHbBIX JOKYMEHTax onepaTopa no 3awumre nHpopmaumn.

Tpe6oBaHus k ycunenuro YINA.2:

1) B MHOPMALMOHHOM CUCTEME MpaBufia pasrpaHNyeHns OoCcTyna LOMKHb
obecne4vnBaTtb ynpaBrneHne 4oCTYNOM CyObHLEKTOB Npu BXOAE B MH(POPMALIMOHHYIO CUCTEMY;

2) B WHOPMALMOHHOW CUCTEME MpaBuna pasrpaHNyeHns OocTyna  LOMKHb
obecneynBaTtb ynpasneHne AOCTYNOM CYObeKTOB K TEXHUYECKMM CpeacTtBam, YCTPOMCTBAM,
BHELLHMM YCTPOMUCTBAM,;

3) B WHOPMAUMOHHOW CUCTEME npaBuna pasrpaHNYeHnss [ocTyna  LOSMKHbI
obecneunBatb  ynpaBrneHMe OOCTYNOM CyObekToB K obObektam, coO3gaBaeMbiM
obLecnucTemMHbIM (00LLMM) NpOorpamMMHbIM oBecnevYeHnem;

4) B MHPOPMALUMOHHOMN CUCTEME MpaBuna pasrpaHnudeHnMs [OocTyna [AOSKHbI
obecneyvnBaTtb ynpasneHne AOCTYNOM CyOBLEKTOB K 06bekTaMm, co3gaBaeMblM NpuKNagHbIM 1
crneumanbHbIM NPorpaMmMHbIM obecneyeHnem.

CopepxaHue 6aszoBon mepbl YIL.2:



Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1
yra.2 + + + +
Ycunenwne YIa.2 1,2,3 1,2,3 1,2,3,4

YMNA.3 YnpasneHue (punbTpaums, MmapLipyTusaumsi, KOHTPOSb COeAUHEHUMN,
ofHOHanpaBfieHHas nepeaaya v UHble cNOocoObl ynpaBneHusi) MHPOPMaLMOHHbIMU
NoToKaMu MeXxay yCTpoMcTBaMu, cCerMeHTaMmu MHPOPMaLMOHHON CUCTEMBI, a TaKXe

Mexay MHOpPMaLUOHHbLIMU CUCTEMaMK

Tpe6boBaHusa k peanusauun YIO.3: B wnHpopmMaunmoHHOM cucTeMe [LOSMKHO
OCYLLIECTBNATLCA ynpaBrneHne MHPOPMALMOHHBIMU MOTOKaMU Npy nepegade MHopmaLmm
Mexay yCcTponcTBaMu, CerMeHTaMmu B paMkax MHOPMaLMOHHOMN CUCTEMbI, BKITlOYatoLLee:

unbTpaLnto MHPOPMALMOHHBIX MOTOKOB B COOTBETCTBUM C NpaBuiiamun yrnpasreHus
noTokamu, yCTaHOBIIEHHbIMU ONepaTopoM;

paspelleHne nepegadn uHopMauumM B MHAPOPMALMOHHOM CUCTEME TONbKO MO
MapLUpyTy, YCTaHOBIIEHHOMY OrnepaTopoM;

n3MeHeHue (nepeHanpasneHve) MapwpyTta nepefadn uHdopMaumm B chnydasx,
YCTaHOBJIEHHbIX ONepaTopoM;

3anncb BO BPEMEHHOE XpaHunuLe nHopMaumm ans aHanusa v NpuHATUSA peLleHnst o
BO3MOXHOCTU ee AaribHenwen nepegaym B cnyyasx, yCTaHOBMEHHbIX OnepaTopoM.

YnpaBneHne WHPOPMALMNOHHLIMM MOTOKaMU AOSMKHO obecneymBaTb pas3peLleHHbIN
(ycTaHOBMEHHBIN onepaTtopom) MapLwpyT  NPOXOXOEeHUS NHopMaLmn mMexay
nonb3oBaTensMu, yCTPOMCTBaMn, CErMeHTaMMn B pamMmkax MH(POPMaLNOHHOW CUCTEMbI, a TaKxKe
Mexay WH(POPMaUMOHHBIMKM CUCTEMaAMW UMW NPU B3aUMOOENCTBUU C CeTblo MIHTepHeT(nnu
Apyrumu NHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU ceTamm MeXayHapOoaHOro
MHOPMaUNOHHOro obMeHa) Ha OCHoBe MpaBui ynpasneHna MHPOPMaLMOHHBIMU NOTOKaMMU,
BKIMOYAKOLLNX KOHTPOMb KOHGUrypaumm HOPMaLMOHHON CUCTEMbI, ICTOYHMKA 1 NonyYaTens
nepegasaemMon uHdoOpMauuu, CTPYKTYpbl NepefaBaeMon WHGOPMauUuKW, XapaKTepucTuk
MHAOPMAaLMOHHBLIX NOTOKOB M (M) kKaHana ceA3n (6e3 aHanm3a cogepXxaHns nHopmMaumn).
YnpasneHne NMHPOPMaLMOHHBIMM MOTOKaMWN OOIMKHO GriokMpoBaTh nepefady 3allmiiaemMon
nHpopmauun Yepes cetb NIHTEpHET (Mnu apyrne MHGOpMaLNOHHO-TENEKOMMYHUKALNOHHbIE
ceTn MexgyHapogHoro MHGOpPMaUMOHHOIO obmMeHa) no He3alMLEHHbIM FIMHUAM CBS3MW,
ceTeBble 3anpocbl U TpaduK, HECAHKUMOHMPOBAHHO MUCXoAdlWmne u3 UHGPOPMaLMOHHOM
CUCTEMBI 1 (MNK) BXoZsALWmME B MIHPOPMALMOHHYIO CUCTEMY.

MpaBuna n npoueaypsl ynpaBneHus MHPOPMALNOHHBIMM noToKamu
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbIX [OOKyMeHTax orepartopa no
3almTe nHopmaumn.

Tpe6oBaHus k ycunenuro YINA.3:

1) B WH(pOPMaAUMOHHOM cuUCTeMe [OOIMKHO  obecneymBaTbCs  yrpaBrieHue
MH(POPMALNOHHBIMX NMOTOKAMM Ha OCHOBE aTpubyTOB (MEeTOK) 6e30nacHOCTM, CBS3aHHbIX C
nepegasaemMoun NMHopmaLmen, UICTOYHMKaMU U nosiydaTenamMmm nHdopmauuu,

2) B UH(pOpMALMOHHOWN cUCTEME AOMMKHO obecnevnBaTbCa AMHaMU4Yeckoe ynpasneHme
WHOPMAUNOHHBIMM  MOTOKaMK, 3anpewjarollee u  (unv) paspewarouiee nepegady
MHOpMaUUM Ha OCHOBE aHanu3a W3MEHEHUs TEeKyLLero COCTOSAHUS WMHAOPMaLMOHHOM
CUCTEMbI NN YCIOBUI €€ (PYHKLNOHMPOBAHWS;

3) B MH(OPMAUMOHHOM CUCTEME [OOIDKEH WUCKMYaTbCa 006xoa npaBust ynpasrneHus
NHOPMAaLMNOHHBIMM NOTOKaMK 3a c4eT NnpeobpasoBaHns nepegaBaemon MHopmaLnu;




4) B WH(POPMALNOHHOW CUCTEME OOIMKEH UCKMYaTbCca 0b6xon npaBun ynpaBneHus
WH(POPMAUMNOHHBIMX MOTOKaMK 3a CYET BCTpPauMBaHWA OAHWUX [OaHHbIX B ApYyrMe AaHHble
MHAOPMAaLNOHHOIO MNOTOKA;

5) B WHOPMaALMOHHON cCUCTEME [OSMKEH obecnevmBaTbCsl KOHTPOSMb COeAMHEHUI
Mexay TexHUYeckumn cpegctsamu (YCTPOWUCTBaMK), WUCMOMb3yeMbiIMW AOf1 OpraHvsaumm
MH(OPMAaLNOHHbBIX MOTOKOB;

6) B MH(POpMaLMOHHON cuUCTeMe Npu nepefade uMHOpPMaUMN MexXay cermeHTammu
WH(POPMALNOHHON cuUCTEMbI U (MNK) WH(OPMALNOHHBIMW CUCTEMaMU pPasHbIX KraccoB
3alULLEHHOCTN JormkHa obecneymBaTbCA OAHOHANpaBfieHHas nepegaya WHdopmauumn ¢
NCNosib30BaHMEM annapaTHbIX CPEeACTB;

7) B VMHGMOPMAUMOHHOM  cucTemMe OO/mKHO  obecnevmBaTbCa  ynpaBrieHue
WH(POPMAUMNOHHBIMX MOTOKAMW Ha OCHOBE CTPYKTYpbl MnepedaBaeMblX [AaHHbIX (TEKCT,
Tabnuubl, BUAEO, ayamonHgopmMaums);

8) B uvH(MOpPMaUMOHHON cucTeMe OOMKHO  obecneumBaTbCa  ynpaBrieHue
NHPOPMALNOHHBIMU MOTOKaMN Ha OCHOBE UCMOSb3YeMbIX CETEBbLIX NPOTOKOMOB;

9) B VH(MOpPMaAUMOHHOM cucTeMe OOMKHO  obecneymBaTbCa  ynpaBrieHune
MHPOPMALUNOHHBIMA MOTOKaMM Ha OCHOBE TUMOB (paclMpeHun) ansos u (Mnn) MMeH
drannos;

10) B MH(OpMaLMOHHON cucTeme [OrmkKHa obecneymBaTbCsl BO3MOXHOCTb 3arpeTa,
paspeLLeHns 1 N3MeHeHNa MapLupyTa nepegayn nHpopmauumn TonbKO agMUHUCTpaTopamu;

11) B WH(MOPMaAUMOHHOM cucTeMe [OMKHO obecneunBaTbCa  pasfeneHue
MH(POPMALMNOHHBIX MOTOKOB, COAepXalUuMx pasfnuyHble BuAbl (Kateropum) uHgopmauun, a
Takke otaeneHne nHopmMmauumn yrnpasneHnsa oT nosib3oBaTesibCKon MHpopmMaumu;

12) B WHMOPMAUMOHHOM cuCTeMe [ofmkHa obecneymBaTbCs  BO3MOXHOCTb
aBTOMaTU4eCKOro BrOKMpOBaHNA nepefayn MHopMaumMn Npu BbISBIEHUN B nepegasBaemMon
NMHpopMaLnn BPeAOHOCHbIX KOMMbIOTEPHBIX NPOrpamMM;

13) B MHPOPMaAUMOHHOMW CUCTEME [OSIKHO  OCYLLECTBMATLCA  yrnpasrieHue
WH(POPMALUMNOHHBIMX NOTOKaMW Npu nepepade uHGoOpMaUMM Mexagy MHPOPMaLMOHHBIMU
cucTeMmamu;

14) B UHPOPMALIMOHHON CUCTEME OOMKHA 0becnevmBaTbCa BO3MOXHOCTb (hmunbTpaumnm
MHPOPMALUMNOHHBLIX MOTOKOB Ha YPOBHE MPUKNAAHOro MporpaMMmHoro obecrneyeHus
(NpunoxeHun).

15) B WH(OpMaAUMOHHOW CcuUCTEME [OOSPKHA  OCYLWEeCTBAATbCA  HakonneHue
CTaTUCTUYECKUX AaHHbIX, NPOBEpPKa U (unbTpauusa ceTeBbiX MNAKeTOB MO UX COLEPKMMOMY
(TexHonorus DPI);

16) HapeneHve Tpaduka KOHKPETHbIMM napameTpamyn (B YaCTHOCTM BKIHOYEHME
yBeAOMSEHUIN NONb30BaTENEN, UCKITIOYEHME UM 3aMeHa ANIEMEHTOB Tpadimka) B 3aBUCUMOCTU
OT nony4varens nHgopmauuu.

CopepxaHue 6aszoBon mepbl YIA.3:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmueHHOCTU MHGHOPMaLNOHHOW CUCTEMDbI
4 3 2 1
yna.3 + +
Ycunenune YIQ.3

YMNA.4 PazpgeneHne nonHomMouun (poneun) nonb3oBaTtenen, agMMHUCTPATOPOB U NUL,
obecneynBaroWwmx hyHKUMOHUPOBaAHME UH(POPMALMOHHON CUCTEMbI

TpeboBaHua k peanusauum YIO.4: Onepatopom AOMKHO ObiTb 0becnevyeHo




pasgeneHne  rnonHomouun  (ponen) nonb3oBaTtenen, agMUHUCTPATOpPOB UM nuu,
obecneunBaroLLmx YHKUMOHMPOBAHNE WMHMOPMALMOHHOW CUCTEMbI, B COOTBETCTBUM C UX
AOIDKHOCTHbIMU 06s3aHHOCTAMM (dbyHKLMAMK), dukcupoBaHve B
OpraHn3auUmoHHO-pacnopaanTeribHbIX AOKYMeEHTax no 3awuTe NMHopmauunn
(OOKyMeHTMpoBaHWe) MNOMHOMOYMA (ponen) nonb3oBaTenierd, agMUHUCTPATOPOB U nuu,
obecneunBaroLLmMx (PYHKLUNOHUPOBaAHNE MHOPMALMOHHON CUCTEMbI, U CaHKLMOHUPOBaHWE
pocTyna Kk o6bektam AocTyna B COOTBETCTBMM C pasgeneHnem nosIHoOMouunn (ponen).

Hdoctyn Kk o6bekram pJocTtyna C Y4eTOM pasfeneHnsa nosiHomoumn  (ponen)
obecneuymBaeTcsa B cooTBeTcTBMM ¢ YI1[.2.

Tpe6oBaHus k ycunenuro YINA.4:

1) onepaTopoM AOMKHO ObiTb 06GecneyYeHo BbIMOMHEHME KaXaow ponn no obpaboTke
MHopMauun, agaMUHUCTPUPOBAHUIO WH(OPMALMOHHOM CUCTEMbI, €€ CUCTEMbl 3aluuThbl
WHpopMauUKN, KOHTPOSNKO (MOHUTOPMHIY) 3a obecneyeHnem YpPOBHS  3aLUMLLEHHOCTM
nHdopMmauumn, obecnedeHno YHKLUNOHNUPOBAHUA MHEAOPMALMOHHON CUCTEMbl OTAESbHbIM
AOIMKHOCTHBIM NTULIOM;

2) onepatopoM [OO/MKHO ObiTb 0O6GecneyeHo WCKNIYEHUE HadeneHust OAHOro
AOIMKHOCTHOMO fMua nonHoMoumsaMu (posnbio) no obpaboTke MHpopmauumn n NOSTHOMOYUAMM
(ponbto) N0 aAMUHUCTPUPOBAHUIO MHOPMALMOHHOW CUCTEMBI N (MNKN) €€ CUCTEMbI 3aLLUThbI
WHpopMauUKn, KOHTPONKO (MOHUTOPMHIY) 3a obecneyeHnem YpOBHSA  3aLUMLLEHHOCTU
MHdopMauunmn, obecneveHnto PyHKLMOHNPOBAHNSA NHPOPMALIMOHHON CUCTEMBI;

3) onepatopoM [O/MKHO ObITb o6ecnedyeHo WUCKNYEHWe HageneHns OAHOro
AOJDKHOCTHOIO Nnnua NosIHOMOYNAMM (POSbo) MO KOHTPOM (MOHUTOPUHIY) 3a obecneyeHmnem
YPOBHS 3aLUMLEHHOCTN MHOpMaUMM 1 NONTHOMOYUAMM (POSbI0) NO aAMUHUCTPUPOBAHUIO
MHOPMALNOHHOMW CUCTEMbI M (MNN) €e CUCTEMbl 3alinTbl MHopMauun 1 obecneyeHuro
PYHKLUMOHNPOBAHUSA UHPOPMALMOHHOW CUCTEMBI;

4) onepatopoM OOMKHO ObiTb o06ecrneyeHo WCKNIYEHUE HageneHust OAHOro
AOIMKHOCTHOMO fvua MOfHOMOYMSAMK (POnblo) NO aAMUHUCTPUPOBAHUIO CUCTEMbI 3aLLMThbI
MHopMauun MHGPOPMALMNOHHOM CUCTEMBI U MNOMHOMOYMSIMU (POnbko) No obecneyeHunto
PYHKLUMOHNPOBAHUSA UHAOPMALMOHHOW CUCTEMBI;

5) onepaTtopom porkeH ObiTb onpefeneH agMUHUCTPATOpP, UMEKLWUW npaBa Mo
nepegave NOAHOMOYMIA MO aAMUHUCTPUPOBAHUIO MHAOPMALMOHHON CUCTEMbI U CUCTEMDI
3aWnTbl MHAOPMALMM OPYrUM JNiMLAM M OCYLLECTBISIOWNA KOHTPOSb 3@ UCNOSIb30BaHMEM
nepegaHHbIX MOMHOMO4YMI (CynepBu3op).

CopepxaHue 6aszoBon mepbl YINO.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
yna.4 + + +
Ycunexwne YI4.4 1

YNA.5 HasHayeHMe MMHMMaNbHO HEOOXOAUMbBIX NPaB U NPUBUIIErN NONbL30BaTENAM,
agMUHUCTpaTopam 1 nuuam, obecnevymBaroWmM hyHKLMOHMpPOBaHUE
MHOpMaLMOHHOWU CUCTEMBI

TpeboBaHua k peanusauum YIA.5: Onepatopom AOMKHO ObiITb 0becnevyeHo
Ha3HayeHue npas u NPUBUIErMA NONb30BaTENAM M 3anyckaeMbiM OT UX MMEHU npoueccam,
agMuHMUCTpaTopam M nuuam, obecneymBaowmm  (yHKUMOHMPOBaHNE MHEAOPMAaLMOHHOM
CUCTEMbI, MWHUMaNbHO HEeOOXOAMMbIX AN BbIMNOSIHEHUS UMM CBOMX AOJPKHOCTHbIX
obs13aHHOCTEN (YHKLMIA), N CAHKLWMOHMPOBaHME JOCTyNna K o6bekTam 4oCTyna B COOTBETCTBUM




C MUHUMAIbHO HEOBXOOUMBIMM MpaBamMu U NPUBUIETNSIMNA.

OnepaTtopoM [O/MKHbI 6bITb  OAHO3HAYHO onpegeneHol UM 3adUMKCMpPOBaHbl B
OpraHn3auUmoHHO-pacnopaanTeNbHbIX AOKyMeHTax no 3awuTe NHpopmaLmm
(3aQ0KyMeHTUPOBaHbI) ponn 1 (UNKU) OOMKHOCTHbIE 06513aHHOCTU (PYHKLMK), Takke OObEKTbI
AOCTyna, B OTHOLLUEHMM KOTOPbIX YCTAHOBIEH HAMMEHbLUMI ypoBEHb NpuBunerun. [Joctyn kK
obbekTam pgoctyna C Yy4eTOM MUHUMANbHO HeobXxoOuMbIX npaB UM NpUBUIIErnn
obecneuymBaeTcsa B cooTBeTcTBMM ¢ YI1[.2.

Tpe6oBaHus k ycunenuro YINA.5:

1) onepatopoM AO/MKHO GbITb obGecrnedyeHO npefoCTaBneHe npaB U NpUBUNErMin Mno
AOCTYNy K yHKUMAM 6esonacHocTM (NapameTpam HacTPOWKN) CPeacTB 3almTbl MHpopMaunm
UCKITIYNTENBHO aAMWHUCTPATOPY, HageNeHHOMY MOMHOMOYMSMU MO a4MWHUCTPUPOBAHMUIO
CUCTEMbI 3aLUnTbl MHpopMaumn (agmMuHUcTpaTopy 6e3onacHoCTn);

2) 3anpeT nNpefoCTaBneHMs pacWMPEHHbIX MNpaB W MNPUBUMENMA  BHELUHUM
nonb3oBaTeniaM (Nonb3oBaTeNsaM, He ABNALWMMCA BHYTPEHHUMN NONb30BaTENAMM).

CopepxaHue 6azoBou Mepbl YINA.5:

Mepa 3awwuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
Yna.s + + +
Ycunenue YI14.5 1

YNA.6 OrpaHnyeHne HeycneLwHbIX NONbITOK BXoAa B MHPOPMaLMOHHYIO CUCTEMY
(moctyna K MHcpopmaLMOHHOMU cUcTEME)

Tpe6oBaHua k peanusauum YIMO.6: B nHpoOpMaUMOHHOM CUCTEME OOIMKHO ObiTb
YCTAHOBMEHO U 3aPMKCUPOBAHO B OpraHM3auMOHHO-PaCiOPSANTESbHBIX LOKYMEeHTax
onepatopa no 3awmte WHgopMauun (3agOKyMEHTMPOBAHO) OrpaHuyeHne Konuvectsa
HeyCneLwHbIX MOMbITOK BXxo4a B MHAOPMALUMOHHY cuUcTemy (goctyna K UMHAOpMaLMOHHOM
cucTemMe) 3a Nepuos BpPEMEHW, YCTAHOBIMEHHbIM OMepaTtopoM, a Takke obecnevyeHo
OnoknpoBaHne yCTpOoMCTBA, C KOTOPOro NpeanpuHUMAaloTCa NOMNbITKW JOCTYNa, U (Unn) y4eTHOM
3anucuM nonb3oBaTens npu nNpeBbleHUN Mofnb3oBaTeNieM OrpaHuUYeHnss KonuyecTsa
HeycCneLwHbIX MOMbITOK BXo4a B MHAOPMALMOHHY cUCTeMy (OocTyna K MHAOPMaLUOHHON
cucteme).

OrpaHun4yeHne konuyecTBa HeycrneLwHbIX NONbITOK BXo4a B MH(POPMAaLMOHHYIO CUCTEMY
(oocTtyna K MHpopMaLMOHHON cnucTeMe)AomKHO obecneynBaTbCsa B cooTBeTCTBUMU C NAD 4.

Tpeb6oBaHus k ycunenuro YINA.6:

1) B WMHGoOpMaunoHHOM cucTteMe obecnedmBaeTcs aBToMaTuMyeckoe OrokupoBaHue
YCTPOWCTBA, C KOTOPOro npeanpuUHUMAalOTCs MNOMbITKM AocTyna, U (Mnu) y4yeTHOW 3anucu
nosib3oBaTens Npu MNPeBbILLEHNUN MOMb30BaTeNeM OrpaHUYEHUs1 KonmyecTBa HeyCnelHbIX
MonbiTOK BXOA4a B MH(OPMALMOHHYK CUCTEMY (ZOCTyna K WMH(OpPMaUMOHHOW cucTeme) 3a
YCTAHOBMEHHbIA  NEepuoJ  BPEMEHM C  BO3MOXHOCTbIO  pas3briokMpoBaHMS  TOSbKO
a4MWHUCTPATOPOM USIN UHBIM JIMLLOM, MMEIOLLIMM COOTBETCTBYIOLLME NOSIHOMOYUS (POnb);

2) B WHMOPMaUMOHHOW cucteme obecneymBaeTca aBTOMaTU4eCKoe YyaarneHue
NMHpopmauumn ¢ MOBGUNBHOIrO TEXHMYECKOTO CPeacTBa, BXOASLErO B COCTaB MHPOPMaLMOHHON
CUCTEMbI, NPU MpPEBbIWEHUN OONYCTUMOrO YuUCra HeycnewHblX MonbITOK Bxoda B
WH(POPMALMNOHHYIO cucTeMy (QocTyna K MHAPOPMALMOHHOM CUCTEME) 3a YCTAHOBEHHbIN
nepuoa BpeMeHU, OCyLLeCcTBNAeMbIX C MOBUITbHOIO YCTPOWCTBA;

3) B MHOPMaLMOHHON cucreme obecneunBaeTca npoTUBOAENCTBUE
aBTOMaTU3NpoBaHHOMY noabopy mnaponed C MUCNOMb30BaHWEM OLHOKPATHbIX KOAOB,




TpeObyoLwmx BU3yanbHOro pacno3HaBaHWA (B TOM 4ucCfe C MCMNOMb30BaHWEM TEXHOSOMK
CAPTCHA).
CopepxaHue 6azoBou mepbl YI[.6:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHoCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
Yra.e + + + +
Ycunenue YI[.6 1

YNA.7 NMpeapynpexaeHne nonb3oBaTens Npu ero Bxoae B UHPOPMaALIMOHHYHO CUCTEMY O
TOM, YTO B MH(POPMALMOHHOM CUCTEME pPeanu3oBaHbl Mepbl 3alWKUTbl MHPOpMaLUKn, U o
Heob6XxoaAuMOCTH COBNIAEHNA UM YCTAaHOBIIEHHbLIX ONepaTopoM npaBus o6paboTku
UHcopmauum

Tpe6boBaHua k peanusauum YIMNAO.7: B nHPOPMaALMOHHON CUCTEME OOIMKHO ObITb
obecneyvyeHo npeaynpexaeHue nonb3oBatend B Buae coobuweHus ("okHa") npu ero Bxode B
MHOPMAaLMOHHYO CUCTEMY (A0 npouecca ayTeHTUdUKaLmMm) 0 ToM, 4TO B UHOPMAaLMOHHOM
cucTeMe peanusoBaHbl Mepbl 3alimTbl MHGOPMaLMKU, a Takke O TOM, YTO npu paboTte B
WH(POPMALNOHHON CcUCTEME MoNb30oBaTeNeM [AOSMKHbI OblTb COBMOAEHbI YCTaHOBMEHHbIE
onepaTopom npasusia 1 orpaHn4eHnsa Ha paboTy ¢ MHopMaLumen.

Bxoa B MHGOpMaLMOHHYIO CUCTEMY W NpedoCTaBrieHne nosib3oBaTesito BO3MOXHOCTU
paboTbl B WHOPMALMOHHOM CUCTEME OCYLLECTBISIOTCA TOSMBbKO MOCne MNOATBEPXOeHUS
nosib3oBaTerieM 03HaKOMIEHUA C npeaynpexgeHnem.

Tpe6oBaHus k ycunenuro YIMNA.7:

He ycTaHOBNEHDI.

CopepxaHue 6azoBou mepbl YINA.7:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
ynn.7
Ycunewwne YIAQ.7

YMNA.8 OnoBeweHne nonb3oBaTens Nocrie ycnewHoro Bxoaa B UHOpMaLMOHHYIO
cucTeMy o ero npeabiayliemM Bxoae B MHPOPMAaLMOHHYIO CUCTEMY

Tpe6oBaHua k peanusauuu YIMNOA.8: B nHpoOpMaUMOHHON cuCTEME LOSMKHO ObITb
obecrneyeHO nocrne ycnewHoro BxoAa nNofnb3oBaTens B MHPOPMAUMOHHYKD CUCTEMY
(3aBeplieHMs npouecca ayTeHTUuduKauum) onoBelleHne 3TOro nosnb3oBaTtend o gate U
BpeMeHU npeapiayLiero Bxoga B MIHPOPMALMOHHYIO CUCTEMY OT MUMEHW 3TOro Nofb3oBaTens.

Tpe6oBaHus k ycunenuro YINA.8:

1) B MHOpMALMOHHON cucTeme obecneynmBaeTcs OMOBELLEHNE NOoNb3oBaTens nocne
yCNeLwHoro Bxoga B MH(pOPMaLMOHHYO CUCTEMY O KONMYECTBE HEeYCMeLLHbIX MOMbITOK BXO4a B
MHPOPMALMNOHHYIO cucTteMy (OocTyna K MH(OPMaLMOHHON cucTeme), 3adMKCMPOBAHHBLIX C
MOMEHTa NnocnegHero ycnewHoro Bxoaa B UHPOPMaLNOHHYO CUCTEMY;

2) B MH(popMaumnoHHOM cucteme obecnednmBaeTcsl OMNoOBeELLEHNE NOMb3oBaTeNs nocre
yCnewHoro Bxoda B WHMOPMALMOHHYKD CUCTEMY O KOMUYECTBE YCMEeWHbIX W (Mnn)
HeycCneLHbIX MOMbITOK BXxo4a B MHAOPMALMOHHYIO cuctemy (OocTyna K WHJOpPMauMOHHOM
cucTemMe), 3aPMKCUPOBAHHBIX 3a NEPUOS BPEMEHU HE MeHee 7 OHEN;




3) B MH(popmaumnoHHOM cucteme obecnedmBaeTcsl ONOBeELLEHNE NOMb3oBaTeENs nocre
yCrneLwHoro Bxoga B MHAOPMaLUMOHHYO cucteMy 06 M3MEHeHUM CBeLEeHUN, OTHOCALLUMXCS K
Yy4eTHOWM 3anucu nonb3oBaTtens (B TOM YMcrie U3SMeHeHUN npas JOCTyna), NPoM3BeAeHHbIX 3a
nepuog BpPEMEHW He MeHee, 4eM C MOMeHTa npebiaylero ycnewHoro Bxoda B
MHPOPMALNOHHYIO CUCTEMY.

CopepxaHue 6azoBou mepbl YINA.8:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOpPMaLMOHHON CUCTEMBI
4 3 2 1
yna.s
Ycunenwne YIa4.8

YNpA.9 OrpaHnyeHue ynucna napannenbHbIX CeaHCOB AO0CTyNa ANA KaXaon y4yeTHOMU
3anucu nonb3oBaTens MHOPMaLMOHHOW CUCTEMbI

TpeboBaHua k peanusaumn YIO.9: B wuvHdoOpmMauMOHHOM cuUCTEME AOSTKHO
obecneunBaTbCH OrpaHMYEeHne Ymcrna napansnenbHbIX CeaHCoB AOCTYNa ANsl KaX4on y4eTHOM
3anucu nonb3oBaTenst MHPOPMaLMOHHON CUCTEMBI.

B nHdopmaumoHHon cucteMe gormkHa 6bITb NpeayCMOTpPeEHa BO3MOXHOCTb 3aJaBaTtb
OrpaHNYeHMs Ha YNCNO NnapannenbHbIX (OAHOBPEMEHHbIX) CEaHCOB (CECCUN), OCHOBbIBAsICb Ha
naeHTudmkaTopax nonb3oBaTenen n (MnNn) NPUHaANEXHOCTM K ONpeaeneHHon ponu.

3HavyeHne 4yucna napannenbHbiX CeaHCoB AocTyrna MoxeT O6biTb 3agaHo Aans
NHGOPMAaLMOHHOW CUCTEMBI B LIENTOM, AN OTAENbHbIX CErMeHTOB MHPOPMALMOHHON CUCTEMBI,
ANa rpynn nonb3oBaTtenen, oTAeNbHbIX Nosfib3oBaTenen Unn nx KOMorHaumn.

OrpaHunyeHna uucna napannenbHbiX CeaHCOB [A0CTyna pernameHTUpyrTca B
OpraHM3auUMoHHO-pacnopsaANTENbHbBIX JOKYMEHTax onepaTopa no 3awumre nHpopmaumn.

Tpeb6oBaHus kK ycunenuro YINMO.9:

1) B WH(POPMaUMOHHON cUCTEME ANA NPUBUMETMPOBAHHBIX YYETHbIX 3anucemn
(agMuHMCTPaTOpPOB) KONMMYECTBO NapanfenbHbiX (OQHOBPEMEHHbIX) CEAHCOB (CECCUIN) OT UX
UMEHN C pasHblX YCTPOWUCTB (CPEACTB BbIYUCIIUTENbHON TEXHWKM) HE LOMKHO MnpeBbiaTb
cneayrLwmx s3Ha4YeHUI:

a) He bonee 2;

0) He Gonee 1;

2) B WHGOPMAUMOHHOM CUCTEME B Cllydae MOMbITKM BXoAa MOA4 YYETHOW 3anucblo
nosib3oBaTens UNn agMUHUCTpaTopa, AN KOTOpPbIX OOCTUMHYTO MakKCMMaribHOe 3HayeHue
AONYCTUMbIX MapannenbHbiX CeaHCOB, MPU YCMELWHON ayTeHTUMUKaALUMM nonb3oBaTens unm
agMMHUCTpaTopa AOMMKHO BblAaBaTbCsl COOOLLUEHME O MPEBbILWEHUM YUcna napannesibHbIX
ceaHCOB [AocCTyna, Mecte (MecTtax) uMx npegpigywero Bxoga (Npeablaywmx BXO4OB) C
aKTUBHbLIMU CECCUAMM U NPEOSTIOKEHNEM OTKMIOYEHNSA 3TOMN CECCUN (ITUX CECCUN);

3) B MHOPMaLIMOHHON cucrteme OOIKHbI ObITb npeaycMoTpeHbl
NpPorpaMMHO-TEXHUYECKNE CPeacTBa, MNO3BONAOWME KOHTpoNupoBatb W oTobpaxaTb
agMUHUCTPATOPY YMCIO aKTUBHbLIX NapannenbHbiX (OQHOBPEMEHHbIX) CeaHCoB (ceccun) ang
KaXkOon y4eTHOM 3annucu norb3oBarternen;

4) B MHOPMaLIMOHHON cucrteme OOIKHbI ObITb npeaycMOTPEHbI
nporpaMmMHoO-TEXHUYECKNE CpeacTBa, NO3BONAIOLLME ONOBELLAaTb aAMUHUCTPATOPA O NOoNbITKax
NpeBbILLEHNS yucna YCTAHOBMEHHbIX  OOMYCTUMbIX aKTMBHbIX napannenbHbIX
(oQHOBpPEMEHHbBIX) CeaHCOB (Ceccuin) Ans KaXkaon y4eTHOW 3anucu nonb3oBaTens.

CopepxaHue 6azoBon mepbi YINO.9:




Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMbI
4 3 2 1
yna.o +
Yceunenwne YI14.9 1a, 3

YNA.10 bnokupoBaHue ceaHca aocTtyna B UH(popMaLUOHHYIO CUCTEMY nocre
yCTaHOBJIEHHOro BpeMeHu 6e3a4eMcTBUA (HeaKTUBHOCTU) NOMb30BaTesNA UMK NO ero
3anpocy

Tpe6boBaHua k peanusauum YIO.10: B uvHpOpMaAUMOHHON cuUCTEME [OSMKHO
obecneunBatbcs ONokMpoBaHME ceaHca AOCTyna nonb3oBaTens nocfne YCTaHOBMEHHOro
onepaTtopom BpemeHu ero 6e30encTBng (HeakTMBHOCTU) B UHADOPMALMOHHOW CUCTEME UIK MO
3anpocy nonb3oBaTens.

brnokupoBaHMe ceaHca p[ocTyna nonb3oBatensa B WH(OPMAUMOHHYH CUCTEMY
obecrneunBaeT BpeMEHHOEe MpPUOCTaHOBIEHME paboTbl Monb3oBaTend Cco CpeacTBOM
BbIYNCIIUTENBHON TEXHUKN, C KOTOPOrO OCYLLECTBNSAETCA AOCTYN K MHPOPMaLMOHHON CUCTEME
(6e3 BbIxoga M3 NMHPOPMaLMOHHON CUCTEMDI).

[nsa 3abnoknpoBaHHOro ceaHca [OOSMKHO OCYLEeCTBRAATbCA OnokupoBaHue nobbix
AENCTBWIA MO OOCTYNY K MHGOpPMaLumM U YCTPONCTBaM oTobpaeHus, KpoMe HeobxoammbIX Ans
pa3broknpoBaHNAa ceaHca.

BnoknpoBaHue ceaHca [OCTyna nonb3oBaTtensd B UH(POPMALNOHHYIO CUCTEMY LOSKHO
COXpPaHATbLCA A0 MNPOXOXAEHWUST MM MOBTOPHOW MAEHTMUKAUUMM KU ayTeHTudumkaumm B
cootBeTcTBUUN C VIAD.1.

MpaBuna wn npouenypbl 65OKMPOBaAHMS CeaHCOB [JOCTyna pernaMmeHTUpyoTcs B
OpraHn3auUmoHHO-pacnopaauTeNbHbIX AOKYMEHTax onepaTtopa no 3awuTte uHgopmaumu.

Tpeb6oBaHus k ycunenuro YINA.10:

1) B mHdopmaumoHHOM cucteMe obecneumBaeTcs GROKMpOBaHME ceaHca OOcCTyna
nosib3oBaTerisi nocne BpeMeHn 6e3gencTeuns (HeakTMBHOCTU) NONb3oBaTENS:

a) 0o 15 MUHyT;

0) 0O 5 MUHYT;

2) B MHGOPMAUMOHHOM CUCTEME Ha YCTpPOWCTBE OTObpaxeHus (MOHWUTOpE) nocne
OMNOKNPOBKM CeaHca He A0SmKHa oTobpaaTbCa MHopMaumnsa ceaHca norib3oBaTens (B TOM
4Yucre Ucnonb3oBaHME "XpaHUTENs 3KpaHa", raleHne sKkpaHa unu nHble cnocobbl);

3) B MHpOpMaLMOHHOM cucteme obecrneynmBaeTcsl 3aBepLleHne ceaHca nonb3oBaTens
(BbIXOO@ W3 cCUCTEMbl) MOCNe MpeBbIEeHNs YCTAHOBMEHHOrO OMNepaTtopoM BpEeMEHM
6e3gencTBms (HeaKTMBHOCTU) NoMb3oBaTeNs.

CopepxaHue 6aszoBon mepbi YINO.10:

Mepa 3awunTbl MHOpPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
Yra.10 + + +
Ycunenue YIQ.10 1a, 2 16, 2

YNA.11 PaspeweHune (3anpeTt) 4eUCTBMU NoSib3oBaTenen, paspelleHHbIX 40

naeHTudUMKaumm u ayteHTUMKaumm

TpeboBaHua k peanusauumm YIMOA.11: Onepatopom pfomkeH ObiTb YCTaHOBMEH

nepeyeHb [OENCTBUM MNOMb30BaTENEN,

paspelleHHbIX A0 NPOXOXAEHWs UMK npouenyp




noeHTUMKaumMm n ayTeHTumnkaumm, n 3anpeTt 4ENCTBMIA NONb3oBaTeNen, He BKITHOYEHHbIX B
nepedeHb paspelleHHbIX OEUCTBUN, OO0 NPOXOXAEHUS UMW Mpouenyp vaeHTudukaumm u
ayTeHTUnkaumnun.

PaspelwleHne pgenctBuin nosib3oBatesien a0  NPOXOXOEHUSs UMK npouenyp
noeHTUMKauUmMm 1 ayTeHTMduKaLnm ocyLLecTBnseTcs, B TOM 4Yucne, Npu npenocTtaBneHnm
nosib3oBaTensiM gocTtyna K obuweaoctynHon uHdopmauum (Beb-cantam, noprtanam, MHbIM
obwenocTynHblM pecypcam). Takke aaMUHUCTpaTOpy paspellaTca gencteua B obxopn
YCTaHOBMEHHbIX Npouenyp naeHTudukaumm n ayTeHTudmnkauum, Heobxoanmble TOMbKO ANs
BOCCTaAHOBNEHNA YHKLMOHNPOBAHNS MHCPOPMALMOHHON CUCTeMbI B criydae cboeB B paboTe
UIn BbIXOAe U3 CTPOSA OTAENbHbIX TEXHUYECKMX CpeacTB (YCTPONCTB).

MpaBuna n npoueaypbl onpegeneHns AencTBUA NoSb3oBaTenemn, paspeLlleHHbIX A0
NPOXOXOEHUS UMK Npoueayp MAeHTUdUKauMM n ayTeHTUdukaumm, perrnameHTUpyoTcs B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX AOKYMEHTax onepaTtopa no 3awuTte MHopmauuu.

Tpe6oBaHus k ycunenuro YNA.11:

He ycTtaHoBNEHbI.

CopepxaHue 6aszoBon mepbl YINO.11:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
yna.11 + + + +
Ycunenue YIN[O.11

YMNAO.12 NMopaepxka n coxpaHeHue atpubytoB 6e3onacHOCTM (MeTOK 6e3onacHoOCTH),
CBfi3aHHbIX C MHOpMaLMen B nNpoLecce ee XpaHeHUs1 U 06paboTku

Tpe6oBaHusa k peanusauuun YIMNA.12: B uHMPOPMAUMOHHON CUCTEME [AOSDKHbI
obecneunBatbCca nogaepxka (obHoBNEHWE, Ha3Ha4YeHue, W3MEHEHWE) U COXPaHEeHue
aTpmbyTtoB Be3onacHocTn (MeTok 6e30NacHOCTN), YCTAaHOBNEHHbIX ONepaTopoM, CBSA3aHHbIX C
MHdopMaumnen B NpoLecce ee xpaHeHnst 1 06paboTku.

ATpnbyTbl 6e3onacHocTn (meTkn 6e3onacHocTn) npeacTaBnsalT cobon cBoWCTBa
(xapakTepucTnkn) obbekTtoB U (MnNKn) cyObEKTOB [OCTyna, KOTOpble WCMONb3ylTcsa Ans
KOHTpONs AocTtyna cybbekTtoB K oObekTam JocTyna M ynpaBneHust MHGOPMaLMOHHbIMM
NOTOKaMMU.

MpaBuna wn npouedypbl NOOAEPXKKM W COXpaHeHust aTpubyTtoB 6Ge3onacHoCTU
pernaMmeHTUpyTCsS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKYMEHTax onepartopa no
3awmrte nHpopmaumn.

Tpe6oBaHus Kk ycunenuro YINQA.12:

1) B WHdOpMaLMOHHON cucteme obecneynmBaeTcsa AMHAMUYECKOE W3MEHeEHWe
aTpubytoB 6e3omacHOCTM B COOTBETCTBMM C  OpraHusaumoHHO-pacnopsaauTerbHbIMN
AOKyMEHTaMM No 3awmTe nHdopmaumm onepaTtopa B 3aBMCUMOCTU OT npouecca obpaboTkm
nHpopmauun (bopmmpoBaHue, obbeanHeHne, pasaeneHne NHHOOPMaLMOHHbLIX PECYPCOB);

2) B MH(OPMALMOHHOM CUCTEME AOoMycKaeTcsa u3amMeHeHue aTpubytoB HGesonacHOCTU
TONbKO aBTOPM30BAHHLIMM MOMbL30BATENSAM UMK NpoLeccamu;

3) B WH(popmMauNOHHON cucTeme obecneynmBaeTcs aBTOMATU3NPOBAHHbLIA KOHTPOSb
cBsA3n aTpnbyToB 6€30MacHOCT C MHOopMaLmen;

4) B uvHGpOPMaUMOHHON cucTeme obecnevymBaeTcsi BO3MOXHOCTb OTOBpaXxeHus
nosfib3oBaTensm B ygobountaemom suae atpmbytos 6e3onacHOCTU (METOK Be3onacHOCTH) Ans
Kakgoro n3 obbekToB goctyna (oTobpaxkeHne aTpnbytoB 6€30MacHOCTU Ha 3KpaHe MOHMTOpa
n (Mnun) Npun BbIBOAE MHOPMAaLMKM Ha NeYaTb Ha NPUHTEpE).




CopepxaHue 6azoBon mepbl YINO.12:

Mepa 3awuTbl MHpopMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
yrna.12
Ycunenue YI[0.12

YNA.13 Peanusaumsa 3awmilieHHOro yaaneHHoro aooctyna cyobLekToB focTtyna K
ob6bekTaM gocTtyna Yyepe3 BHeWHUE UHPOPMaLUOHHO-TENIEKOMMYHUKALUUOHHbIE CeTU

Tpe6oBaHus k peanusauun YINA.13: Onepatopom gosmkHa obecnevmBaTbCa 3awmTa
WHoOpMauunM nNpu  JocTyne nonb3oBaTenen (MpoueccoB 3arnyckaeMblX OT  MMEHMU
nonb3oBaTenen) n (M) UHbIX CyOBLEKTOB AOCTyna K obbektam 4OCTyna MHAPOPMaLNOHHON
CUCTEMBbI Yepe3 MHEPOPMALMOHHO-TENEKOMMYHMKALMOHHbIE CETU, B TOM 4YuUCrie CEeTU CBA3MU
obLLero nonb3oBaHUs!, C UCMNOSb30BAHNEM CTAUMOHAPHbLIX U (UNN) MOBUNBHBIX TEXHUYECKNX
cpencTB (3awuTa yaaneHHoro octyna).

3awmra yganeHHoOro Joctyna JormkHa obecnedmBaTbCa MpyM BCeX BuAaax AocTyna
(6ecnpoBoaHOM, MPOBOAHON (KOMMYTUPYEMbIN), LUIMPOKOMOSIOCHBIM U MHble BUAbI JOCTYNa) U
BKIOYaeT:

yCcTaHoBfeHne (B TOM 4ucne AOKYMEeHTanbHOE) BMAOB AOCTyNa, paspelleHHbIX Ans
yAaneHHoro goctyna K o6bektam gocTtyna MHOpMaLMOHHON CUCTEMBI;

orpaHvyeHne Ha UCnonb3oBaHWE yAdaneHHoro AocTyna B COOTBETCTBUM C 3agavyamu
(cbyHKUMAMM) NHPOPMALIMOHHON CUCTEMbI, SIS PELLEHNSA KOTOPbIX TAKOW AOCTYN Heobxoaum, n
npefocTaBfeHne yganeHHoro AocTyna Afs Kax4oro paspelleHHOro Buaa yaaneHHoro
poctyna B cootBeTcTBMM ¢ YI[.2;

npegocTaBfieHe yganeHHoro AoCcTyna TOSMbKO TeM Mnosib3oBaTenisiM, KOTOPbIM OH
HeobXxoauM Ansi BbINOSTHEHNS YCTAHOBIIEHHbIX AOMKHOCTHbIX 06s13aHHOCTEN (PYHKLUMIA);

MOHUTOPUHIT W  KOHTPOSlb  yAaneHHOro [[ocTyna Ha npeamMeT  BbIsIBMEHUs
HECaHKUMOHMPOBAHHOIO YyAaneHHoro Aoctyna kK obbektam Jgoctyna WHAOPMAaLMOHHOM
CUCTEMDI;

KOHTPOSb YyAaneHHoro AocTyna nosfb3oBaTenen (NpoLeccoB 3anyckaemblX OT UMEHMU
nonb3oBatenen) Kk obbektam gocTtyna MHMOPMAUMOHHOW CUCTeMbl OO0 Havana
MHOPMAaLMOHHOIO B3anMOAENCTBUS C MHGOPMALMOHHOM CUCTEMON (Nepeaayn 3almiiaemon
MHdopMauunn).

MpaBuna wn npouenypbl NPUMEHEHUs1 yAaneHHOro [ocTyna perfamMeHTUpyTCcs B
OpraHuM3auUnoHHO-pacnopsanTENbHbBIX JOKYMEHTax onepaTopa no 3awumre nHpopmaumn.

Tpe6oBaHus Kk ycunenuro YINA.13:

1) B MHPOPMALIMOHHON CUCTEME AN MOHUTOPUHIA U KOHTPONS yAaneHHOro AocTyna
AOJIMKHbI MPUMEHSTLCA aBTOMAaTU3MPOBaHHbIE CpeacTBa (4ONONTHUTENbHbIE NPOrPaMMHbIE UMK
NporpaMMHO-TEXHUYECKME CPeacTBa);

2) B WH(POPMALMOHHOM CUCTEME WCMONb3YyeTCss OrpaHMYeHHoe (MUHMMAaIbHO
HeobXo4MMOE) KONMUYEeCTBO TOYEK MNOAKMOYEHMS K MHAOPMALMOHHOW CUCTEME MpU
opraHuMsaumn yganeHHoro goctyna Kk obbekram gocrtyna MHpopMauMOHHON CUCTEMBI;

3) B WHOPMALMOHHON CUCTEME WCKNIOYaeTCa YyAaneHHbIn J0CTYyn OT WUMEHM
NPUBUNErMPOBaHHbIX YYEeTHbIX 3anucen (agMUMHUCTPATOpPOB) AN agMWHUCTPUPOBAHMS
MHGOPMAaLMOHHOW CUCTEMbI U €€ CUCTEMbI 3aLLNTbl MHGOPpMaLUUK;

4) B WH(bOpMaUMOHHOW cuUCTEMe nNpu YyaaneHHoM goctyne obecnednBaeTcs
npMMeHeHne B  COOTBETCTBMM C  3akoHogatensctBom  Poccumnckon — depepaummn
KpynTorpadu4eckmx MeTogoB 3almTbl UHOpMaLmny,
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5) B MHbOpMaLMOHHON cucTeme obecnevmBaeTcs MOHUTOPUHT U KOHTPOSb YAarneHHoro
Aoctyna Ha npegMeT BbISBIEHUS YCTAHOBMEHUSA HECAHKUMOHMPOBAHHOIO COeAMHEHUS
TEXHUYECKNX cpeacTB (YCTPOMCTB) C MHPOPMAaLIMOHHON CUCTEMOW;

6) B MHOpPMaLMOHHOM CUCTEME LOSMKeH obecneumBaThbCs 3anpeT yaaneHHoro goctyna
C UCMOMb30BaHMEM CeTeBbIX TEXHOMOMMN U MPOTOKOSIOB, OMNpederieHHbIX onepaTtopom Mo
pesynbTaTtam aHanmsa 3aluLeHHOCTH B cooTBeTCTBMM ¢ AH3.1 Kak Hebe3onacHbIX.

CopepxaHue 6aszoBon mepbl YINO.13:

Mepa 3awwuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

yrna.13 + + + +
Ycunenwne YINa.13 2,3 2,3,5 1,2,3,5

YNA.14 PernameHTauusa u KOHTPOJb UCNOSIb30BaHUA B UHPOPMaLMOHHON cUcTeme
TexHonornm 6ecnpoBoAHOro AocTyna

Tpe6oBaHua k peanusaumn YI[O.14: Onepatopom [OMmKHblI obecneymBaTbCA
pernamMeHTaumMsi U KOHTPOSiIb WCMOMb30BaHUS B MHMOPMALUMOHHON CUCTEME TEXHOMOM N
BGecnpoBogHOro AocTyna nosb3oBaTtenen K 06bektam JocTyna (CTaH4apThl KOPOTKOBOMHOBOM
pagmocBA3n, CNyTHUKOBOW M MAKeTHOW paguoCcBs3un), HanpaseHHble Ha 3awWwuTy nHpopmaumm
B MHGOOPMALMOHHOWN cucTeMe.

PernameHTaumMsi M KOHTPOSib UCMONb30BaHUS TexHosnormm GecnpoBogHOro Aoctyna
OOJIDKHbI BKITOYaTh:

orpaHu4eHne Ha UCnornb3oBaHWe TexHonornn GecnposogHoOro foctyna (becnpoBoHON
nepegaym AaHHbIX, 6ecnpoBo4HOrO NoAknyeHus obopynoBaHust K ceTu, BecnpoBogHOro
NOOKITHOYEHNST YCTPOUCTB K CPEACTBY BblYUCINTESNTbHOM TEXHUKN) B COOTBETCTBUM C 3ada4amu
(cbyHKUMAMM) NHPOPMALIMOHHOW CUCTEMbI, OS5 PELLEHNSA KOTOPbIX TAKOW AOCTYN Heobxoaum, n
npegoctasneHne 6ecnpoBogHOro Aoctyna B cootsetcteum ¢ YI1[.2;

npegocTaBneHne TexHorormnm 6ecnpoBO4HONO 4OCTYNa TOMbKO TEM MOfb30oBaTeNsAM,
KOTOPbIM OH HeobxoAuM AN BbINOMHEHUS YCTAHOBIEHHbIX OOMMKHOCTHbIX 06A3aHHOCTEN
(cpyHKUMI);

MOHUTOPWHT U KOHTPOJTb MPUMEHEHUSI TEXHOMNOMMn 6ecnpoBOAHOrO A0CTyNa Ha npeamMeT
BbISIBIEHNA HECAHKLWOHUPOBAHHOIO MCMNOSMb30BaHNA TEXHOMOrMM 6ecnpoBO4HOro AocTyna K
obbekTam goctyna MHPOPMaLNOHHON CUCTEMBI;

KOHTpOsib 6ecnpoBoAHOro 40CTyrna nosib3oBaTenemn (Npoueccos 3anyckaeMblX OT UMEHN
nonb3oBaTenen) K oObekTam Joctyna WMHAPOPMALMOHHOM CUCTEMbl A0 Havana
WHGOPMAaLNOHHOIO B3aMMO4encTBnA ¢ MHPOPMaLIMOHHON CUCTEMOWN.

MpaBuna w1 npouenypbl NPUMEHEHMS TexHomnormnm ©ecnpoBOAHOrO  AocTyna
pernameHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbiX AOKYMEHTax ornepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus k ycunenuro YINa.14:

1) B MHPOPMaLMOHHON cucTeme obecnevmBaeTcs ayTeHTUUKaUmMs NoaKIYaeMbIX C
NCrnonb30BaHMEM TexHoNnornm 6ecnpoBogHOro AoCTyna yCTPONCTB B cooTBeTCTBUMN C VIAD.2;

2) B MH(pOpMaLNOHHON cucTeme obecneynBaeTca MOHUTOPUHT Tovek 6ecnpoBOAHOroO
NOOKIMOYEHNST  YCTPOMUCTB K  WHAOPMALWOHHOM CUCTEME Ha NpegMeT  BbiSIBNEHUS
HEeCaHKLNOHNPOBaHHOIO 6ecnpoBOAHOMO MNOAKMYEHUS YCTPONCTB;

3) B VH(MPOPMaAUMOHHON CUCTEME  MUCKNKYaeTCss  BO3MOXHOCTb  M3MEHEHUs
nonb3oBaTesnieM Toyek 6ecnpoBoAHOro 4oCTyna MHPOPMaLNOHHOM CUCTEMBI;

4) onepaTopoM OAOMKeH ObITb NpeaycMoTpeH 3anpeT 0ecnpoBOOHOro [OCTyna K



NHPOPMaLMOHHOWN CUCTEME M3-3a NPEOESIOB KOHTPOMPYEMOWN 30HbI;

5) B MHdOpMaLMOHHOM cucteme OOmKeH ObITb 3anpeweH 6ecnpoBOAHbLIN OOCTYN OT
UMEHWN NMPUBUEMMPOBAHHbIX YYETHbIX 3anMcen (aaMUHUCTPATOPOB) ANA agMUHUCTPUPOBAHMSA
MHGOPMAaLMOHHOW CUCTEMbI U €€ CUCTEMbI 3aLLNTbl MHGOpMaUuK;

6) B VH(MPOPMAUMOHHOW CUCTEME  UCKNIYaeTCss  BO3MOXHOCTb  U3MEHEHUA
nonb3oBaTesnieM YCTPONCTB 1 HAacTpoek 6ecnpoBOAHOro AOCTYNa;

7) onepaTopom obecneymBaeTcs onpegenexHve MECTOHaxoXaeHns
HeCaHKLMOHNPOBaHHOIo 6ecnpoBOogHOrO YCTPOMCTBA;
8) onepaTtopom obecneunBaeTcsa 6rnokupoBaHue PYHKLUMOHNPOBAHUS

HeCaHKLMOHNPOBaHHOIro 6ecnpoBogHOroO YCTPOMCTBA.
CopepxaHue 6aszoBon mepbl YIO.14:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

yra.14 + + + +
Ycunenue YIA.14 1 1,3 1,3,4,5

YNA.15 PernameHTauusa u KOHTPOJb UCNOJNIb30BaHUA B UH(POPMALMOHHON CUCTEME
MOOUIbHbLIX TEXHUYECKUX CPEACTB

Tpe6boBaHua k peanusaumn YIO.15: Onepatopom [ormkHbl obecneymBaTbCS
pernaMmeHTaumMs M KOHTPOSfb WUCMOMb30BaHMA B WH(OPMALWNOHHON cucTeMe MOOMUIbHbIX
TEXHUYECKUX CPEACTB, HanpaBneHHble Ha 3alnTy MHopMaunm B MHGPOPMaLMOHHON CUCTEME.

B kauectBe MOBGUIbHBIX TEXHUYECKUX CPEACTB PacCMaTpMBaOTCA CbEMHbIE MaLLUMHHbIE
HocuTenu nHpopmaumn (pnaL-HakonUTENn, BHELLHME HAKONUTENWN Ha XECTKNX ANCKaX U UHbIe
YCTPOWCTBA), MNOPTATUBHbLIE BbIMUCIUTENbHbLIE YCTPOWCTBA W YCTPOMCTBA CBA3N C
BO3MOXHOCTbIO 00paboTkm uHdopmaumm (HOyTOyKM, HeTOykM, nnaHWweTbl, COTOBbIE
TenedoHbl, UNPPOBLIE KaMepbl, 3ByKO3anuncbiBaloLmMe YCTPONCTBA U MHbIE YCTPOUCTBA).

PernameHTaumMsa ©“ KOHTPOMb WUCMOMb30BaHMS MOOWIbHBLIX TEXHUYECKMX CPEeacTB
AOJIMKHbI BKIOYaTh:

yCTaHOBNeHne (B TOM uucne AOKYMEeHTanbHOe) BMAOB Joctyna (6ecnpoBogHoOM,
NPOBOAHON (KOMMYTUPYEMbIN), LUMPOKOMNOSTOCHBLIN U UHbIE BUAbI JOCTYNa), paspeLleHHbIX 51
pocTtyna Kk obbektam gocTtyna WH(POPMAaLMOHHON CUCTEMbI C UCNOSMb30BaHMEM MOBUIbHBIX
TEXHUYECKUX CPEACTB, BXOAALLMNX B COCTAB MHPOPMaLMOHHON CUCTEMBI;

ncnonb3oBaHMe B COCTaBe WMHOPMALMOHHOW CUCTEMbl AN AoCcTyna K ob6bekrtam
A0CTyna MOOMMbHbIX TEXHUYECKMX CPeacTB (CNyXebHbIX MOBUNBHBIX TEXHUYECKUX CPEACTB), B
KOTOpPbIX peann3oBaHbl Mepbl 3amTbl MHpopMaumn B cootBeTcTBUM ¢ 3V1C.30;

OrpaHU4YeHMEe Ha UCMNONb30BaHNE MOBUITbHBIX TEXHUYECKMX CPEACTB B COOTBETCTBUM C
3agadvamm (PyHKUMAMM) MHPOPMALMOHHON CUCTEMbI, AN PELUEHMS KOTOPbIX MCMNOMb30BaHMe
Takux cpenctB HeobxoouMmo, M NpegocTaBreHve OCTyna C UCMOSfb30BaHMEM MOOUNBbHbIX
TeXHUYeCcKnx cpeacts B cootBeTctBun ¢ YI1[.2;

MOHUTOPUHT U KOHTPOSb MPUMEHEHUST MOBUNBbHBIX TEXHUYECKUX CPEACTB Ha npeameT
BbISIBNEHNSA HECAHKLMOHNUPOBAHHOIO MUCMONb30BaHUA MOOWIbHbLIX TEXHUYECKUX CPEeACTB Onis
AocTtyna K obbektam gocrtyna MHpopMaunMoHHON CUCTEMBI;

3anpeT BO3MOXHOCTW 3anycka 6e3 KomaHnabl nonb3oBatens B MHAOOPMALMOHHOM
cucTemMe nporpaMMmHoOro obecneyeHns (MpoOrpaMMHOro  Koga), WCMnonb3yemMoro  Ans
B3aMMOOENCTBUSA C MOOUIbHLIM TEXHUYECKUM CPEACTBOM.

MpaBuna u npoueaypbl MPUMEHEHUST MOOMUMBbHBbIX TEXHUYECKUX CPeacTB, BKMOYas
npouenypbl Bbigadn 1 Bo3BpaTa MOOUIMbHbLIX TEXHUYECKUX CPEACTB, a TakkKe UX nepefadn Ha




TexHnyeckoe obcnyxuBaHue (npouenypa AoimkHa obecnevvBaTb  yganeHve  unu
HeJOCTYMHOCTb MHOPMaLMK), pernaMmeHTUPYTCS B OpraHM3auuoHHO-pacnopsanTenbHbIX
AOKyMeHTax onepaTopa no 3awute nHpopmaumn.

Tpe6oBaHus k ycunenuro YMNA.15:

1) onepaTopom obecnevnBaeTcs 3anpeT UCMNoNb30BaHWs B MIHPOPMALMOHHON cUcTeME,
He BXOASLWMX B €e COCTaB (HaxoAsWUXCA B NIMYHOM UCMOSb30BaHWUU) CbEMHbIX MaLLUHHbIX
HoCUTEenen nHpopmaumm;

2) onepaTtopomM obecnevmBaeTcs 3anpeT UCNoNb30BaHNA B UHAPOPMALMOHHOM CUCTEME
CbEMHbIX MalUMHHbIX HOCUTENnen WHopmauun, Ons KOTOPbIX He onpedeneH Bnagenew
(nonb3oBaTtenb, opraHn3auuns, OTBETCTBEHHbIE 3a NPUHATUE Mep 3aLUMTbl UHopMaLMK);

3) onepatopom  obGecneunBaeTcs (8 cooTBeTCcTBMM  C  npouegypamu,
3aPUKCUPOBAHHBIMA B OpraHU3auuoOHHO-pacrnopsaaMTENbHbIX — JOKYMEHTaxX)  OuYuUcTKa
MALUMHHOIO HOCUTENst MHpopMauun MOBMMBHOIO TEXHMYECKOrOo CpeacTBa, nepeycTaHoBKa
nporpamMmmMHoro obecneyeHns 1 BbINOSTHEHUE MHbIX Mep MO 3awmnTe MHopMaLMM MOBUMBbHBIX
TEXHUYECKNX CPEACTB, NOCMe UX UCNOSb30BaHNA 3a Npeaenammn KOHTPONMpyeMOM 30HbI;

4) onepatopom obecrnedynBaeTca npeadocTaBreHne [JocTyrna C UCNoSfib30BaHWEM
MOOMMBbHBIX TEXHUYECKMX CPeacTB K 06bekTam JOCTyna UH(POPMALMOHHOM CUCTEMBI TOSBbKO
TeM nonb3oBaTendMm, KOTOpbIM OH HeobxoaMMm [Ons  BbIMNOfIHEHWUS  YCTAHOBMEHHbIX
AOIMKHOCTHBIX 06a3aHHOCTEN (PyHKUMIA);

5) B HGhopMaunoHHOM cucteMe obecnedunBaeTcs 3anpeT UCNONb30BaHMUS MOOUNbHbBIX
TEXHUYECKNX CPEACTB, HA KOTOpbIe B MHAPOPMALMOHHON CUCTEME MOXET ObITb OCyLLECTBNEHA
3anucb MHopMauun (nepesanncbiBaeMblX CbeMHbIX MALLWMHHBIX HOCUTENen nHopmawmm).

CopepxaHue 6azoBon mepbl YINO.15:

Mepa 3awwuTbl MHOPMaLMn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
Yna.15 + + + +
Ycunenune YINAa.15 1,2 1,2

YNA.16 YnpaBneHue B3aumogencTteuemM ¢ MHPOpPMaLMOHHbLIMU CUCTEMAaMUN CTOPOHHUX
opraHusauumn (BHewHWe MHPOPMaLMOHHbIE CUCTEMBI)

Tpe6oBaHua k peanusaumu YIMO.16: Onepatopom [oMmKHO ObiTb obecneyeHo
ynpasneHne B3auMo4enCcTBUEM C BHELLHUMU MHAOPMALMOHHBIMW CUCTEMaMU, BKNHOYaKLWUMN
MHPOPMALNOHHBIE CUCTEMbI N BbIYUCINTESbHBIE pecypcCbl (MOLLHOCTU) YNOSTHOMOYEHHbIX L,
MHPOPMALNOHHbLIE CUCTEMBI, C KOTOPbIMW YCTAHOBIIEHO MH(POPMAaLMOHHOE B3anMOAeNCTBUE
Ha OCHOBaHWW 3aKNYEHHOro 40roBopa (cornaweHus), a Takke ¢ UHbIMU MH(POPMaLIMOHHBIMU
cuctemamu,  MHOPMaUMOHHOE  B3aMMOAEWNCTBME C  KOTOpbIMM  Heobxogumo  Ons
JYHKUMOHNPOBaAHNA NUHAPOPMALIMOHHOWN CUCTEMBI.

YnpasneHne B3auMo4encTBMEM C BHELUHUMU NH(POPMALMOHHBIMU CUCTEMaMWN LOSMKHO
BKNtoYaThb:

npegocrasneHMe Joctyna K WMHPOPMaUMOHHOW CUCTEME TOSbKO aBTOPU3OBaHHbLIM
(ynoniHoMo4eHHbIM) nonb3oBaTensam B cootsetTcTeum ¢ YI.2;

onpegeneHve TUMNOB MPUKMIA4HOMO nporpamMHoro obecneyeHnss MHEGOOPMALMOHHOM
CUCTEMbI, K KOTOpbIM  paspelweH OoCcTyn  aBTOpM30BaHHbIM  (YNOSIHOMOYEHHbLIM)
nosib3oBaTesiiM 13 BHELLIHUX UHAPOPMALNOHHBLIX CUCTEM,;

onpefeneHne CUCTEMHbIX Y4YeTHbIX 3anucen, WUCNoSib3yeMbiX B pamKax AOaHHOro
B3aUMOOENCTBUS;

onpegeneHve rnopsaka npefoctaBneHna goctyna K UMHAPOPMauMoOHHOM cucteme




aBTOPU30BAHHbIMKU (YNOSTHOMOYEHHbBIM) MOMb30BaTENAMM U3 BHELHUX MHGOPMAaUMOHHbIX
CUCTEM,;

onpegeneHve nopsgka o00paboTkn, XpaHeHua W nepegaydn  UHgopmauun C
NCNOJSIb30BaHMEM BHELLUHNX NH(POPMALMNOHHBIX CUCTEM.

YnpaBneHve B3aMmoaencTBneM ¢ BHELUHUMUN MHPOPMALMOHHBIMU CUCTEMAMM B LIENSIX
MEXBELOMCTBEHHOIO 3SIEKTPOHHOrO B3aMMOLEWNCTBUS, WCMOSNHEHUS TOCYAApPCTBEHHbLIX W
MyHUUMNANbHbIX YHKUURA, hopMUpoBaHMs 6a30BbIX FOCYAApPCTBEHHbLIX MHAOPMALMOHHbBIX
pecypcoB OCyLLeCTBMsieTCS B TOM 4Yucre C  WUCNOMb30BaHUEM €4VHOM  CUCTEMb
noeHTUKaumm n ayteHtudukauun, co3gaHHOM B COOTBETCTBUM C  MOCTaHOBIIEHMEM
MpasutenbctBa Poccuiickon ®epepauum ot 28 Hos16pa 2011 r. N 977.

MpaBuna wn  npouenypbl  ynpaeBfeHWss  B3aMMOOENCTBMEM  C  BHELIHUMM
MH(POPMALNOHHBIMW CUCTEMAMMU PerfnameHTUPYITCA B OpraHM3aunoHHO-pacnopaanTenbHbIX
AOKyMeHTax oneparopa no 3awute nHdopmMaumu.

Tpe6oBaHus kK ycunenuro YINa.16:

1) onepaTop npegocrtaBndeT AOCTYN K MHAOPMAUVOHHOMW CUCTEME aBTOPU30BaHHbLIM
(ynONMHOMOYEHHbIM) NONb30BaTENAM BHELUHUX WH(OPMAUNOHHBIX CUCTEM WUNU paspeluaeT
00paboTKy, XpaHeHMe U1 nepegadvyy WHPOPMaUMM C  UCMNOSIb30BAHWMEM  BHELLHEN
MHGOPMAaLMOHHOW CUCTEMbI MPU BbINOSTHEHUN CREAYOLLNX YCNOBUN:

a) npu Hanu4mm gorosopa (cornaweHns) o6 UHPOPMAUUOHHOM B3aMMOLENCTBUN C
onepatopom (obnagaTenem, BnagensuemM) BHELUHEN NHAOPMALMOHHOW CUCTEMBI;

0) Npu HaNMYUKU NOATBEPXAEHUS BbINOSIHEHUSA BO BHELLHEN MHOPMALVOHHOM cucteme
npeabsiBfeHHbIX K HenW TpeboBaHuin O 3awmte WHopMaumm (Hanudme aTtTecTtaTta
cooTBeTCcTBUA TpeboBaHUAM No 6e30MacHOCTU MHPOPMALMK UM MHOTO NOATBEPXKAEHUS).

CopepxaHue 6aszoBon mepbl YINO.16:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHON CUCTEMBI

4 3 2 1

Yra.16 + + + +
Ycunenue YI4.16 1a 1a, 10 1a, 10 1a, 16

YMNA.17 O6ecneyeHne AOBEPEHHOW 3arpy3Kku CpeacTB BbIYUCIIUTENTbHOW TEXHUKMU

Tpe6oBaHua k peanusauum YIMO.17: B wvHpOPMaAUMOHHON CUCTEME [LOSMKHO
obecnevnBaTbCA MCKIIOYEHNE HECaHKUMOHWMPOBAHHOIO OOCTyna K nporpaMMHbIM U (Unn)
TEXHUYECKUM pecypcam CpeacTBa BbIYUCAUTENBHON TEXHUKU UHAOPMALNOHHOW CUCTEMBI Ha
aTane ero 3arpysku.

[loBepeHHas 3arpyska AosmkHa obecneymBaThb:

GnokmpoBaHMe MOMbITOK HECAHKLMOHUPOBAHHOMW 3arpy3kn HELTaTHOW onepauvoHHOMN
cucteMbl (cpedbl) UM HEAOCTYMHOCTb WMH(OPMALMOHHBIX PEecypcoB M YTEeHUs wunu
Moandukaumm B cnyyae 3arpyskm HeluTaTHOW onepaumMoHHON CUCTEMBI,

KOHTPOSb JOCTYNa nonb3oBaTenen K npoueccy 3arpysku onepawumoHHON CUCTEMBI,

KOHTPOSb LEMOCTHOCTU NpOrpamMMHOro obecrnedeHns v annapaTHbIX KOMMOHEHTOB
CpeacTB BbIYNCINTESNIBHON TEXHUKM.

B nHdopmaumoHHOM cucteme nNpuMeHsieTcs JoBEepPEeHHas 3arpyska Ha pasHbiX YPOBHAX
(ypoBHS 6a30BOM CUCTEMbI BBOAA-BbIBOAA, YPOBHS NaThl paclUMPEHUs] U YPOBHS 3arpy304HOM
3anucn).

MpaBuna u npouenypbl obecneyeHns OBEPEHHOW 3arpy3kn CPeACTB BblYNCINTESTbHON
TEXHUKN perriameHTUpyoTCa B OpraHnM3aLMOHHO-pacnopsaamTenbHbIX JOKYMEHTax onepatopa
no 3awmte nHdopmaumn.
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Tpeb6oBaHus k ycunenuto YNA.17:

1) B WMH(pOPMALMOHHON CUCTEME AOSMKHA OCYLLECTBNATLCS [OOBEpeHHasi 3arpyska
YypOBHS 6a30BOM CUCTEMbI BBOAA-BbIBOAA UMW YPOBHS NMNaThl PacLUMPEHNS;

2) B VH(MOPMALMOHHON CUCTEME [OOSMPKHA OCYLLECTBNATLCA AOBEPEHHas 3arpyska
YypOBHS1 6a30BOM CUCTEMbI BBOAA-BbIBOAA W YPOBHS MNaThl pacLUMPEHNS, peann3oBaHHbIe
Ha OCHOBEe MporpaMMHo-annapaTHOro Moayns;

3) B VH(OPMaLMOHHON CUCTEME [OOSPKHa OCYLLEeCTBNATLCA [AOBEPEHHas 3arpyska
nporpamMmmHoro obecnevyeHuss TeNeKkoMMyHUKaLMOHHOro obopyaoBaHus;

CopepxaHue 6aszoBon mepbl YINO.17:

Mepa 3awuTbl MHOpMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

ynQo.17 + +
Ycunenuve YIO4.17 1 2

3.3. OrpaHu4eHue nporpammHon cpeabl (OlC)

OrlNC.1 YnpaBneHue 3anyckom (obpalueHnsiMm) KOMMNOHEHTOB NPOrpaMMHOro
obecneyvyeHuns, B TOM Yucrne onpeaeneHmne 3anyckaeMbiX KOMNOHEHTOB, HaCTpPoOMKa
napameTpoB 3anycka KOMMNOHEHTOB, KOHTPOJ1b 3a 3aNyCKOM KOMMOHEHTOB
nporpamMmHoro o6ecnevyeHus

Tpe6oBaHua k peanusauum OIC.1: Onepatopom [OMKHbI ObiTb peanuM3oBaHbl
cnegywowme  (QyHKUMM  No  ynpaereHuo  3anyckoMm  (obpaweHusiMn)  KOMMOHEHTOB
nporpaMmmHoro obecneveHuns:

onpeaeneHne nepeyHs (Cnmcka) KOMNOHEHTOB NporpaMmMHoro obecnevyeHns (annos,
00bektoB 6a3 [daHHbIX, XpaHUMbIX Npouedayp W WHbIX KOMMOHEHTOB),3anycKaeMbix
aBTOMaATUYECKM NpK 3arpy3ke onepaumMoHHON CUCTEMbI CPeACTBaA BblMUCIUTENBHON TEXHUKN;

paspelleHne 3anycka KOMMOHEHTOB MNPOrpaMMHOro obecneveHusl, BKMOYEHHbIX B
nepeyeHb (CNMCOK) NporpaMmMHoOro obecneveHunsi, 3anyckaeMoro aBToMaTU4eCKn Npu 3arpyske
onepaumoHHON CUCTEMbI CPEACTBA BbIYNCIINTENbHOW TEXHUKN;

OrpaHU4eHMe 3anycka KOMMOHEHTOB MporpaMMHoro obecnevyeHuss OT  MMEHU
agMuHucTpaTopoB 6e3onacHOCTU (HanpuMmep, paspeLLleHMEe Takoro 3anycka TOSbKo Ans
nporpamMmmMHoro obecneyeHnsa cpeacTs 3almTbl MHOOPMAaLMN: CEHCOPbI CUCTEM ODHapYyXeHUs
BTOPXXEHWUW, areHTbl CUCTEM MOHUTOPUHIra COObLITUA WH(OPMaLNOHHON Ge3onacHoCTH,
CpeAcTBa aHTMBUPYCHOW 3aLunThbl);

HacTpoWnka napamMeTpoB 3amnycka KOMMOHEHTOB MPOrpaMMHOro obecneyeHns oT UMEeHN
YYETHOM 3anucum agmuHucTpaTtopa 6e3onacHocTM Takmm obpas3om, 4TOObl  TEeKyLui
nonb3oBaTeNb CPeacTBa BbIMUCIUTENbHOM TEXHUKM HEe MOr MnoSyunTb 4Yepe3 AaHHble
KOMMOHEHTbI AOCTyn K obbekTam AOoCTyna, Ha [OCTYN K KOTOPbIM Yy HEro HeT npaB B
cooTtBeTcTBUM C YI1[.2;

KOHTPOSb 3a 3amnyCckoM KOMMOHEHTOB nporpaMmMHoro obecneveHus, obecneunsatoLmm
BbISIBNIEHNE KOMMOHEHTOB NPOrpamMMHOro obecneyeHns, He BKIKYEHHbIX B NepeyveHb (CrmMcok)
KOMMOHEHTOB, 3anyckaeMblX aBTOMaTMUYECKN NpY 3arpy3ke onepaumoHHON CMCTEMbI CpeacTBa
BbIYNCIUTENBHON TEXHUKMN.

MpaBuna n npouenypbl ynpaBneHUs 3anyCKoM MNpOrpaMMHOro obecneyeHuns (B TOM
4yucre CruMckn nporpaMmmHoro obecnedeHus, orpaHuMyeHust 3anycka, napameTpbl 3anycka
KOMMOHEHTOB NPOrpaMmHoOro obecne4veHus) pernameHTUpyrTCS B




OpraHM3auUMoHHO-pacnopsaNTENbHbBIX JOKYMEHTax onepaTtopa no 3awumre nHpopmaumn.

Tpe6oBaHus kK ycunenuro OlNC.1:

1) B MHopMaumnoHHOM cucteme obecneyvmBaeTca paspelueHue 3anycka TOMbKo Tex
NPOrpaMMHbIX KOMMNOHEHTOB, KOTOPbIE SIBHO pa3peLleHbl agMUHUCTpaTopoM 6e30nacHOCTY;

2) B MHGOPMaUMOHHOM cucTeMe obecneynmBaeTCa UCMOMb30BaHWE CPencTB
aBTOMaTU3NPOBAHHOINO  KOHTPONSA  nepevHs  (Cnucka) KOMMOHEHTOB  MPOrpaMMHOro
obecneyeHns, 3anyckaeMoro aBToMaTM4eCckn nNpu 3arpyske onepaLmMoHHON CUCTEMbl CpeacTBa
BbIYNCIIUTENBHON TEXHUKN;

3) B MHOPMaLMOHHOM cucrteme obecneunBaeTca ncrnonb3oBaHue
aBTOMaTU3NPOBAHHbLIX MEXaHW3MOB YMpaBreHus 3anyckoMm (obpalleHUsMU) KOMMOHEHTOB
nporpamMmmMHoro obecneveHus;

4) B MHOpMaLMOHHOM cucTeMe obecrneymBaeTcs ynpaBrieHMe yaaneHHbIM 3amnyckoMm
KOMMOHEHTOB nporpaMMHoro obecneyeHuss (Hanpumep, 3anpeT 3anycka KOMMOHEHTOB
nporpamMmMHoro obecnevyeHuss Ha OLHOM CPeACTBE BbIYUCIIUTENIbHON TEXHUKM KOMaHOOW C
APYroro cpefcTBa BblYUCINTENBHON TEXHUKW);

5) B MHopmauunoHHoOM cucteme obecneumBaeTcsl yrnpaBrieHNe BPEMEHEM 3arnycka u
3aBeplleHnss paboTbl KOMMOHEHTOB MNporpaMMHoro obecrneyeHus (Hanpumep, orpaHuyeHue
3anycka TonbKo B Te4eHne paboyero gHs);

6) B WH(popmMauMoHHOM cucteme obecneymBaeTcsl KOHTPOSIb  LENOCTHOCTU
(cocTosiHMsI)3anyckaeMbiX KOMMNOHEHTOB NporpaMmMHoro obecneyeHus (pannos (B Tom ymcne
KOH(UIypaUMOHHbIX), O6bekTOoB 0a3 [faHHblX, MoaknovYaemblx ©Oubnvotek u  gp.) B
cooTtBeTcTBUM ¢ OLIJT.1;

7) B MHpOpMaLIMOHHON cnucTeMe obecrneymBaeTca KOHTPONb OBHOBIIEHMS 3anycKaeMblX
KOMMOHEHTOB NPOrpaMMHOro obecneyeHus;

8) B MHpopMaunoHHOM cucteme obecnednBaeTcs permcTpaumsi CoobITUI, CBA3AHHbIX C
KOHTPOMEM COCTOSIHUA W  OOHOBMEHMEM 3anyckaeMblX KOMMOHEHTOB MpPOrpaMMHOro
obecneyveHus;

9) B MH(popmaumoHHON cucteme obecneumBaeTcs 3anpeT (6rnokMpoBaHue) 3anycka
onpeaeneHHbIX onepaTtopoM KOMMOHEHTOB MPOrpaMMHOro obecnevyeHuns, He npoLllenmnx
ayTeHTuukaumo B cootseTcTBumn ¢ AD.7.

CopepxaHue 6azoBou mepbl OMNC.1:

Mepa 3awwuTbl MHOpPMaLMn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI

4 3 2 1

OricA1 +
Ycunenue OlNC.1 1,2,3

OlNC.2 YnpaBneHue ycTaHOBKOW (MHCTansnsiLen) KOMNOHEHTOB NPOrpamMMHOro
obecneyvyeHus, B TOM 4YuUcCrie onpeaerieHMe KOMMNOHEHTOB, Noanexalmx yctaHoBKe,
HacTpoWKa napamMeTpoB YCTaHOBKN KOMMNOHEHTOB, KOHTPOJSIb 32 YCTaHOBKOW
KOMMOHEHTOB NporpamMmMHoro obecneyeHus

Tpe6oBaHusa k peanusauum OIlC.2: OnepaTtopom [OMKHbI ObiTb peanv3oBaHbl
cnegyrowme @yHKUMM N0 YNPaBfEHUIO YCTAHOBKOW (MHCTannsuMen) KOMMOHEHTOB
nporpaMmmHoro obecneveHns HPOPMaLNOHHON CUCTEMBI:

onpegerneHme KOMNOHEHTOB NporpamMHoOro obecrnedeHns (coctasa u KoHdurypaumm),
nognexawux yctaHoBke B WH(POPMaALMOHHOM CUCTEME nocne 3arpys3kM onepauuoHHOM
CUCTEMBI;

HacTpoWka napamMeTpoB YCTAHOBKM KOMMOHEHTOB nNporpammMHoOro obecneveHus,




obecneunBaroLLas UCKIMOYEHNE YCTaHOBKN (€CNN OCYLLLECTBMMO) KOMMNOHEHTOB NPOrpaMMHOro
obecrneyeHns, NCNonb3oBaHNe KOTOpbIX He Tpebyetca Ang peanusaunm MHGOpPMaUNOHHOM
TEXHOSIOrMM UHAOPMALUNOHHOM CUCTEeMbl (Hanpumep, MNpu 3arnycke YCTaHOBLLMKA MOXHO
BblOpaTb nnNu He BblibpaTb onpefeneHHble onunn 1, TEM CaMbiM, pa3peLnTb Un 3anpeTuTb
YCTaHOBKY COOTBETCTBYHOLLMX KOMMOHEHTOB NPOrpaMmMHoOro obecneveHms);

BbIOOpP KOHUrypaumm yctaHasnmBaeMblX KOMNOHEHTOB MPOorpaMMHOro obecrneyeHns (B
TOM 4ucrie KOHuUrypaumm, npegycmMmaTtpmBarolme BKITlOYEHWE B JOMEH, UMW He BKITHOYEHME B
AOMEH);

KOHTPOSb 3@ YCTAHOBKOM KOMMOHEHTOB MporpaMmHoro obecneveHnst (coctaB
KOMMOHEHTOB, NapameTpbl yCTAaHOBKU, KOHUIypaunsa KOMNOHEHTOB);

onpegeneHve N nNpUMeEHeHWe napameTpoB HACTPOWKM KOMMOHEHTOB MPOrpamMMHOro
obecrneyeHnsa, BKNOYas MNPOrpaMMHbIE KOMMOHEHTbl CpeacTB  3awuTbl  MHGOPMaUumK,
obecneyvnBaoLLnX peanusaumio Mep 3aWwmnTbl MHPOPMaLMN, a TakkKe YCTpaHEHNE BO3MOXKHbIX
YA3BUMOCTEN  MH(POPMALUMOHHON  CUCTEMbI, MNPUBOOALLMX K  BO3HMKHOBEHWUIO  Yrpo3
6e3onacHoOCTU NHpopmaumn.

MpaBuna v npouenypbl ynpaBneHUs YCTAHOBKOW (MHCTannsumMen) KOMMOHEHTOB
nporpaMmmHoro obecneyeHust (B TOM 4uUCre YNpaBfeHUs COCTaBOM W KOHdwurypauuen
nognexawux YCTaHOBKE KOMMOHEHTOB MporpamMMHOro obecneveHusi, napameTpamu
YCTaHOBKKW, napaMeTpamMuM  HacCTPOWMKM  KOMMOHEHTOB  MporpamMmMHOro  obecneyeHus)
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepartopa Mo
3awmTe NHpopmMaunm ¢ y4eToM 3KCnyaTaumoHHON AOKYMEHTaLUuu.

Tpeb6oBaHus kK ycunenuro OlNC.2:

1) B MHOPMALMOHHON cuUCTEME [OMMKHO obecrneynmBaTbCs UCNOSMb30BaHME CPeaCcTB
aBTomMaTM3auum Ana NPUMEHEHUA W  KOHTPONA napamMeTpoB HACTPOMKM KOMMOHEHTOB
nporpaMmmHoro obecneveHns, BNUAKOLWKMX Ha 6e30nacHOCTbL MHGOpMaLnu;

2) B UH(POPMALMNOHHON CUCTEME AOSMKHbI ObiTb peann3oBaHbl aBTOMaTU3MPOBAHHbIE
MexXaHU3Mbl pearMpoBaHuUsi Ha HECaHKUMOHWPOBAHHOE W3MEHEHWE MnapameTpoB HACTPOMKU
KOMMOHEHTOB MporpaMMHoro obecneyeHus, BRAMSKOWUX Ha 6e30MacHOCTb MHGOpMaLmK,
npegycmatpusatoLne 6rokmposaHme OCTyna K CpeacTBY BblYUCAUTESNTBHON TEXHUKU U (M)
WHdopMaUuK, aBTOMATMYECKOE BOCCTAHOBMEHME MapaMeTpOB HACTPOMKM WK gpyrue
AEeNCTBUS, NPendaTcTBylOLME HECAHKUMOHUPOBAHHOMY AO0CTYNYy K WH(OpMauun, KOTOPLIN
MOXeT ObITb MNONy4eH BCNeACTBME HECAHKUMOHMPOBAHHOIO W3MEHEeHUs napamMeTpoB
HaCTPOWKMU;

3) B MHOPMALMOHHON cUCTeMe OOSMKHO obecneymBaTbCA UCMONb30BaHWE CpencTs
aBTOMaTM3auuM AONs  MHCTaNnAsuMm U LEeHTpanuM3OBaHHONO ynpasfieHust npoueccamu
WHCTannsuMM, B TOM 4uChe C MPUMMEHEHMEM MNaKeTOB COOTBETCTBYHOLMX OUCTPMOYTUBOB
nporpaMmmHoro obecneveHums.

CopepxaHue 6aszoBou mepbl OMNC.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

Qoric.2 + +
Ycunenue OlC.2 1

OINC.3 YcTtaHoBKa (MHCTaNNsALUS) TONMbKO pa3peLueHHOro K UCMNosfib30BaHUI0
nporpamMmmHoro o6ecne4yeHus u (UN) ero KOMNOHEHTOB

Tpe6boBaHua k peanusauum OIC.3: Onepatopom pomkHa ObiITb obecneyeHa
yCcTaHoBKa (MHCTanNsuMsi) TONbKO pa3peLleHHOro K WCMoNb30oBaHMIO B MHAOPMALMOHHOWM




cucTeme nNporpammMHoro obecnedeHnst n (M) ero KOMMNOHEHTOB.

YcTtaHoBKa (MHCTanmnsumsl) B MHOpMaUMOHHON cMcTeMe nporpamMMHoOro obecneyeHus
(Buga, TMNa, Knacca nporpamMHOro obecneyeHns) n (Mnu) ero KOMNOHEHTOB OCYLLECTBISAETCA
C YY4ETOM MNEepeyYHs nporpamMHoOro obecneveHns u (Unn) ero KOMMOHEHTOB, pa3peLleHHbIX
onepaTtopom K ycTaHoBke ("6enbii cnmcok"), n (unu) nepeyHemM NporpammMHOro obecneyeHns n
(MnKn) ero KOMMOHEHTOB, 3anpeLleHHbIX OonepaTopoM K ycTaHoBke ("4epHbi Cnucok").
YKaszaHHble nepevyHu nporpammHoro obecnevyeHmsas u (MNK)  €ro KOMMOHEHTOB
paspabaTtbiBaloTCa onepaTopomMm Asig MHAPOPMAaLMOHHON CUCTEMbI B LIENIOM UIu Ans BCeEX ee
CErmMeHTOB nnn YCTPOWNCTB B OTAENbHOCTU n dukcnpyroTcs B
OpraHn3aumoHHO-pacnopaauTenibHOM AOKYMEHTaUMn ornepaTtopa Mo 3awmte uHdopmauuu
(BOKyMeHTUpytoTCS).

YcTaHoBKa (MHCTannauus) B MHOpMaLMOHHOM CUCTEME NMPOrpamMMHOro obecneveHns u
(M) ero KOMMOHEHTOB [OOSMKHA OCYLLECTBASATLCA TOMbKO OT MMEHM agMuHUCTpatopa B
cooTtBeTcTBUM ¢ YI1/[.5.

OnepaTtopom pormkeH obecneuvMBaTbCA NEPUOANYECKMI KOHTPOSb YCTaHOBMEHHOIO
(MHCTanNNMpoBaHHOro) B UHPOPMALMOHHOM CUCTEME NMPOrpaMMHOro obecneyeHuns Ha npeameT
COOTBETCTBUA €ro MEepPeYHo nporpammHoro obecneyeHus, paspelleHHOMY K yCTaHOBKE B
WHOpMaLUNOHHON cucteMe B cooTBeTCcTBUM ¢ AH3.4, a Takke Ha npegMeT OTCYTCTBUA
nporpammMHoro obecrneveHus, 3anpeLLleHHOro onepaTopom K yCTaHOBKE.

Tpe6oBaHus kK ycunenuro OINC.3:

He ycTaHoBMNEH®bI.

CopepxaHue 6aszoBon mepbi OINC.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOW CUCTEMBI

4 3 2 1

oric.3 + + + +
Ycunenune Ol1C.3

OrlC.4 YnpaBneHue BpeMeHHbIMU hannamu, B TOM YUCre 3anpeT, pa3peLueHue,
nepeHanpaBiieHue 3anucu, yaaneHme BpeMeHHbIX dhannos

Tpe6boBaHusa k peanusaumm OlC.4: B uHPOPMALMOHHON cuUCTEME [LOSMKHO
OCYLLIECTBNATLCA YrpaBfieHWe BPeMEHHbIMKU hbarinamu, B TOM 4Yucne 3anpeT, paspeLueHue,
nepeHanpasneHne 3anucu, yganeHme BpeMeHHbIX hannos.

YnpaBneHne BpeMeHHbIMK arnamm [JomkHo obecnevnBaTb nepexBaT  3anucu
BPEMEHHON MHGOpMaumMm B danflbl Ha CUCTEMHOM (3arpy304HOM) pasgene MallMHHOMo
HOoCUTENns WHgOpPMaUUM CPeacTBa BbIYUCIIUTENBHOW TEXHUKM U €e MepeHanpasrieHne B
onepaTtMBHYO NMamMsTb U (UnK) B OPYroM pasgen MalMHHOrO HOCUTENs WHgopmauun ¢
nocnenyoLen o4NCTKon (CTUpaHNEM).

Onepatopom [AOMKEH ObITb onpegenex n 3admKcnpoBaH B
OpraHn3auUmnoHHO-pacnopsaanTenbHON AOKyMeHTauun no 3awuTe nHcopmaummn
(3apoKyMeHTUpPOBaH) NOPSAOK OYUCTKM (CTUPAHUSA) BPEMEHHbIX hansos.

Tpe6oBaHus kK ycunenuro OlC.4:

1) B MHOPMALIMOHHOM CUCTEME LOSMKHbI OCYLLECTBNATHCS:

a) KOHTPOIb 4OCTYNa K BPEMEHHbIM (hannam;

0) yoaneHue BpeMeHHbIX hansios No 3aBepLueHnn ceaHca paboTbl C HAMMN.

CopepxaHue 6aszoBon mepbl OlNC.4:

\ Mepa 3awmThl MHopMaLmn | Knacc 3awmueHHoCcT MHPopMaLMOHHON CUCTEMBbI




orc.4

Ycunenue OlNC .4

3.4. 3awmTa MaWMHHbLIX HocuTenen uHdopmauum (3HN)

3HWU.1 YyeT MaWMHHbIX HOCUTeNen nHopmaumm

Tpe6oBaHua k peanusaumm 3HWU.1: Onepatopom pormkeH 6biTb obecnedeH yyeT
MaLUMHHBIX HOCUTEeNnen MWHOPMauuK, UCMNONb3yeMbIX B WH(OPMALWOHHOW cucTeMe Ans
XpaHeHus n 06paboTkn NHpopmMaLnn.

YyeTy nognexar:

CbeMHble MallUHHble HOocUTenNn WHpopmauun  (Praw-HakoNUTeNn, BHELUHWE
HaKOMUTENM Ha XXEeCTKMUX ANCKAX N UHble YCTPONCTBA);

nopTaTMBHbIE BbIMUCIUTENbHbIE YCTPOWCTBA, MWMeELWMEe BCTPOEHHbIE HOCUTENN
MHopMauumn (HoyTOykM, HeTOyku, nnaHweTbl, COoToBble TenedoHbl, LMdpOoBbLIE Kamepbl,
3ByKO3anucbIBaloLme yCTPOMCTBA U MHblEe aHanornyHble no pyHKUMOHaNbHOCTU YCTPONCTBA);

MaLUNHHbIE HOCUTENW MHAOPMAaLMK, BCTPOEHHbIE B KOPMYC CPeaCTB BblYNCIIUTENBHON
TEXHUKN (HAKONUTENN Ha XKEeCTKUX AnNCKax).

Y4yeT MalUMHHbIX HOcuUTenen MHGOoPMaUMK BKIOYaeT NPUCBOEHUE PerncTpaumoHHbIX
(yy4eTHbIX) HOMepoB HocuTenam. B kayecTBe perncTtpauuoHHbIX HOMEPOB  MOTyT
MCNoNb30BaTbCA  MAEHTUMUKALNOHHbIE (CEPUHBbIE) HOMepa MAaLUMHHBIX  HOCUTENEWN,
MPUCBOEHHBLIX MPOM3BOOUTENAMM 3TUX MaLLUMHHBLIX HOcUTenen wHdopmauun, Homepa
WHBEHTApPHOro y4yeTa, B TOM YUCMEe MHBEHTApHble HOMEpa TEXHUYECKUX CPEeaCTB, MMEKLLNX
BCTPOEHHbIE HOCUTENN MHGOPMAaLUN, N NHbIE HOMEPA.

Y4yeT CbEMHbIX MAaLUUHHbBIX HOCUTENEen WHgopMauMM BedeTcsa B XKypHanax ydveTta
MaLUNHHbBIX HOCUTENEN MHopmauunn.

Y4yeT BCTPOEHHbIX B MOpPTATMBHbIE WKW CTauMOHapHble TEeXHUYEeCKne cpeacTea
MaLUNHHbBIX HOCUTENEeN MHOPMaLMM MOXET BECTUCH B XKypHanax MatepuanbHO-TEXHUYECKOTO
yyeTa B COCTaBe COOTBETCTBYHOLUMX TEXHUYECKUX cpencTts. [Mpu mcnonb3oBaHuM B COCTaBe
OLHOro TEXHWYEeCKoro cpeactea MHPOPMALMOHHOM CUCTEMbI HECKOSbKUX BCTPOEHHbIX
MaLUMHHBIX HOCUTENEen MHAPOPMaLMK, KOHCTPYKTUBHO OObeANHEHHBIX B €AWHbIA pecypc Ans
XpaHeHMs MHpopMaLMK, ONYCKAaeTCsl NPUCBOEHNE PErMCTPALMOHHOIO HOMEpPa TEXHUYECKOMY
CPeACTBY B LIENOM.

PernctpaunoHHble Mnn wHble HOMepa MOANexaT 3aHEeCeHW0 B XKypHanbl ydeTta
MALUMHHBIX HOCUTENEN MHGOPMALMM UMK XKypHamnbl MaTepuarnbHO-TEXHUYECKOrO y4veTa C
yKasaHMeM nonb3oBaTens WM rpynnbl Nonb3oBaTenen, KOTOpbIM paspelleH A0CTyn K
MaLUNHHBIM HOCUTENAM MHAOPMaLIUN.

PasgenbHoMy y4yeTy B >KypHanax y4veTa noanexar CbeMHble (B TOM u4ucne
rnopTaTMBHbIE) Nepe3anncbiBaemble MaLUMHHbIE HOCUTENWN MHAOPMaLUK (hNaLl- HaKoONUTENMW,
CbEMHbIE XXEeCTKNEe OUCKN).

Tpe6oBaHus kK ycunenmro 3HNU.1:

1) onepatopom obecnevnBaeTcsi MapKMpPOBKa MAaLUMHHBIX HOCuTenem uHdopMaLmm
(TexHmnyecknx cpeacTs), AONOMHUTENBHO BKOYaoLWas:

a) nHdopMaumo 0 BO3MOXHOCTM MUCMOMb30BaHUSI MAlUMHHOIO HOCUTENSA MHGOPMaLmn
BHE MH(POPMALMOHHON CUCTEMBI;

6) nHdopMaLmo O BO3MOXHOCTU MCMOMb30BAHNS MALLUMHHOIMO HOCUTENS nMHdopMauum
3a npegenammn KOHTPOSIMPYyeMOWN 30HbI (KOHKPETHbIX MOMeLLeHUI);




B) atpubyTbl 6e30macHOCTK, ykasbiBaloLMe Ha BO3MOXHOCTb WMCMOMb30BaHMSA 3TUX
MaLUMHHbIX HOcuUTenen mHdopmaumm ans obpaboTkn (XpaHeHusl) COOTBETCTBYHOLLMX BUOOB
MHdopMauuu;

2) onepatopom obecnevymBaeTcs MapKMpoBKa MalUMHHbBIX HOCUTENen WHgopmaumm
(TexHmnyecknx cpencrts), OOMOMHMTENbHO BKOYAKOLWAa HEOTTOpraemyl LUUGPOBYD METKY
HocuTensa nHdopMmaumm onsa obecnedyeHnss BO3MOXHOCTU pacrno3HaBaHusa (MaeHTudgukaumm)
HOCUTENSA B cMCTEMax ynpasreHunst 4OCTYMNOM;

3) onepatopom obecneunmBaTbCa MapKMPOBKA MaLUMHHbLIX HOCUTENEN WMHgopMaLmnn
(TexHnyecknx CpeacTB), [AOOMNOMHUTENBHO BKMNOYAKOLWAs WCMNONb30BaHME MexaHU3MOB
pacno3HaBaHusa (MaeHTUdMKauumn) HocuTens MHopmMaLmMm No ero yHuKanbHbIM U3nyecknm
XapaKkTepUCTUKaM.

CopepxaHue 6azoBoun mepbl 3HU.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHhopMaLMOHHOW CUCTEMBI

4 3 2 1

3HW.1 + + + +
Yceunenne 3HW.1 1a 1a, 16

3HWU.2 YnpaBneHue AOCTYNOM K MallMHHbIM HOCUTENAM UHhoOpMaLunmn

Tpe6oBaHua k peanusaumm 3HW.2: OnepatopomM AOMKHbI OblTb peanvM3oBaHbl
cnegyrowme yHKUAM MO ynpaBneHUto AOCTYNOM K MaLUMHHBIM HOCUTENsIM MHGOPMaLUmK,
Ncnosib3yemMblM B MHPOPMALIMOHHON CUCTEME:

onpegeneHne [OOSMKHOCTHbIX v, UMerwmnx ¢U3nYecknin OCTyn K  MaluMHHbIM
HOoCUTENaM MHOPMaLMK, 8 UMEHHO K CreayHLLNM:

CbeMHbIM MalUMHHbIM  HOCUTENsIM  MHpopMaunn  (GnaLl-HaKoNUTEeNn, BHELUHWE
HaKOMUTENM Ha XXeCTKMUX ANCKaX U UHble YCTPONCTBA);

NMOpPTaTUBHbLIM BbIYUCIUTENBHLIM YCTPOMNCTBAM, WMEILNM BCTPOEHHbIE HOCUTENN
nHpopmauun (HoyTOYKM, HEeTOyKW, NNaHWeTbl, COTOBble TenedoHbl, LUngpoBbLIE KamMmepsl,
3ByKO3anucbIBaloLme YCTPOUCTBA U MHblE aHaNornyHble no pyHKUMOHaNbHOCTM YCTPONCTBA);

MaLINHHBIM HOCUTENSIM MHOPMaLMK, CTaUMOHAPHO YCTaHaBnvMBaeMbiM B KOpMyC
CPEACTB BbIYUCITUTENbHON TEXHWUKM (HAanpuMmep, HAaKOMUTENM Ha XXEeCTKMUX ANCKax);

npegocTasneHne omsny4eckoro AocTyna K MallMHHbIM HOCUTENAM MHPOPMaLUKN TONBKO
TEM nvuam, KOTOpbIM OH HEO6Xo4MM AN BbIMNOMHEHUS CBOUMX AOJMKHOCTHbLIX 06A3aHHOCTEN
(PyHKUNI);

MpaBuna wn npouedypbl [[OCTyna K MAWWHHBIM  HOCUTENAM  MHopmauun
pernaMmeHTUpyTCsS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKyMEHTax onepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus kK ycunenumro 3HNU.2:

1) NpUMeHeHne aBTOMAaTU3MPOBAHHOW CUCTEMbl KOHTPONSA (huM3Myeckoro JOCTyna B
NMOMEeLLIEHNS, B KOTOPbIX OCYLLECTBNAETCA XpaHeHNe MaLUMHHbIX HocuTenen nHpopmauuu;

2) onevyaTbiBaHMe Kopryca CpeacTBa BbIYUCIIUTENBbHOW TEXHUKW, B KOTOPOM
CTaUMOHapPHO YCTaHOBMEH MaLLMHHbIAN HOCUTENb MHOPMaLnK;

3) B MHPOPMaLMOHHON CUCTEME AOSMKHO ob6ecneynBaTbCsl MPUMEHEHNE NPOrPaMMHbIX
(NporpaMMHO-TEXHMYECKMX) aBTOMATU3NPOBAHHbLIX CPeaCTB  ynpaBreHust  (pr3nyYecknm
AOCTYNOM K MalUMHHBbIM HOCUTENAM MHGOPMALMK;

4) KOHTpOsfb OM3MYECKOro OoCTyna nuy, K MawWHHBIM HOCUTEnaM uHdopMauun B
COOTBETCTBUM C aTpubyTamm 6€30MacHOCTH, yCTAHOBNEHHBIMW OS5 3TUX HOCUTENEN.

CopepxaHue 6aszoBon mepbl 3HNU.2:




Mepa 3awuTbl MHOpMaLmn

Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI

4

3

2

1

3HWN.2

+

+

+

+

Ycunenne 3HN.2

3HW.3 KoHTponb nepemMelyeHusi MalMHHbIX HOcUTerneun nHdopmauum 3a npegernbl
KOHTPONMUPYEMOMN 30HbI

Tpeb6oBaHus k peanusauun 3HN.3: OnepaTtopom gomkeH obecneunBaTbCs KOHTPOIb
nepemelleHnss Ucnonb3yemblx B WHMOPMAUMOHHOMW CUCTEME MAaLUMHHBIX HOCcUTenen
MHopMauuKn 3a npenernbl KOHTPONMPYEMOWN 30HbI. [pn KOHTPONe nepemMeLLeHnss MaluNHHbBIX
HocuTenen MHopMaLMm AOMKHbI OCYLLECTBNATHCS:

onpegeneHne AO0SMKHOCTHbLIX UL, MMEKLWMX fnpaBa Ha nepemMelleHne MaluMHHbBIX
HocuTenen nHpopmaumm 3a npeaenbl KOHTPONMPYEMOW 30HbI;

npefocTaBfieHMe MnpaBa Ha MepeMelleHne MalUMHHBIX HocuTenen uHdopmaumm 3a
npegenbl KOHTPONIMPYEMOW 30Hbl TOMBbKO TEM JfiMuaM, KOTOPbIM OHO Heobxoammo Ans
BbINOJSTHEHUSA CBOUX AOMMKHOCTHbLIX 06A3aHHOCTEN (DYHKUUN);

y4yeT nepemeLlaeMblX MaLllUHHbIX HOCUTENen nHgopmaummn B cootseTcTenmn ¢ 3HW.1;

nepuoanyeckas npoBepka Hannung MallnHHbIX HocuTenen nHpopmaumn.

MpaBuna n npoueaypbl KOHTPONSA NepeMeLLeHns MallMHHbIX HocuTenen nHdopmaumm
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbiX [AOKYMeHTax ornepatopa no
3almTe nHopmaumn.

Tpe6oBaHus k ycunenmro 3HNU.3:

1) onepaTopomM MHOPMALMOHHOW CUCTEMbI  ONpedensalTca 3agaun  (Bugbl
AeATenlbHOCTN, (OYHKUUK), ONS pelleHns KOTOpbIX HeobXxoaMmo nepemMelleHne MaluMHHbIX
HocuTenen nHpopmaumm 3a npeaenbl KOHTPONMPYEMOW 30HbI;

2) NpuMeHeHWe B COOTBETCTBUM C 3akoHogaTernbctBom Poccuickon Pepepauyunn
Kpuntorpaduyecknx MeToaoB 3alimTbl  UMHGOPMaUUK, XpaHUMOW Ha HocuTerne, npwu
nepemMeLLeHnn MallMHHbIX HocuTenen nHopmMmauumn 3a npeaensl KOHTPOSIMPYEMOW 30HbI;

3) onepatopoM onpeaensieTcs AO/MKHOCTHOE NULO, OTBETCTBEHHOE 3a nepeMeLleHne
MaLUMHHbIX HOCUTENnen nHgopmauuu,;

4) onepaTopoM WH(POPMALMOHHON CUCTEMbI OCYLLECTBRSIETCA nepuoanyeckas
npoBepka MalUMHHBIX HOcuTenenm wuHdopmauMmM nocrne wux BoO3Bpata B npegensbl
KOHTPOSIMPYEMOW 30HbI.

CopepxaHue 6azoBon mepbl 3HA.3:

Mepa 3awuTbl tHpopmaLuumn Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI

4 3 2 1

3HW.3

Ycunenne 3HAN.3

3HW.4 UcknroyeHne BO3ZMOXHOCTU HECAHKLUMOHNPOBAHHOIO O3HAaKOMIIeHUSA C
coaepxaHuemMm nHdopmaLmmn, XpaHALWENUCA Ha MalUMHHbIX HOCUTENSX, U (Unwn)
MCNOSib30BaHUA HOcUTenen nHpopmaLmm B MHbIX MH(POPMALMOHHBLIX CUCTEMaX

TpeboBaHua k peanusaumm 3HW.4: OnepaTtopom p[omkHo obecneymBaTbCA
UCKITIOYEHNE  BO3MOXHOCTM  HECaHKLUMOHWPOBAHHOIO O3HAaKOMIIEHMSI C  coAepkaHuem
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MHOPMaUUK, XpaHALWENCS Ha MaLUUMHHbLIX HOCUTENsX, U (M) UCNOSb30BaHUA HOCUTENEN
MHopMauun B MHbIX MHPOPMALIMOHHBLIX CUCTEMAX.

KcknioyeHne BO3MOXHOCTUM HECaHKUMOHMPOBAHHOIO O3HAKOMJSIEHUSI C cofepXaHuem
NMHopMaUUK, XpaHALWENCAa HA MaLIUHHBIX HOCUTENSAX, U (UNKM) MCNONb30BaHUSA HOCUTENen
MHOPMaUUKN B UHBbIX MHPOPMALIMOHHBIX CUCTEMAX LOSMKHO NpegycMmaTpuBaTh:

onpegerieHme TMNoB MaLUMHHbBIX HOCUTernen nHopmMaumu, noanexawmx XpaHeHuo B
noMeLLeHnsax, cneuuanbHO npedHasHavyeHHbIX ANA  XpaHeHUs MaLUWHHbIX  HOCcUTeNneu
MHdopMaUUKM (XpaHunuile MalLMHHbBIX HocUTenen nHgopmaummn);

PU3MYECKUA KOHTPOSb UM XpaHeHue MalUMHHbBIX HocuTenenm WHdopMauun B
NoMeLLEeHNsX, crneuvanbHO npefHa3HadeHHbIX AN XpaHeHUst MaLlUMHHBIX  HocuTenemn
MHopMauuKn (XpaHunuilie MaluMHHbBIX HocuTenen nHdgopmauumm);

3alWmTa MaWWHHBIX HOCUTENen WHgoOpMauun OO YHUYTOXEHUS (CTUPAHWUS) C HUX
AaHHbIX N OCTaTOYHOMN MHGOopMauumn (MHOPMaLMK, KOTOPYKD MOXHO BOCCTAHOBWUTb MoOcCHe
yAaneHnsa ¢ NoMOLLbIO HeLTaTHbIX CPeaCcTB M METOAOB) C UCMNONb30BaHNEM CPEeACTB CTUPaHUS
AaHHbIX U OCTAaTOYHOW MHGPOPMaLMN.

MpaBuna w©  npouedypbl  yNpaBneHWd, HaMpaBfeHHble  Ha  UCKMYeHue
HEeCaHKUMOHUPOBAHHOIO O3HAaKOMSIEHUSI C COoAep)XaHMEM WHQOpMauUuKn, XpaHdAwencs Ha
MaLWWHHbBIX HOCUTENsX, W (MNW) UCMONb30BaHUS HOCUTENenW WHpopMauun B  UHbIX
MHAPOPMALUMNOHHBLIX CUCTEMAX, PernameHTUpYyTCa B OpraHM3auuoHHO-pacnopaguTenbHbIX
AOKYMeHTax onepaTopa no 3awute nHpopmaumn.

Tpe6oBaHus k ycunenuto 3HW.4:

1) onepaTopoM [OSMPKHbI MPUMEHSATLCA CPeacTBa KOHTPOSI CbEMHbIX MaLUMHHbIX
HocuTenen nHopmaLmm;

2) onepaTtopoM [AOSMKHbl MNPUMEHATECA B COOTBETCTBUM C  3aKOHOAATENbCTBOM
Poccuinckon ®epepaumm kpuntorpadmnyeckme Metoabl 3awmnTbl MTHGOPMaLUK, XpaHALWENCS Ha
MaLUNHHbBIX HOCUTENSX;

3) onepaTopoM A0SKeH ObITb onpeaeneH nepeyvb MalMHHbBIX HOCUTeNen nHopmauuu,
noanexawmux XpaHeHulo B MNOMELLEHUNX, creuuanbHO npefHasHayYeHHbIX OMs XpaHeHus
MaLLMHHbIX HOCUTENen nHopMauumn (XpaHmnuuie MaluMHHbIX HocuTenen nHgopmaumm).

CopepxaHue 6aszoBon mepbl 3HU.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTy MHpopMaLMOHHON CUCTEMBI
4 3 2 1
3HN.4
Ycunexnne 3HN .4

3HW.5 KoHTponb ucnonb3oBaHns uHTepdencoB BBoaa (BbiBoaa)

Tpe6oBaHusa k peanusauumm 3HW.5: B wuHpopmauuoHHOW cuCTEME [OSHKEH
OCYLLEeCTBNATLCA KOHTPOIb UCNONb30BaHMA NHTEpdencoB BBoAa (BbIBOAA).

KoHTponb ucnonb3oBaHusa (paspelleHve unu 3anpeT) nHtepdencos BBoga (BbiBOAA)
AOIMKEH npegycMmaTpuBaTth:

onpegerieHme onepaTtopomMm MHTepdENCoB CPeACTB BbIYNCITUTENBHON TEXHUKU, KOTOPbIE
MOryT WCnonb3oBaTbCAd AN BBoAa (BblBOAA) WHGMOPMaLUKW, paspelleHHbIX U (1unwu)
3anpeLUeHHbIX K UCMOoMb30BaHMO B MIHPOPMaLMOHHON CUCTEME;

onpepferieHne ornepaTopomM KaTeropun rnorb3oBartenen, KOTopbiM NpegocTaBrieH AOCTYnN
K paspeLleHHbIM K UCMoMNb30BaHMi0 MHTePKencoB BBOAA (BbIBOAA);

NPUHATME  Mep, UCKMIYalWwmx BO3MOXHOCTb  MCMOMb30BAHUSA  3arnpeLLeHHbIX
MHTepdencoB BBoAa (BbIBOAA);
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KOHTPOSb AOCTyrna nonb3oBaTenen K paspelleHHbIM K UCNOoSb30BaHMO MHTEpPKENCcoB
BBOAA (BbIBOAA).

B «kayectBe Mep, uCKNOYaKOWMX BO3MOXHOCTb WCMOMb30BaHUS  3anpeLeHHbIX
NMHTepdencoB BBoAA (BbIBOAA), MOTYT NPUMEHATLCS:

oneyaTbiBaHWe UHTepdencoB BBoAa (BbIBOAA);

NCNosib30BaHMe MexXaHNYeCcKMx 3anmparoLmnx YCTPOUCTB;

yaaneHue gpansepos, obecneuymnsatomx paboty nHTepdencos BeBoga (BbiBoAa);

npUMeHeHne CcpeacTB  3awmtbl  MHOpMauumn, obecnedmBaloMX  KOHTPOSb
ncnosbL3oBaHMa UHTepdericoB BBoAa (BbIBOAA).

MpaBuna u npouenypbl KOHTPOMSA WCNONb30oBaHUS MHTepdenicoB BBoga (BbiBOAA)
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKYMEHTax onepartopa no
3almTe nHopmaumn.

Tpe6oBaHus kK ycunenmro 3HU.5:

1) B WH(pOpMaUMOHHON cucTeMe [OOikHa OblTb obecneyeHa perucTpauus
ncnonb3oBaHns MHTepencos BBoga (BbiBoaa) B cooTBeTcTBUM ¢ PCE.3;

2) onepatopom obecneymBaeTCa KOHCTPYKTUBHOE (PU3MYECKOE) WCKIHYEHNE U3
CpeAcTBa BbIYMCNNTENBHOM TEXHUKMN 3anpeLleHHbIX K MCMONb30BaHUIO MHTEPdENCcoB BBOAA
(BbiBOAA);

3) onepaTopoM MHMPOPMALMOHHON CcuUCTeMbl obecneyMBaeTca MporpammMmHoe
OTKNIOYEHME 3anpeLLeHHbIX K UCMOoMb30BaHWIO MHTepdencoB BBoAa (BbIBOAA).

CopepxaHue 6aszoBon mepbl 3HU.5:

Mepa 3awwuTbl MHOpPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

3HWN.5 + +
Ycunenune 3HW.5 1

3HWU.6 KoHTtponb BBOAA (BbIBOAA) MH(pOPpMALUM HA MALLMHHbIE HOCUTENU MHoOpMaLUmn

Tpe6oBaHusa k peanusauum 3HW.6: B wuHpoOpmMauuoHHOW cuUCTeEME [OSHKEH
OCYLLIeCTBMNATLCA KOHTPONb BBoAa (BblBOAA) MHGAOPMauUMM Ha MalUMHHbIE HOCUTENU
MHopMaUUK.

KoHTponb BBOAa (BbiBO4A) WHGOPMALUM Ha MalUMHHbIE HOCUTENU WHGOpPMaLMK
AOJTDKEH nNpegycMmaTpuBaThb:

onpegeneHve onepatopoM TUMNOB HoOcUTenen WHgopmauun, BBoL (BbIBOA)
MHOPMaUUKN Ha KOTOpble NOAMNEXUT KOHTPOIIO;

onpegeneHMe onepaTtopoM KaTeropun nonb3oBaTenien, KOTOpbIM MNpeaoCTaBMeHbI
NnofHOMO4YMSA No BBOAY (BbIBOAY) WH(POPMALUN HA MalUMHHbIE HOCUTENW B COOTBETCTBUMU C
Yna.z;

3anpeT 4enCTBMI MO BBOAY (BbIBOAY) MHpOpMaLun Angd nonb3oBaTesnien, He MMerLLnX
NOSIHOMOYMA Ha BBOJ, (BbIBOA) MHOPMaUUM Ha MALUUHHbIE HOCUTENU MHOpMaUMK, N Ha
HOCUTENM MHOPMALLMK, HA KOTOpPbIe 3anpeLleH BBOA (BbIBOA) MHpOpMaLUK;

permctpauus 4encTeui nonb3oBaTenen n codbiTUiA NO BBOAY (BbIBOAY) MHpOPMaLUK Ha
MaLUMHHbIE HOCUTENu nHpopmaumm B cootsetcteum ¢ PCE.3.

MpaBuna wn npouenypbl KOHTpona BBoda (BbiBOAA) MHGOpPMaLMM Ha MalUUHHbIE
HOCUTENW  UWHOPMaUUW  perrnamMeHTUpYTCS B OpraHu3aunoHHO-pacnopaguTenbHbIX
AOKyMeHTax oneparopa no 3awumte nHdopmMauuu.

Tpe6oBaHusa k ycunenuto 3HW.6:

1) B WHMOPMAUMOHHOW CUCTEME [OSfKHA co3haBaTbCA  Konusa  MHopmaumn,




3anncbiBaeMon Nonb3oBaTeNSMM HA CbEMHbIE MalUMHHbIE HOCUTENW MHpopMauun (TeHeBoe
KonnpoBaHue);

2) onepaTopoM [OOSTKHblI MPUMEHSATLCA CPeacTBa KOHTPOMS MNOAKMIOYEHUS CbEMHbIX
MaLUWHHbIX HOCUTEeNnen nHopmavmu.

CopepxaHue 6aszoBon mepbl 3HU.6:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3HW.6
Ycunenune 3HW.6

3HWU.7 KoHTponb nogknio4YeHMA MalWMHHbIX HOcutenen nHdopmaumm

Tpe6boBaHua k peanusauum 3HW.7: B wuHpOpMaunoHHOM cuUCTEMEe [OOSHKEH
obecneynBaTbCs KOHTPOSb NOAKITIOYEHNA MALLUMHHBIX HOCUTENEen NHopMaLnn.

KoHTponb  nogknoyeHus MalUWHHbLIX  HOcuTenenm  uHopmauum  OOSDKeH
npegycmaTpuBathb:

onpegeneHne onepatopomM TUMOB HocUTenen nHopmaumu, NOAKYEeHNE KOTOPbIX K
MHGOPMaLMOHHON cucTteme paspelleHo B cooteeTcTBun ¢ YI[.2;

onpegeneHve onepatopoM KaTeropum nonb3oBaTenen, KoOTopbiM MNpeaoCTaBfeHbl
NOJSTHOMOYNA MO NOAKMYEHUID HOCcUTenen K MHPOpMaLMOHHOW CUCTEME B COOTBETCTBUU C
ynn.z;

3anpeT MNOAKMYEHUs  HocuTenenm WHgopmauuu, NOAKNIYEHME  KOTOPbIX K
MHPOPMALNOHHOM CUCTEME HE pa3peLLEeHo;

permctpauus OENCTBUMN  nonb3oBaTenem Un  CoObITUM N0 MOAOKIMYEHUIO K
MHOPMaUNOHHOM cucTeme Hocutenen B cooteetcTeumn ¢ PCH.3.

MpaBuna v npoueaypbl KOHTPOMA NOOKIHYEHNS MaLLUMHHBIX HOCUTENen nHgpopmauum
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX [AOKYMeHTax ornepatopa no
3awmTe nHopmaumn.

Tpe6oBaHus k ycunenuro 3HNU.7:

1) onepatopom [ormkeH obecnevmBaTbCA KOHTPONb MNOOKMIOYEHUS  MaLUMHHBIX
HocuUTenen WHGOPMaUUK C UCMONb30BAHWEM CPEOCTB KOHTPOSS MNOOKIMHOYEHUS CbEMHbIX
MaLUMHHbBIX HOCUTENen MHOpPMaLMK, NO3BOMAIOLWNX YyCTaHaBNMBaTb paspeLUeHHble U (Mnun)
3anpeLueHHble TUMbl N (MNKN) KOHKPETHbIE CbeMHble MaLUUHHbIE HOCUTENU MHpopMaumn ons
pasnuyHbIX KaTeropuin nonb3oBaTenen;

2) 3anpeT NOAKMYEHUS K UHPOPMALMOHHON CUCTEME HOCUTENEN NoNb30BaTeNs MU, He
UMEIOLLMMM MOSTHOMOYUIM Ha NOAKMNIYEHNE HOCUTESNEN.

CopepxaHue 6azoBon mepbl 3HU.7:

Mepa 3awwuTbl Hpopmauum Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
3HN.7
Ycunenune 3HN.7

3HWU.8 YHuuTOXKEeHue (cTupaHue) nHcpopmaLmMm Ha MaWMHHbIX HOCUTENAX NPU UX
nepepayve Mmexay nofb3oBaTeNiAiMU, B CTOPOHHUE OpraHM3auumn ans peMoHTa unm
yTUNn3aumm, a Takke KOHTPOJlb YHUUYTOXeHUs (CTupaHus)




TpeboBaHua k peanusaumm 3HW.8: OnepaTtopom p[omkHo obecneymBaTbCA
YHUMTOXEHUe (CTMpaHue) MHopMauumn Ha MalMHHBIX HOCUTENAX MpU UX nepegadye mexay
nonb3oBaTensiM1M, B CTOPOHHWE OpraHusaumm AnAs peMoHTa WM yTunuv3auuu, a Takke
KOHTPOSTIb YHUUMTOXEHNS (CTUPaHUS) MHpopMaLnn.

YHUYTOXEHME (CTUpaHME) NHpopMaunmn Ha MaLIMHHBIX HOCUTENSX AOMKHO MUCKMYaTb
BO3MOXHOCTb BOCCTAHOBMEHUS 3aliuliaemMon WHpopmauum npu nepefade MalUMHHbIX
HOocuTenenm wMexay nonb3oBaTensamMu, B CTOPOHHME OpraHv3auuum Onsi pemMoHTa Wnu
yTunmnsaumm.

YHUYTOXEHNIO (CTUPAHWUIO) MOANEXUT MHGOopMaLMs, XpaHAawasca Ha UMpoBbIX U
HeUndpOoBbIX, CbEMHbIX U1 HECbEMHbIX MALUMHHBIX HOCUTENAX MHpopMaLmnn.

Mpoueaypbl YHNUTOXEHUSA (CTUPaHUS) MHOPMaUMM Ha MaLlUNHHBIX HOCUTENSX, a Takke
KOHTPOSS YHUUTOXEHUS (CTUpaHus) nHdopmaumm AomkHbl 6bITb pa3paboTaHbl onepaTtopoMm U
BKIMOYEHbI B OpraHn3aunoHHO-pacnopsianTesibHble AOKYMEHTbI MO 3awuTe MHopmauun.

Tpe6oBaHus kK ycunenmro 3HN.8:

1) onepaTopoM AOMMKHbI BbITb 0becneveHbl perucTpaumsi 1 KOHTPOSNb AENCTBUW MO
yOaneHuio 3almiaeMon nHpopmMmaumm n YHUHTOXEHNIO MaLLMHHbBIX HOCUTENen NHopMaLunu;

2) onepaTopoM [OSPKHbI MNPOBOAUTLCS MNepuoanyveckas npoBepka mnpoueayp u
TeCTUpOBaHUe CPeACTB CTUPaHUS MHAOPMALIMK U KOHTPONA yaaneHus nHpopmauuu;

3) onepaTopoM rnepen NOAKNHYEeHUEM K MHGOPMALMOHHON cUcTeMe LOSMKHO OblTb
obecnevyeHo YHUYTOXEHUe (CTupaHue) nHdopmaumm C HocuTenenm WHgopmMauumn nocrne mx
npuobpeteHnss U nNpuv NEPBUYHOM MNOAKMOYEHMM K MHGOPMAUMOHHOM CUCTEME, MpU
NCNOSb30BaHMM B MHbIX MHPOPMALMOHHBLIX CUCTeMax, Npu nepedadye AN MOCTOSIHHOMO
NCNonb30BaHMA OT OOHOrO NONib3oBaTenst ApPyroMy norib3oBaTtento, Nocne BO3BpaLLEHUA U3
PEMOHTA, a TakKe B UHbIX Cry4asx, onpeaensemblx onepaTtopom;

4) onepaTtopoM AO/MKHO ObiTb 06GEecnevYeHo YHUYTOXEHWE MaLUMHHBLIX HOCUTEnewn
MHpopmauuK, KOTopble He nognexart OYUCTKe (HenepesanucbiBaemMble MalUMHHbIE HOCUTENN
MHopMauuK, Takue Kak ontudeckune guckm tmna CD-R);

5) onepaTopom LOMKHbI NPUMEHATLCA CriefyoLwme Mepbl N0 YHUUTOXEHMUIO (CTUPaHNIO)
WHpOPMaLUN Ha MaLLUMHHBLIX HOCUTENSsIX, MWCKoYalwme BO3MOXHOCTb BOCCTAHOBIEHUS
3almuaemMomn nHopmaunu:

a) ypaneHue GannoB LWTaTHbIMX CpeacTBaMyM OMNEepPaunoHHOM CUCTeMbl U (Mnn)
dopmaTMpoBaHMe  MalUMHHOIO  HocuTend  MHOpMauMm  WTATHbIMWM  CpeacTBaMu
onepaumoHHON CUCTEMbI;

0) nepes3annucb YHUYTOXaeEMbIX (CTUpaemblx) dannoB crnyyarMHon OGutoBom
nocrnegoBaTenbHOCTbIO, yaaneHue 3anucn o dannax, OBHyrneHue >XypHana ¢annoson
CUCTEMbI UMM MNOSIHAas nepes3annucb BCEro agpecHOro NpoCcTpaHCTBa MaLUMHHOMO HOCUTENS
nHopmauunm cny4yaniHou outoBoMn nocneaoBaTenbHOCTbIO o] nocrnegyroLwmm
dopmMaTnpoBaHMEM;

B) O4MCTKa BCero (pmMamMyeckoro MpoOCTPaHCTBA MAaLUMHHOIO HOCUTENs MHopMaLmK,
BKMOYas COOMHbIE N pe3epBHbIE 3NEMEHTbI NaMATU crneuManm3vpoBaHHbIMU NporpaMmamm
UNn yTUNMTammn Npon3BoaMTENS;

r) nomHas MHOroKpaTHas nepesaniCb MALIMHHOIO HOCUTENS  MHopmauuu
crneumanbHbIMKU OMTOBBLIMM MOCNEAOBATENbHOCTAMMU, 3aBUCALLMMU OT TUMA HaKOMUTEns U
MCnonb3yemMoro MeTtoda KoaupoBaHMS WHOpMauun, 3aTeM O4YUCTKa BCEero (uanyeckoro
NpoCTpaHCTBa HaKoMuTensl, BKAYash COOMHblE W  pe3epBHble 3NEMEHTbl  MNaMsTU
crneumanmsaMpoBaHHbIMU NporpaMmmMamMm Unm yTunutamm npon3BoanTens;

A) pasMarHminBaHve MallMHHOIO HOCUTENsS HopMauuu;

e) u3nyeckoe YHWYTOXEHME MaLLUMHHOIMO HocuTensa WHdopmauum (B TOM 4yucne
CXuraHve, usmenbyeHne, NnaesneHne, pacluenneHne, pacnblineHe n apyroe).

CopepxaHue 6azoBon mepbl 3HN.8:



Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOW CUCTEMBI

4 3 2 1

3HWN.8 + + + +
Ycunexnne 3H.8 5a 1, 56 1, 5B 1,2, 3, 5r

3.5. Peructpaums cobbitum 6esonacHoctu (PCb)

3.5.1. PCB.1 OnpepgeneHune cobbITU 6e3onacHOCTU, Noaniexawmx permcTpauuu, u
CPOKOB UX XpaHeHus

Tpe6oBaHusa k peanusaumm PCB.1: Onepatopom [JoOmkHblI OblTb oOnpeaesieHsbl
cobbITna 6e3onacHOCTN B MHOOPMALIMOHHOW CUCTEME, NoAfexalme permcTpaunm,  CPOKM nx
XpaHeHus.

CobbiTua 6GesonacHOCTM, noanexawime perncrpaumm B MHGOPMALMOHHON CUCTEME,
OOSDKHbI - onpefensitekCd € y4eToM cnocoboB peanusauumn yrpo3 6esonacHocTn Angd
MHopMaUnoHHoM cuctembl. K cobbiTnam 6GesonacHOCTM, noanexawum perncrtpaumm B
WH(POPMALMOHHON CUCTEME, AOIMKHbl OblTb OTHECeHbl nbble NPOSIBIIEHUS COCTOSAHMUS
WHOPMALMOHHON CUCTEMbI M €€ CUCTEMbl 3awuTbl MHGOpMauMK, YyKasbiBalwowue Ha
BO3MOXHOCTb ~ HapyLleHWsa  KOHMUAEHUMANbHOCTN,  LENOCTHOCTU WM AOCTYNHOCTU
MHdopMaUUK, 4OCTYNHOCTM KOMMOHEHTOB MH(POPMAaLIMOHHON CUCTEMbI, HAPYLLUEHUSA NpoLueayp,
YCTAHOBMEHHbLIX  OpraHM3auMOHHO-pacnopaanuTeNbHbIMA  OOKYMEHTaMM  No  3awumTte
MHOpMaUuKM onepaTopa, a TakkKe Ha HapylleHWe LUTAaTHOro YyHKUMOHMPOBAHUA CpPeacTB
3aWmnTbl MHOpMaLnn.

CobbiTus 6esonacHoCTM, nognexawue pernctpaumm B UHOOPMaLNOHHOW CUCTEME, U
CPOKM WX XpaHEeHUs COOTBETCTBYIOLUMX 3anncen pPerMcTpaumoOHHbIX XYPHANoB OOSIKHbI
obecneunBatb BO3MOXHOCTb OOHApYyXeHWA, WAEHTUMUKALUUM W aHanu3a WHUMOEHTOB,
BO3HUKLLMX B MH(pOpMaLUMOHHON cucteme. NMoanexart permcrpauum codbiTusi 6e30nacHoOCTH,
CBSAI3@aHHbIE C MPUMEHEHMEM BbIOpPaHHbLIX Mep Mo 3awuTe nHpopmaumm B MHPOPMaLMOHHOM
cucteme.

MepeyeHb cobbITU 6e30MacHOCTU, PErMCTPaLMS KOTOPbIX OCYLLIECTBIISIETCA B TEKYLLNN
MOMEHT BpPeMeHW, onpeaensieTcs onepaTtopoM UCXoas U3 BO3MOXHOCTEN peanu3aumm yrpos
6e3onacHoCTM WHGopMaumnm un  UKCUPYETCA B  OpraHu3auMoHHO-pacnopsanTenbHbIX
AOKYMEeHTax no 3awmte nHdopmMmaumm (4QOKyMEHTUpyeTcs).

B wvHdopmauMOHHOM cucTeMe Kak MUHUMYM noanexar perncrtpauum cnegyrolime
cobbITuS:

BX04 (BbIXxof), a Takke MONbITKM Bxoga CyObeKkToB [OCTyna B WMH(OPMAaLVNOHHYH
CUCTEMY UM 3arpy3ku (0OCTaHoBa) onepaumoOHHON CUCTEMBI;

noaKknto4YeHne MalIMHHbIX HocuTenen nHopMaumm n BbIBOA MHOPMaLMK Ha HOCUTENK
nHdopmMauuu;

3anyck (3aBeplleHue) nporpamm W npoueccoB (3agaHuin, 3agad), CBHA3AHHbIX C
o6paboTKon 3aLmaeMon MHPopMaLmm;

nonbITKN AOCTyNa NporpaMMHbIX CPeACTB K onpeaensemMbiM onepaTopom 3alluLiaembim
obbekTam pgocTtyna (TEXHUYECKMM CpeacTBaMm, y3naM ceTu, NuHuAM (KaHanam) CBS3MW,
BHELLHMM YCTPOMCTBaM, NporpamMmmam, Tomam, Katanoram, pannam, 3anmcam, Nnonsam 3annucemn)
N UHbIM OObEKTaM OOCTyNa;

NOMbITKA yAaneHHoro gocTyna.

CoctaB u cogepxaHue wuHdopmaumm O cobbiTnsax 6e3onacHOCTW, nognexawmnx



permcTpauuun, onpeaenstotcs B cootsetcteum ¢ PCHE.2.

Tpe6oBaHus k ycunenuto PCBb.1:

1) onepatopoM gosrmkeH obecnevmBaTbCa NEPECMOTP NepeydHs cobbiTnin 6e3onacHocTy,
nognexalux permctpaumm, He MeEHee YeM OOUH pas B oA, a Takke Mo pesyrbTatam KOHTPOrs
(MOHMUTOpUMHra) 3a obecrnedYeHnem YpPOBHSA 3alUMLLEHHOCTUM MHGOPMaUWN, COAepXallencs B
MHGOPMAaLNOHHOW CUCTEME;

2) onepaTtopoM B MnepeyeHb COoObITU Ge3onacHOCTU, MoAanexawmx permcrTpaumm,
OOIMKHbI BbITh BKIHOYEHbI COBLITUSA, CBA3aHHbIE C AEACTBUSAMU OT UMEHWN NPUBUMErMPOBAHHbIX
YYETHbIX 3anncen (aaMUHUCTPaATOPOB);

3) onepatopomM B nepeyveHb COObITMMA 6Ge3onacHOCTW, NoAanexawmx perncrpaummn,
AOJIMKHbI ObITb BKIMOYEHbI COOLITUSA, CBA3@HHbIE C UIBMEHEHMEM MPUBUIIENMIA YYETHBIX 3anucen;

4) onepaTopoM Oo/mkeH OblTb ob6ecrneyeH CPOK XpaHeHUs uHdopmauum o
3aperncTpmMpoBaHHbiX coObiTMAX 6e30MacHOCTU He MeHee Tpex MecsiueB, €Cnu MHOEe He
yCTaHOBIEHO TpeboBaHUAMM 3akoHogaTenscTBa Poccunckon ®egepaunmn, npn aToMm:

a) OCYLLeCTBNAETCA XpaHeHMe TONbKO 3anMcel O BbISIBIEHHbIX  COObITUAX
6esonacHocCTu;

6) ocywecTBnsAeTCa XpaHeHue 3anncen O BbIBNEHHbIX COObITMAX Ge3onacHoCTU u
3anucen CUCTEMHbIX XXYpHarnoB, KOTOpble MOCMAY>XUITM OCHOBaHWEM ANS perncTpauumn codbiTus
BesonacHocTy;

B) OCYLIECTBMSIETCA XPaHEHWe >KYpHaroB MPUIIOXKEHUA, KOTOpbIe MOCIYXWUN
OCHOBaHWeM Ansi permctpaumm cobbiTnst 6e3onacHocCTy;

r) OCYyLeCTBNSETCA XpaHeHMe BCeX 3anncen CUCTEMHbIX XYPHanoB W cOBbITUMI
BesonacHocTy;

[) OCYLLLEeCTBNAETCA XpaHEeHNe BCeX 3anncen XXypHaroB MpUnoXeHun.

CopepxaHue 6azoBoun mepbl PCB.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
PCB.1 + + + +
Ycunenune PCB.1 1, 3, 4a 1,2, 3,46
TAPAHT:

Hymepau,vm pa3genoB npmnesoaAnTCA B COOTBETCTBUU C UICTOYHUKOM

PCB.2 OnpeneneHune coctaBa U coaepxaHusa nHpopmaumm o cobbITUSIX 6e30NacHOCTH,
nognexaiwmx permcrpaumm

Tpe6boBaHua k peanusaumu PCB.2: B nHdpopmMaumoHHON cucTemMe A0SKHbl ObiTb
onpeaeneHbl COCTaB U cogepXaHne nHdopmaumm o cobbiTnssx 6e30nacHOCTM, noanexalumx
perncTpauum.

CocTtaB 1 cogepxaHne nHgopmMaumm o cobbITUsIX 6€30NacHOCTU, BKITOYaAEMOM B 3anmcu
pernctpauumn o cobbiTuax 6e30nacHOCTU, AOMMKHbI, KaK MUHUMYM, 06ecneynTb BO3MOXHOCTb
noeHtTndmkaumm Tnna cobbiTua G6e3onacHoOCTU, gaTbl U BpeMeHM cobbiTus 6e3onacHoCcTy,
NOeHTUPUKALUMOHHON MHGOPMaLMN NCTOYHMKA cobbITMS Be3onacHoCTU, pe3ynbTaT cobbiTus
6e3onacHOCTM (YCMeLHO Nnn HeycneLHo), CyGbEeKT AoCTyna (nonb3oBaTternb 1 (Mnu) npouecc),
CBSI3aHHbIN C AaHHbIM COObITUEM 6Ge30nacHOCTM.

Mpu peructpaumm Bxoaa (Bbixoga) cybbekToB AOCTyNa B UH(POPMALNOHHYIO CUCTEMY 1
3arpy3ku (octaHoBa) onepaumMoOHHOM CUCTEMbI COCTaB U coaepxaHue MHAOopMaL MM OOSKHbI,
Kak MMHMMYM, BKNOYaTb AaTy U BpeMS BxoAa (BbIxoaa) B CUCTEMY (M3 CUCTEMbI) UMW 3arpy3Ku
(ocTaHoBa) onepaumMoHHON CUCTEMBI, pe3ynbTaT NONbITKM BXxoAa (yCneLuHast unv HeycnewuHas),
pesynbTaT MOMbITKM 3arpys3kn (OCTaHOBa) oOnNepauMoOHHOM cucTeMbl (ycrnewHas wunu
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HeycnewlHas), naeHTudunKaTop, NnpeabABAEHHbIN NP NOMNbITKE AOCTYyNa.

Mpu pernctpaumm NOAKMIOYEHUS MALUMHHBIX HOCUTEnenW WHdopmauunm n BbiBOAA
MHpopMauun Ha HocuTenn MHOPMaLMN COCTaB U CoAEpPXKaHNE PEermcTpaumMoHHbIX 3anucen
OOIMKHbI, KaKk MWHMMYM, BKIOYaTb AaTy WU BpeMsa MOAKMYEeHUS MaLUMHHBIX HOcUTenewn
MHpopmauun 1 BbiIBOAa MHGOPMaUMM Ha HOCUTENWN MHopmauun, normyeckoe nmsa (Homep)
NoAKNto4YaeMoro MallMHHOIO HocuTens WMHdopMaunn, naeHtTudukaTop cybbekta AocTyna,
OCYLLIECTBNALEro BbIBOA MHGOPMaLMN Ha HOCUTENb MHGOPMaLMK.

Mpn pernctpaumm 3anycka (3aBepLueHusi) NnporpaMmm 1 NpoLeccoB (3agaHunin, 3agad),
CBA3aHHbIX C obpaboTkon 3awmwaemon uMHGOpMaumMm COCTaB W coaepXkaHue
pPerncTpaunoHHbIX 3anucen AOSMKHbI, Kak MUHUMYM, BKMNOYaTb AaTy M BpeMms 3anycka, MMs
(naeHTMdMKaTOpP) Nporpammbl (nMpouecca, 3agaHus), naeHtudukatop cybbekta gocTyna
(ycTponcTsa), 3anpocmBLLEro NnporpaMmmy (Npouecc, 3agaHue), pesynbTaT 3anycka (ycneLHbIn,
HeycrneLuHbIn).

Mpn permctpaumm MNONbITOK AOCTyna NpOrpaMMHbIX CPeacTB (NporpamMm, npoLeccos,
3ajad, 3afjaHui) K 3alimiiaemMbiM dparnam CoctaB N coaepaHne permcTpaunoHHbIX 3anncen
OOJSMKHbI, KAK MUHUMYM, BKNIOYaTb AaTy U BpeMs NonbITKM AOCTyNa K 3alwuwaemMmomy danny ¢
ykaszaHnem ee pesyrnbTata (ycnewHas, HeycnewHas), ngeHtudukatop cybbekra goctyna
(ycTponcTsa), cneumdmkaumio sawmaemMoro ganna (Iormi4eckoe nms, Tun).

Mpwn permcTpaumm NONbITOK 4OCTyNa NPOrpaMMHbIX CPEACTB K 3alyuLiaeMbiM 06beKkTam
poctyna (TeXHUYeCcKMM cpeactsam, ysnam ceTu, NMHUAM (KaHanam) CBSi3W, BHELUHUM
yCTpOMCTBaM, nporpaMmmam, TOoMaMm, KaTanoram, 3anucsM, MonaMm 3anucen) cocTtaB W
cogepXxaHune nHopMaumm AOSMKHbI, KaK MUHUMYM, BKNOYaTb AaTy M BpeMs NonbITKK JocTyna
K 3awuwaemomy o0ObeKkTy C YyKkasaHMem ee pesynbtata (ycnewHas, HeycnewHas),
noeHtudumkatop cybbekta goctyna (ycTpowcTea), cneumdukaumioo 3awmuiaemoro obbekra
aocTtyna (norun4yeckoe Mg (Homep).

Mpun perncTpaumm NONbITOK yaaneHHoro 4octyna K MHpopMaLMOHHON CUCTEME COCTaB U
cogepXaHne MHGOPMaLMM OOMKHbI, Kak MUHMMYM, BKMYaTb AaTy M BPeEMS MOMbITKM
yAaneHHoro JocTyna € ykasaHneM ee pesynbTaTta (ycrnelwiHas, HeycnewHas), naeHtudukaTop
cybbekta poctyna (ycTpomcTBa), MWCMNOSib3yeMbli MNPOTOKON [OCTyna, WCMNOfb3yeMbli
UHTepdenc agoctyna um (Unu) WMHyK WHGOPMAUMKO O MOMbITKAxX yAaneHHoro Aoctyna K
MHOPMALNOHHOM CUCTEME.

CoctaB u copgepxaHue wuHdopmaumm o cobbiTnax 6e3onacHOCTH, noanexawmx
perncTpauumn, OTpaxarTcs B OpraHn3aunoHHO-pacnopsaMTenbHbIX AOKYMEHTax onepartopa no
3awmTe nHopmaumn.

Tpe6oBaHus k ycunenuto PCb.2:

1) B WHOPMaAUMOHHOM cucteme obecneymBaeTca 3anucb OOMNOSTHUTENBHOWN
NMHpopmauumn o cobbITnAX 6e30NacHOCTU, BKIOYAOLLYHO:

a) NOMHOTEKCTOBYK 3anucCb NPUBUNETNMPOBaHHbLIX KOMaHL (KOMaHg, YnpaBnstoLmx
CUCTEMHbBIMUN PYHKLNAMMN);

6) 3anncb ceTeBbIX NOTOKOB (4aMMoOB), CBSA3aHHbIX C cOObITMEM 6e30nacHOCTY;

2) B VH(popMauUMOHHON cucTteMe obecnevmBaeTCs LIEHTpanM30BaHHOE ynpaBrieHue
3anucamn peructpaumm cobbituii 6e30nacHOCTM B paMKax CErmMeHToB WHAOPMaLMOHHOW
CUCTEMBI, Onpeaensaemblx onepaTopom, 1 (Mnum) HOPMaLMOHHON CUCTEMBI B LIENOM;

3) B MHOPMaUMOHHOM cucTeMe obecneymBaeTCa WHOMBMAOYyanbHas perncrpaums
nonb3oBaTenien rpynnoBbiX Y4ETHbIX 3annucen’;

4) B nHcopMaumoHHOM cucteme obecneumBaeTcsa permctpaums nHopmaumm o mecte
(B 4acTHOCTK ceTeBoOW agpec, reorpaduyeckan npmesska n (Mnu) gpyras mHdopmaums), ¢
KOTOPOro OCyLLEeCTBNAETCHA BXOA4 CyObekTOB AOCTyNa B MHPOPMALMOHHYIO CUCTEMY;

5) B H(pbOpMaLIMOHHON CMCTEME COCTaB M CoAEPXKaHNEe PEerMcTpaLMOHHbIX 3anucen npm
perncTpauumn 3anycka npoLeccoB (MPUoXeHWIA) OMKHbI BKNOYaTb CReayloLmne CBeaeHUS:



a) napamMeTpoB 3arnycka npotecca (NpUnoXxeHus);

0) NPOAOMKUTENBHOCTL PaboThl;

B) oObekTbl [OCTyna, K KOTOPbIM OCylecTBnAnocb obpalleHve npouecca
(NnpunoxeHus);

I') NCNOJSIb30BaHHbIE NPOLECCOM (MPUNOXEHUEM) YCTPOMUCTBA,

6) B MHpOpPMaLMOHHON cucteme obecneymBaeTca 3anucb criegyowen nHpopmaumn,
CBSA3aHHOW C JOCTYNOM K 06bekTtam JocTyna (B YacTHOCTU K dpannam):

a) Tun gocTtyna (B TOM YMCne YTEHUE, UCNOSNTHEHME, 3annUcCb N (UNKN) NHbIE TUMbI);

6) nameHeHne atpubyTtoB 06bEKTOB gocTyna(npaBa [OCTyNna, KOHTPOSbHblE CYMMBbl,
pasmMep, coaepxaHue, nyTb, TUM 1 (Unn) nHble aTpubyThl);

B) NPOOOIMKUTENBHOCTL JOCTYNA.

CopepxaHue 6azoBou mepbl PCB.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

PCB.2 + + + +
Ycunenune PCB.2 1a 1a

* JlokanbHble N JOMEHHbIE rpynnbl nofib3oBaTesnien.

PCB.3 C6op, 3anucb n xpaHeHne nHcpopmaumm o cobbLITUAX 6e30MacHOCTU B Te4eHUe
YCTaHOBJIEHHOIO BPeMeHU XpaHeHUst

Tpe6oBaHua k peanusaumm PCB.3: B WHPOPMAUMOHHOM CUCTEME AOSDKHbI
ocywlecTBnATbCA cOOp, 3anucb U XpaHeHue uHdopmaumm O cobbiTuax 6e3onacHocTn B
TEYEeHME YCTaAHOBIIEHHOrO OMEpPaTopoM BPEMEHU XpPaHEHUs1 WMHpopMaumm O CobbITUAX
B©esonacHocTw.

Cbop, 3anucb M XpaHeHue WHdopMauunm o cobbiTuAX 6Ge3onacHOCTM B Te4yeHue
YCTaHOBMEHHOIrO BPEMEHU XpPaHeHUs OOMKEH NpeaycMaTpumBaTh:

BO3MOXHOCTb BblbOpa agMuHUCTpaTopom ©Ge3onacHocTM cobbiTuii 6e30MacHOCTH,
noanexawux permcTpauun B TEKYLLMN MOMEHT BPEMEHMU N3 NEepeYHs cobbITU 6Ge3onacHOCTM
onpeneneHHblx B cootBeTcTBumn ¢ PCE.1;

reHepaumto (cbop, 3anucb) 3anucen perucTpauum (ayauta) Ana  cobbiITun
B6esonacHocTn, nognexawux pernctpauuun (ayamty) B cootsetcteumn ¢ PCE.1 ¢ coctaBom un
cogepxaHnem nHdopmaumu, onpegerneHHbiMn B cootBeTcTBumn ¢ PCE.2;

XpaHeHne uHdopmaumMm O CcoOblTuAX 6e3onacHOCTM B TEYEHWEe BPEMEHWU,
ycTaHoBIeHHoro B cootBeTcTBum ¢ PCE.1.

O6bem namaTn ans xpaHeHus Hpopmauum o cobbITUsAX 6e30nacHOCTM AOMKEH BbITb
paccynTaH 1 BblAESIEH C y4eTOM TUMNOB COObLITUIA Be30nacHOCTU, Nognexallmx permcTpauum B
cootBeTcTBUMN ¢ PCHE.1, cocTaBOM M1 cogepxaHnem nHdopmaumm o cobbiTnax 6e3onacHocCTy,
nognexawux pernctpauum, B cootBeTctBUM ¢ PCBE.2, nporHo3Mpyemon 4acTtoTbl
BO3HMKHOBEHWSI MNoAnexawmx permcrtpaumm cobbitu 6e30nacHOCTH, Cpoka XpaHeHus
MHdOpMaLUUKM 0 3aperMcTpupoBaHHbIX CobbITUAX 6e3onacHocTn B cooTBeTcTBMM ¢ PCH.1.

MpaBuna u npoueaypbl cbopa, 3anucKM M XpaHeHuss MHopMaumm O COObITUAX
6e30nacHOCTM pernamMeHTUpYTCaS B  OpPraHM3aunoOHHO-PACNOPSANTENbHbLIX OOKYyMEHTax
onepartopa no 3awute nHhopmaumn.

TpeboBaHus k ycunenuto PCB.3:

1) B MHMOPMALMOHHON CUCTEME [OMMKHO OblTb 0becnevyeHo LueHTpanu3oBaHHoOe




aBTOMaTU3NPOBaHHOE ynpasBneHne c6opoM, 3anncbio U XpaHeHnemM MHdopmMaLmm o cobbITUAX
BesonacHocTu;

2) B WHdOpMaLMOHHON cucteme obecneumBaeTcs obbeanHeHne uHOpMauMmM U3
3anucen permctpaumm cobbITnin 6e3onacHOCTU, NOSTYYEHHOW OT pa3HbIX TEXHUYECKUX CPEeaACTB
(ycTponcTs), nporpaMmMHOro obecneyeHns MHPOPMaLMOHHON CUCTEMBI, B €4MHbIN NOTMYECKNI
nnn  OU3NYECKUA  XypHan ayamTa C  Koppenauuen uHgopmaumm rno BpeMeHu Ongd
CBOEBPEMEHHOIO BbIABNEHUSA UHLUMOEHTOB N pearMpoBaHuUs Ha HUX;

3) B WMHopMaumMoHHON cucteMme obecneuymBaeTca obbeauHeHne WHgopmaumm wms
3anucen permcrtpaumm cobbiTnin 6€30nacHOCTU, NOSTYYEHHOW OT pasHbIX TEXHUYECKUX CPEACTB
(ycTpouncTs), nporpammMmHoro obecneyeHmsi MHGOPMaLMOHHOM CUCTEMBI, B €AUHbIN JTOrMYeCcKnii
nnu puU3NYeCcKin XXypHan ayguta ¢ koppenaumen nHgopmaumm no codbbitnam 6e3onacHoCcTu
ANA CBOEBPEMEHHOro BbISABMEHUS WHUWOEHTOB W pearMpoBaHWs Ha HUX B Macwtabax
oneparopa;

4) B WHGOpMaUMOHHOM cucteme obecrneumBaeTcs XpaHeHue 3anucem CUCTEMHbIX
XypHanoB 1 3anucen o cobblTuax GesonacHoCcTM B 060COBNEHHOM XpaHunuile, usndeckm
OTAENEHHOM OT TEXHUYECKUX CPeACTB, BXOOSALWMX B COCTaB UH(POPMALNOHHON CUCTEMBI.

CopepxaHue 6azoBoun mepbl PCB.3:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1

PCB.3 + + + +
Ycunenune PCB.3 1 1

PCB.4 PearnpoBaHue Ha c6ou npu peructpauum cobbITU 6€30NacHOCTU, B TOM YuUcne
annapartHble U NporpamMmMHble OoWwnbKK, coon B MexaHuamax cobopa nHcpopmaumm m
OOCTUXKeHUe npeaena unu nepenosiHeHMA o6bLemMa (eMKOCTU) NaMATH

Tpe6oBaHusa k peanusaumm PCB.4: B wuHpOpmMauuoHHOM cuUCTEME LOSMKHO
OCYLLECTBMATbCA pearnpoBaHne Ha cbou npu permcrtpauum cobbiTnin 6e3onacHoCcT, B TOM
yucne annapaTHble U nporpaMmMmHble owmnbku, cbonm B MexaHuamax cbopa mHdopmaumm u
AOCTXKEHUE npeaena unv nepenosiHeHnst obbema (EMKOCTU) NaMATH.

PearnposaHne Ha cbou npu peructpaumm cobbiTun 6e3onacHOCTM  AOSTKHO
npegycmaTpuBath:

npegynpexaneHve  (CurHanusauusi, UMHAMKauusl)  agMUMHUCTPATopoB O  cbosix
(anmapaTtHbIX M nporpamMMHbIX owmnbkax, cbosax B MexaHuamax cbopa uHdopmauuu wunu
nepenonHeHns oobema (EMKOCTU) NaMsTK) Npu perncTpaunm cobbiTnin 6e3onacHoCcTy;

pearnpoBaHue Ha cbou npu permctpaumm cobbiTun 6e30nacHOCTN NyTEM M3MEHEHMS
agMuUHUCTpaTopamMn napameTpoB cbopa, 3annucm u XpaHeHus mHdopmMaumm O cobbITMAX
6e3onacHoOCTH, B TOM YMCe OTKITYEHNE 3anmcn MHopmauumn o cobbiTusix 6esonacHoCTn oT
4acTU KOMMOHEHTOB MH(OPMALMOHHOW CUCTEMbI, 3anuCb MOBEPX YCTAPEBLUMX XPaHUMbIX
3anucen cobblTnin 6e30nacHOCTM.

MpaBuna wn npouenypbl pearvpoBaHna Ha cbou npu perucTpaumm CcobbITUR
6e3onacHOCTM pernamMeHTUpYTCaS B OpraHM3auWoHHO-PACNOPSAUTENbHbIX OOKYMEHTax
oneparopa no 3awmte nHpopmMauunu.

Tpe6oBaHus k ycunenuto PCb.4:

1) B MHJOpMauMOHHOM cucteme obecnedmBaeTcs Bblgaya npegynpexaeHns
agMUHUCTPATOpPy MNpW 3anofiHEHMM YCTAHOBMEHHOW OnepaTopoM YacTu (MPOLEHT wunu
dakTnyeckoe 3HayeHne) obbema namsaTM Ons  XpPaHeHWs WHgopmaumm O  CobbITUSX
BGesonacHoCTW.




2) B MWHGOPMaUMOHHOM cucteme obecnevnBaeTcsl Bblgadya npegynpexaeHns
agMuHUCTpaTopy B MacliTtabe BpeMeHu, 6rIM3KOM K peanbHOMY, NPy HAaCTYNNEHNN KPUTUYHBIX
cboeB B MexaHn3max cbopa nHdopmaLmm, onpegeneHHbIX onepaTopom;

3) B nHpopmaumnoHHon cucteme obecneuynmBaeTcs 3anpeT ob6paboTku MHpopmaumn B
crniydae annapaTHbIX UM NporpaMmHbIX ownbok, cboeB B MexaHnamax cbopa mHdopmamm
UNn AOCTMXKEHUA nNpegena unu nepenonHeHns obbema (EMKOCTM) NaMSTL.

CopepxaHue 6azoBou mepbl PCB.4:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
PCb.4 + + + +
Ycunexvne PCBb.4 1a, 2

PCB.5 MOHUTOPUHr (NPOCMOTP, aHanus3) pe3ynbTaToB perncrpauum coobITumn
6e30nMacHOCTM U pearMpoBaHue Ha HUX

Tpe6oBaHua k peanusaumm PCB.5: OnepatopoM [A0OfmMKEH OCYLLECTBNATLCSA
MOHUTOPUHT (MPOCMOTP, aHanus3) pesynbTaToB perucrpauum cobbitun 6es3onacHocTn wu
pearnpoBaHue Ha HUX.

MoHuUTOpUHI  (NPOCMOTP M aHanus3) 3anucen peructpaumuM (ayauta) [OOrKeH
NpoBOAMTLCS ANs BCeX CObbITUI, noanexawmx pernctpaumm B cooreetcteumn ¢ PCE.1, n ¢
NnepuoanYHOCTbIO, YCTaAHOBMEHHOW onepaTtopoM, W obecrneynBarollenl CBOEBpeMeHHoe
BbISIBNIEHNE NPU3HAKOB MHLMAEHTOB 6e30nacHOCTM B MH(POPMALMOHHOW CUCTEME.

B cnyyae BbiSiBNeHWe NPU3HAKOB WMHUMOEHTOB 6e30nacHOCTM B WHMOpMaLMOHHOM
CUCTEME OCYLLECTBNAETCA NNaHNPOBaHME N NPOBEAEHNE MEPONPUSATUIA MO pearMpoBaHNIo Ha
BbISIBNIEHHbIE MHUMAEHTbI 6€30NacHOCTMW.

MpaBuna wn npouenypbl MOHUTOPMHIra pes3ynbTaTtoB perucTpaumm  cobbITUn
BesonacHocTH n pearnpoBaHus Ha HUX pernameHTUpyrTCS B
OpraHn3auUnoHHO-pacnopaauTeNbHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpe6oBaHus k ycunenuto PCB.5:

1) B MHOPMALMOHHON CUCTEME LOSMKHbI 0becneymBaTbCs UHTErpaums pesynbTaToB
MOHUTOPUHra (MPOCMOTpa U aHanuaa) 3anucen pernctpauumn (ayguTa) ns pasHbiXx UCTOYHMKOB
(’KypHanoB, xpaHunuL MHdopMauum o cobbITuAX 6e30MNacHOCTU) U UX KOPPENALMS C Lenbio
BbISIBNEHNSA NHUMOEHTOB 6€30MacHOCTU N pearMpoBaHUs Ha HUX;

2) B MIHPOPMaLIMOHHOM cucTeMe obecnednBaeTcsl UHTErpaumsi NPoLLECCOB MOHUTOPUHIa
(npocmoTpa, aHanusa) pesynbTaToB perucrtpauumn cobbitun 6esonacHocTn ¢ pesynbTatamu
aHarnusa ysa3BMMOCTEN, NPOBOANUMOro B COOTBETCTBMM ¢ AH3.1, n pesynbtatamm obHapyXeHns
BTOPXXEHUI, nposoanmoro B cootBeTcTBun ¢ COB.1 C uenbi ycuneHns BO3MOXHOCTEN Mo
BbISIBNIEHWNIO NPU3HAKOB MHLUMAEHTOB 6e30nacHoCTy;

3) B WH(pOpMaUNOHHOW cucTeme obecneynBaeTca MOMMHOTEKCTOBLIN  aHanu3
NPUBUNErMPOBaHHbIX KOMaHA;

4) onepaTtopoM obecneymBaeTcs aHann3 3anncaHHbIX CeTeBbIX NOTOKOB (4aMMOB).

CopepxaHue 6azoBou mepbl PCB.5:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4

3

2

1

PCB.5

+

+

+

+

Ycunenne PCB.5

1




PCB.6 NeHepupoBaHue BpeMeHHbIX METOK U (UNN) CUHXPOHU3aLMUA CUCTEMHOIO
BpeMeHu B MH(popMaLMOHHOU cUCTEME

Tpe6boBaHusa k peanusaumm PCB.6: B wuHopmauuoHHOM cucTeMe [OOSMKHO
OCYLLIECTBMNATLCA TFEHEpPUpPOBaHME HAOEXHbIX METOK BpeMeHu U (M) CUHXPOHM3aUMs
CUCTEMHOIO BPEMEHM.

[MonyyeHne MeTOK BpeMeHu, BKYawWwux JaTy U BpeMs, UCNOoSb3yeMblX Mnpwu
reHepaumm 3anucen peructpauum (ayguta) cobbituii 6esonacHoCcTM B MHEOPMALMOHHOM
cuctemMe  OoCTUraeTca  MNocpefcTBOM  MPUMEHEHUS  BHYTPEHHWX CUCTEMHbIX 4acoB
MHOPMALNOHHON CUCTEMBI.

Tpe6oBaHus k ycunenuto PChB.6:

1) onepatopoM MHGOPMALMOHHON CUCTEMbI AOSMKEH ObiTb onpeaeneH MCTOYHUK
HaOEeXHbIX METOK BpeMeHW; B WH(OPMALNOHHON CUCTEME [OOSDKHA BbINOSHATLCS
CUHXPOHM3aLNA CUCTEMHOIO BPEMEHU C NEPUOSUNYHOCTBLIO, OnpeaesieHHOM onepaTopoM.

CopepxaHue 6azoBon mepbl PCB.6:

Mepbl 3aWmnTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOM CUCTEMBI
4 3 2 1
PCE.6 + + + +
Ycunenne PCB.6 1

PCB.7 3awuTta nicpopmaumm o cobbITUAX 6e30nacHOCTU

Tpe6oBaHua k peanusauum PCB.7: B wuHdOpMauUMOHHOW CUCTEME OOSBKHA
obecneumBaTtbcs 3amTa nHpopmaumm o cobbiTUsIX 6e3onacHOCTu.

3awmta uHdopmauumn o cobbiTnax GesonacHoCTM (3anucax pernctpauun (aygura))
obecneunBaeTca NpUMEHeHMeM Mep 3awuTbl MHOPMaLMM OT HEnpaBOMEPHOro AO0CTyna,
YHUMTOXEHUA UM MoanpuumpoBaHus, ornpedeneHHblX B COOTBETCTBUMM C  HACTOALWLMM
METOAMNYECKMM JOKYMEHTOM, U B TOM YMCIE BKMNOYAET 3alLnNTy CPeacTB BEAEHUSI pernctpaumm
(ayouTa) n HacTpoek MeEXaHM3MOB pernctpaumm cobbiTUN.

HdocTtyn Kk 3anucsam ayamta M QYHKUMAM YNpaBfeHUs MexaHu3MaMu perucrpaumm
(ayguTa) gormkeH NpeaocTaBnNATbCHA TOMbKO YNOTHOMOYEHHbBIM JOSPKHOCTHLIM L aM.

MpaBuna wn npoueaypbl 3awWnTbl  MHGOpPMaUMM O CobbITUAX 6GesonacHOCTU
pernaMeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMeHTax onepartopa no
3awmTe nHopmaumn.

Tpe6oBaHus k ycunenuto PCB.7:

1) B MHOpMauUMOHHON cucTeme obecnevmBaeTCs pe3epBHOE KOMMpPOBaHWE 3anucen
pernctpauuu (ayaura);

2) B UH(pOpMALMNOHHON cucteme obecneynmBaeTca pe3epBHOE KONMUPOBAHWE 3anucen
pernctpauuun (ayguta) Ha HOCMTenu OAHOKPATHOW 3anucn (HenepesanucbiBaeMble HOCUTENM
NMHpopmauun);

3) B WH(OpMaLMOHHON cucteme ansa obecneyeHust LenocTHOCTU uHdopMaumm o
3aperncTpmpoBaHHbiX CObbITUSAX ©Ge30NacHOCTM OOIKHbI MPUMEHATBCS B COOTBETCTBUM C
3akoHogaTenbcTBoM Poccunckon denepaumm kpyntorpaduieckne Metoapl;

4) onepartop npefocTasnseT OOCTYN K 3anucam permctpaumm cobbituin 6e3onacHocTu
(ayouTa) orpaHM4eHHOMY Kpyry agMMHUCTPaTOPOB.

CopepxaHue 6aszoBou mepbl PCB.7:

\ Mepa 3awunTbl HopMmaLnmn \ Knacc 3awmeHHoCcT MHopMaLMOHHON CUCTEMBI




PCB.7 + +

+
+

H

Ycunernune PCB.7 1

PCB.8 ObecneyeHmne BO3MOXHOCTU NPOCMOTpPA U aHanu3a uHcpopmauum o AeUCTBUSAX
oTAenbHbIX Nofib3oBartenen B UHPOPMaLIMOHHON cUCTEME

Tpe6oBaHusa k peanusauun PCB.8: B nHpopmMaLUMOHHON cUCTEME O0SMKHA UMETbCS
BO3MOXHOCTb MPOCMOTpA 1 aHanusa nHopmaLumm o JeENCTBUAX OTAESbHbIX NONb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

CBegeHus 0 OenCcTBUAX OTAENbHbIX Mofib3oBaTenen B MHGAPOPMALWMOHHOW cucTeme
AOSTDKHbI  NPefoCTaBNATLCA  YMNOMHOMOYEHHbLIM  JOSPKHOCTHBIM fnuyaM  Ans npocMmoTpa U
aHanusa c uernbio paccrnefoBaHus NPUYUH BO3HUKHOBEHUS MHUMOEHTOB B MH(OPMaLMOHHOM
cucteme B COOTBETCTBMU C 3akoHoaaTenbcTtBoM Poccuickon ®egepaumn.

lMpaBuna n npouenypbl NPOCMOTPa MU aHanuMsa MHPOPMaLNN O AENCTBUAX OTAENbHbIX
nosib3oBaTernien pernaMmeHTUpyrTCa B OpraHu3auMOHHO-pacnopaguTenbHbIX  JOKYMEHTax
oneparopa no 3awute nHpopmaunn.

Tpeb6oBaHus k ycunenuto PCB.8:

1) B WH(ppOpMaUMOHHOW cuUcTeMe [ofmkHa ObiTb obecnevyeHa BO3MOXHOCTb
aBTOMaTU3NPOBaHHON 06paboTKkn 3anncen pernctpaunm (ayauta) cobbiTuim 6e3onacHOCTU Ha
OCHOBE KpuUTepmneB n3bupaTtensHOCTH.

CopepxaHue 6aszoBon mepbl PCB.8:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
PCB.8
Ycunenune PCB.8

3.6. AHTBMpycHas 3awmTa (AB3)

AB3.1 Peanusauusa aHTUBUPYCHOW 3aLLUUTbI

Tpe6oBaHua k peanusaumm AB3.1: Onepatopom pomkHa obecneymBaTbCs
aHTMBMPYCHas  3awmTa  MHMOPMAUMOHHOM  CUCTEMbI, BKMYawwasi obHapyxeHue
KOMMbIOTEPHbIX NPorpaMMm finbo MHOW KOMMbIOTEPHON MHAOPMaLUK, NpegHa3HavYeHHbIX AN
HECaHKUMOHUPOBAHHOIO  YHUYTOXEHUd, 6nokupoBaHus, Mogudukaumm,  KONMpoBaHUS
KOMMbIOTEPHOM MHAOPMaUUM UM HeuTpanusauum cpeacTs 3alnTbl MHOpMaUMK, a Takke
pearmpoBaHue Ha obHapyXeHne aTux NporpaMmm U nHopmaumn.

Peannsauusa aHTUBUPYCHOW 3aLLMTbl AOSDKHA NpeaycMaTpuBaTh:

NPUMEHEHNEe CpPeacTB aHTMBMPYCHOM 3alUuMTbl Ha aBTOMAaTM3MPOBAHHBLIX Paboymx
MecTax, cepBepax, nepuMeTparnbHbIX CpeacTBax 3awutbl MHGOpMaumm (cpencreax
MEXCETEBOIo 3KpaHUPOBAHUS, MPOKCU-CepBepax, MOYTOBbLIX LUMK3ax U APYrnx cpencrsax
3aWnTbl MHOPMaLMK), MOBUIbHBIX TEXHUYECKMX CPeacTBaxX U WMHbIX TOYKax AocTyna B
MHAOPMALMNOHHYID CUCTEMY, MNOABEPXKEHHbIX BHEAPEHUIO (3apakeHuo) BpeLOHOCHbIMU
KOMMbIOTEPHbIMM  MporpaMmamu  (BMpycamu) 4Yepe3 CbeMHble MAaLWHHbIE HOCUTENK
MHpopMaUUN NN ceTeBble MOAKIOYEHNA, B TOM 4MUCre K ceTaM obLero norib3oBaHus
(BNOXEHMS 9NEKTPOHHON NOYThI, BEG- 1 Apyrne ceTeBble CEPBUCHI);




YCTaHOBKY, KOHUIypupoBaHMe 1 ynpasreHme cpeacTBamMmm aHTUBMPYCHOW 3aLUMThI;

npegoctaBneHne [ocTyna CcpeacTtBamM  aHTMBUPYCHOM  3aliMTbl K obbekTam
MHPOPMALMOHHON CUCTEMbI, KOTOpPble LOMKHbI ObITb MOABEPrHYTbl MPOBEPKE CPEACTBOM
aHTUBMPYCHOWN 3aLUnThl;

npoBedeHe nepuoandecknx MnpoBEPOK KOMMOHEHTOB WHM(OPMALUMOHHOW CUCTEMDI
(aBTOMaTM3NpOBaHHbIX paboymx MecT, CepBepoB, APYrMX CPEACTB BbIYUCIIUTESNTbHON TEXHUKN)
Ha HanuyMe BpPeOHOCHbLIX KOMMNbIOTEPHBIX NPOrpaMm (BUPYCOB);

npoBepky B MacwTtabe BpemeHu, 6nn3koMm K peanbHOMy, obbekToB (thannos) u3
BHELUHUX MCTOYHMKOB (CbEMHbIX MaLLUMHHbIX HOCUTENEN MHAPOPMALMKN, CETEBBIX MOAKIIOYEHUN,
B TOM 4ucne K ceTam obLLero nonb3oBaHus, U OPYrMx BHELUHUX UCTOYHMKOB) Mpu 3arpyske,
OTKPbITUM UMW UCMONHEHNN Takux Oannos;

onoBelleHne agMuMHUCTpaTopoB 6Ge3onacHOCTM B MacwTabe BpeMeHun, GrmM3koMm K
peanbHoMy, 06 06HapyXeHU Bpe4OHOCHbLIX KOMMbIOTEPHbLIX MPOrpaMm (BUPYCOB);

onpegerneHve W BbINOMHEHME [OENCTBUW MO pearMpoBaHUIio Ha oObOHapyxeHue B
WHPOPMAUMOHHON  cucTemMe OObBbEKTOB, MOABEPrLUMXCA  3apaXEeHWo  BPeLOHOCHbIMU
KOMMbIOTEPHLIMW NporpaMmmamu (BUpycamm).

MpaBuna 1 npouenypbl aHTUBMPYCHOM 3awnTbl  MHEPOPMAUMOHHOMW  CUCTEMDI
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHblX OOKyMeHTax onepartopa no
3awmrTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro AB3.1:

1) B UHPOPMALMOHHON cUCTEME OOSMKHO obecrneynmBaTbCa NpefocTaBreHne npas no
yrnpasneHuio (a4MUHUCTPUPOBAHUIO) CpeacTBaMuM aHTUBUPYCHOW 3alimTbl agMUHUCTPaTopy
BesonacHocTy;

2) B WHQOPMAUMOHHOM CUCTEME [LOSMKHO obecneunmBaTbCa LEHTpann3oBaHHOE
ynpaeneHne (ycTaHOBKa, yganeHue, OOHOBMeHMEe, KOHUIypupoBaHME WU  KOHTPOSb
aKkTyanbHOCTU Bepcuin nporpaMmHoro obecnevyeHuss CpeacTB aHTMBUPYCHOW  3aliuUThbl)
CpeAcTBaMU aHTUBMPYCHOW 3aLMTbl, YCTAHOBIIEHHbIMW HAa KOMMOHEHTaX MHGOPMAaLMOHHON
cucTeMbl (cepBepax, aBTOMaTU3NPOBaHHbIX paboymx mecTax);

3) onepaTtopoM JosmkeH obecneynBaTbCs 3anpeT UCNOSb30BaHMA CbeMHbIX MalLMHHbIX
HocuTenem uHdopmMauuKn, KOTopble  MOTYT  SABAATbCA  MCTOYHMKAMM  BPEOOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm (BUPYCOB);

4) B MH(POPMALIMOHHOM CUCTEME LOSMKHO 0bGecneumBaTbCsl MCMONb30BaHNE HA Pa3HbIX
YPOBHAX  WMH(POPMALMOHHOW  CUCTEMbI  CPEeACTB  aHTMBUPYCHOW  3alumTbl  pasHbIX
npousBoguTeneu;

5) B  uH(OpPMaUMOHHOM  cucTemMe  JOMKHbl — obecrneymBaTbCs  NpoBepKa
paboTocnocobHOCTK, akTyanbHOCTb 6a3sbl OaHHbIX MPU3HAKOB KOMMbIOTEPHbBIX BUPYCOB U
BEpCUKN NporpaMmHoro obecnevyeHms CpeacTB aHTMBUPYCHOW 3aLLMUTbI;

6) B WH(MOPMaAUMOHHOM cucTemMe [ormkHa obecnevmBaTbCs MpoBepka OOBLEKTOB
annoBon cUCTeMbl CPEACTBOM aHTMBUPYCHOM 3aLUUTbl 40 3arpy3kun onepaLmoHHON CUCTEMBI;

7) B UH(POPMALMOHHON cUCTEME AOSPKkHA obecneymBaTbCs perncrpaumnsa cobblTun o
HeycnewHom o6HoBNeHMM 6a3bl 4aHHbIX MPU3HAKOB BPEAOHOCHbBIX KOMMbIOTEPHBLIX NPOrpamMm
(Bupycos);

8) onepatopoMm formkHa obecneynMBaTbCs aHTMBMPYCHas 3awuTta Ha 3Tane
MHUUManu3auum MMKPonNporpaMmMHoOro obecneyeHns cpeactaa BblYUCTIUTENBHON TEXHUKN.

CopepxaHue 6aszoBon mepbl AB3.1:

Mepa 3awwunTbl HDOpMaLnn Knacc 3awmeHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
AB3.1 + + + +
Ycunernune AB3.1 1 1,2 1,2




AB3.2 O6HoBneHue 6a3bl AaHHbIX NPU3HAKOB BPeAOHOCHbLIX KOMMbIOTEPHbLIX NPOrpaMmm
(Bupycos)

TpeboBaHua k peanusaumm AB3.2: OnepaTopom [OMKHO 6bITb 0GecneyeHo
obHoBMeHNe 6a3bl AaHHbIX NMPU3HAKOB BPEOOHOCHbLIX KOMMbIOTEPHLIX NPOrpamMmm (BUpYyCoB).

O6HoBneHne 6a3bl AaHHbIX MNPU3HAKOB BPELOHOCHBLIX KOMMBbIOTEPHbLIX MNPOrpamMm
(BMpycoB) OOMKHO NpeaycMmaTpuBaTh:

nonyyeHne yBeOOMNEHUMN O HeoBXOAMMOCTM OOHOBNEHUA UM HenocpenCcTBEHHOM
0obHOBMNEHNN 6a3bl AaHHbBIX NMPU3HAKOB BPEOOHOCHbLIX KOMMbIOTEPHLIX NPOrpamMmm (BUpPYyCoOB);

nonyyYeHne mn3 [OBEPEHHBLIX MCTOYHMKOB WM YCTAHOBKY OOBHOBNEHWN 6asbl OaHHbIX
NPU3HaKoB BPEeAOHOCHbLIX KOMMbIOTEPHbIX MporpaMmm (BUpPYyCcoB);

KOHTPOSfb LIENOCTHOCTU OOHOBReHMn 6asbl  AaHHbIX NPU3HAKOB  BPEOOHOCHbIX
KOMMbIOTEPHLIX NpOrpamMm (BMpPYycoB).

MpaBuna u npoueaypbl O6HOBMNEHWMss 6asbl AaHHbIX MNPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX nporpamm (Bupycos) pernameHTUpyrTCS B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX JOKYMEHTax onepaTtopa no 3awmTte MHopMaumm.

Tpe6oBaHus K ycunenuro AB3.2:

1) B WHGOPMAUMOHHOM cUCTEME [LOIMKHO obecneynBaTbCa LEeHTpann3oBaHHOE
ynpasrieHne obHoBneHnem 6a3bl AaHHbIX MPU3HAKOB BPELOHOCHbLIX KOMMNbIOTEPHBIX NPOorpamMm
(Bupycos);

2) B MHGPOPMALMOHHOM cUCTEME [OMMKHO obecneuynBaTbCs aBTOMATU4ECKOE
o6HoBNeHne 6asbl AaHHbIX NPU3HAKOB BPEAOHOCHbBIX KOMMbIOTEPHbLIX NPOrpamMm (BUPYCOB) Ha
BCEX KOMMNOHEHTaX MH(POPMaLMOHHOM CUCTEMBI;

3) B UHPOPMALMOHHOM CUCTEME AOSMKEH obecneymBaThbCs 3anpeT N3MeHeHU HaCTPoeK
cUCTeMbl OBHOBNEHNA 6asbl JaHHbIX NPU3HAKOB BPELOHOCHbLIX KOMMbIOTEPHbLIX MpOorpaMm
(BUpyCcoOB) Ha aBTOMAaTU3MPOBAHHbIX pabovnx MecTax n cepeepax;

4) B MH(boOpMaLMOHHON cUCTEME [OfmkKHa obecneumBaTbCAa BO3MOXHOCTbL BO3BpaTa
(oTkaTa) Kk npegblgywmm  obHoBneHuMaAM  6asbl  AaHHbIX  NPU3HAKOB  BPEOOHOCHbIX
KOMMbIOTEPHLIX NpOrpamMmm (BMpPYycoB).

CopepxaHue 6azoBon mepbl AB3.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1

AB3.2 + + + +

Ycunexnne AB3.2 1 1

3.7. O6HapyxeHue BTopxKeHun (COB)

COB.1 O6HapyxeHne BTOpPXKEeHUN

TpeboBaHua k peanusauum COB.1: Onepatopom AomkHO obecnevmBaTbCA
obGHapyxeHne (NpeaoTBpalleHNe) BTOPXKEHUN (KOMMbIOTEPHbLIX aTak), HanpaBfieHHbIX Ha
npegHamMepeHHbli  HECAHKUMOHMPOBAHHbBIA  AOCTYyNn K MHOpMauuu,  cneumanbHble
BO3AENCTBUS HA WHpopmauuio (HocuTenu wHdopmauun) B uUensx ee [obbiBaHus,
YHUMTOXEHUS, UCKaXEHNS M OnoKMpoBaHWSA AOCTyna K HeW, C UCMNONb30BaHMEM CUCTEM
0OHapy>XeHUs1 BTOPXKEHUN.




MpuMmeHsieMble cuCTEMbl OBHapYXEHUSA BTOPXXEHWN AOSMKHbI BKMHOYATb KOMMOHEHTbI
permctpauum cobbitmn  6e3onacHOCTU  (OaTyMKM), KOMMOHEHTbl aHanmM3a  CobbITUN
6e3onacHOCTM M pacno3HaBaHWsl KOMMbIOTEPHbLIX aTak (aHanu3aTopbl) U 6asy peluaroLmx
npaBun, cogepaLlyro MHPOPMaLMIO O XapaKTepHbIX NPU3HaKax KOMMNbIOTEPHbIX aTak.

O6HapyxeHune (NpeaoTBpaLleHNE) BTOPXKEHNA LOMKHO OCYLLECTBATLCA Ha BHELLHEN
rpaHvue MHAPOPMALMOHHON CUCTEMbI (CUCTEMbI OBHapYXeHUsI BTOPXEHWA YPOBHA CETU) U
(M) Ha BHYTPEHHUX y3nax (CUCTEMbl OBHapPYXEHMUSI BTOPXKEHWA YPOBHA y3ra) CerMeHTOB
WH(POPMALNOHHON CUCTEMbI (aBTOMaTU3NPOBAHHbLIX paboynmx MecTax, cepBepax U WUHbIX
y3nax), onpeaensemblx onepaTopom.

MpaBa no ynpaBneHuto (agMMHUCTPUPOBAHUIO) cCUCTEMaMN OBHaPYXEHUA BTOPXEHUI
AOJIMKHbI NPeA0CTaBNATLCS TOMBKO YNOMHOMOYEHHBIM AOSPKHOCTHLIM fLaM.

Cuctembl 0OHapyxeHuUst BTOPXEHUM [O0SMkHbl obecneynBaTb pearMpoBaHMe Ha
OoBGHapyXeHHble W pacno3HaHHble KOMMbIOTEPHbIE aTakm C y4eTOM OCOOeHHOoCTeN
PYHKUMOHNPOBAHNA NHAOPMALIMOHHBLIX CUCTEM.

MpaBuna n npouenypbl 06HapyXeHUs (NpeaoTBpaLLEHNS) BTOPXKEHUIN (KOMMNBIOTEPHbIX
aTak) pernameHTUpYHTCS B OpraHn3aumoHHO-pacnopsaamTenbHbIX AOKYMEeHTax onepartopa no
3awmrte nHpopmaumn.

Tpeb6oBaHus kK ycunenuro COB.1:

1) onepatopom obecneynBaeTcsi NPUMEHEHME CUCTEM OOHapPYXXeHUsT BTOPXEHUN
YPOBHSA ceTu, obecneumBatomx cbop 1 aHanma nHpopmaumm o6 MHPOPMaLMOHHBIX MOTOKAX,
nepegaBaeMblX B paMKax cermeHTa (CermeHToB) MHPOPMaLMOHHON CUCTEMBI;

2) B MH(opMaUMOHHON cucTteme obecnevmBaeTCs LIEHTPAnM30BaHHOE YynpaBrieHne
(aAMUHUCTPMPOBAHNE) KOMMOHEHTAMM CUCTEMbI OBHAPY>KEHUS BTOPXKEHWUN, YCTAaHOBIIEHHbIMU
B pasnnyHbIX CerMeHTax MHPOPMaLNOHHON CUCTEMBI;

3) obHapyxeHue n pearnpoBaHue (yBedoMrieHne agMumHucTpatopa 6esonacHocTw,
GnokupoBaHne Tpaduka U UHble OENCTBUA MO pearMpoBaHMi0) Ha KOMMNbIOTEPHbIE aTaku B
MacwTabe BpeMeHn, 65IM3KOM K peasibHOMY;

4) 3awmrta MHpopmMaummn, cobpaHHOM U CreHepMpOBaHHOW CUCTEMOM OBHapyXeHus
BTOPXXEHUI, OT HECaHKLMOHNPOBAHHOIO AOCTYNa, MognduKaumm n yganeHus;

5) onepaTtopomM WMHMPOPMALMOHHOM cuCTEMbl obecrneymBaeTcss NPUMEHEHNE CUCTEM
oGHapyXeHWsi BTOPXXEHMI YPOBHSA y3ra Ha aBTOMaTU3MPOBaHHbIX pabounx MecTtax n cepsepax
MHGOPMaLMOHHOW CUCTEMDI;

6) onepaTtopoM MHGOPMALMOHHON CUCTEMbI ObecneymBaeTcs NPUMEHEHUE CUCTEM
oOHapy>XeHns1 BTOPXXEHUIN Ha NPUKNagHOM ypoBHe 6a30BOKM 3TaNOHHOW MOAENV B3aUMOCBSA3MN
OTKPbITbIX CUCTEM.

CopepxaHue 6azoBon mepbl COB.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

COB.1 + +
Ycunenne COB.1 2 2

COB.2 O6HoBnEeHMe 6a3bl pelaroLWwmux NnpaBun

Tpe6oBaHusa k peanusaumm COB.2: OnepaTopoM [JOMKHO obecneymBaTbCs
oBGHoBNeHne 6a3bl peluarLwmnx NpaBu CUCTEMbI OBHAPYXXEHUS BTOPXKEHWUN, NMPUMEHAEMON B
WHGOPMAaLNOHHOWN CUCTEME.

O6HoBneHne 6asbl pelarlwmx npaBusl cUCTEMbl OBHapPYXEHUS BTOPXEHUA O0SHKHO
npegycmaTpmuBathb:




nonyyeHne yBeAOMNEHUN O HeoBXOAMMOCTM OBHOBNEHWA M HenocpenCcTBEHHOM
oOHOBMNEHNN Basbl peLlaroLmMx NpaBusl,

nonyyeHne M3 AOBEPEHHbIX UCTOYHWKOB W YCTaHOBKY OBOHOBNEHWM 6asbl peluatoLimx
npasum;

KOHTPOJb LLeNOCTHOCTN 0B6HOBMNEHMI 6a3bl peLuatoLmx npasun.

Mpasuna n npouenypbl 06HOBNEHUs 6asbl peluaroLmMx NpasBui perfiameHTUpyTCca B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX AOKYMEHTax onepaTtopa no 3awuTte nHopmaumn.

Tpe6oBaHus kK ycunenuro COB.2:

1) B MHGPOPMaALUMOHHON CUCTEME [OIMKHO obecneymBaTbCs LEHTpanM3oBaHHOE
yrnpasrieHne obHoBNeHnem 6asbl peluatoLmx npaBu CUCTeMbl OBHAPYXEHNA BTOPXKEHWUI;

2) B WH(MOPMAUMOHHOM cucTemMe [JormkHa obecnedmBaTbCs  BO3MOXHOCTb
pefaktMpoBaHus 6asbl pewatrowmx npasun (gobaBneHne u (MnNn) UCKIKOYEHME peLLatoLLmnX
npaBun) CO CTOPOHbI YMOMHOMOYEHHbIX AOSMKHOCTHbIX Nny  (agMWHUCTPATOpPOB) ANA
npegoTBpaLleHns onpeaeneHHbIX onepaTtopoM KOMMbITEPHbIX aTak U (UnM) coKpalleHus
Harpy3kMm Ha MHAOPMALMOHHYKD CUCTEMY, a Takke MUHUMU3AUUU FOXHbIX cpabaTbiBaHWM
CUCTEMbI OBHapPY>KEHUSA BTOPXEHWM;

3) onepatopoM = WH(POPMALMOHHOM  CUCTEMbl  YCTaHaBnMBaeTCss  NOPSAOK
pegaktnpoBaHusa 6asbl pelsarowmx npasun. B cnyyae pepaktnpoBaHus 6asbl peluaromx
npaBun 3anucb 06 3ToOM coBbITUM C yKazaHMEM MPOU3BEAEHHbIX U3MEHEHUIN DUKCUPYETCs B
COOTBETCTBYIOLLEM XYypHane perncrpauun cobbiTnin 6esonacHocTu.

CopepxaHue 6azoBon mepbl COB.2:

Mepa 3awwuTbl MHOpPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

COB.2 + +
Ycunenune COB.2 1,2,3

3.8. KoHTponb (aHanus) 3awmweHHocTn nHpopmaumm (AH3)

AH3.1 BbisiBneHue, aHanus3 u yctpaHeHue ya3BMMocTem MH(popMaLMOHHON CUCTEMbI

Tpe6oBaHua k peanusaumm AH3.1: OnepaTtopoM [OMMKHbI OCYLLECTBIATLCS
BbIsiIBfieHNE (MOUCK), aHanu3 n ycTpaHeHne ysa3BuMOoCcTen B UHOOPMALMOHHOW CUCTEME.

Mpn BbIABNEHUN (MOUCKE), aHaNM3e 1 yCTpaHeHUN YS3BMMOCTEN B MHAOPMALMOHHOM
cucTeMe OOMKHbI MPOBOAUTLCS:

BbisiBNEHNEe (NOUCK) YSI3BUMOCTEW, CBS3aHHbIX C OwwMbKamuM Koga B MPOrpaMMHOM
(MukponporpammHom) obecrneyeHnmn (OBLLECUCTEMHOM, NPUKITAAHOM, CneumansHOM), a Takke
nporpammHoM obecneyeHnn cCpeacTts 3almTbl MHPOPMaLNN, NPABUIBHOCTLIO YCTAHOBKU U
HacTPOMKM CpeacTB 3awuTbl MHGOPMaUUK, TEXHUYECKMX CpeactB U NporpaMmHOro
obecneyeHnsa, a Takke KOPPEKTHOCTbIO paboTbl CPeacTB 3almTbl MHOPMALMM NPU KX
B3aMMOAENCTBUM C TEXHUYECKMMU CPESCTBAMU U NpOrpaMmMHbIM obecrneyeHmnewm;

pa3paboTka no pesynbTaTaM BbISBEHUS (NOUCKA) YA3BMMOCTEN OTHYETOB C ONMCAHNEM
BbISIBMIEHHbIX YSI3BUMOCTEN 1 NIaHOM MEPOMNPUATUIA MO UX YCTPAHEHMUIO;

aHanun3 oT4eTOB C peasynbTaTamu Moucka YA3BUMOCTEN U OLIEHKM [A0CTaTOYHOCTU
peann3oBaHHbIX Mep 3aLnTbl MHpopMaumu;

yCTPaHEHME BbISIBIIEHHbIX YA3BMMOCTEN, B TOM 4YuMChe NMyTeM YCTaHOBKW OBGHOBMEHWI
nporpammHoro  obecneyeHns  cpeacTB  3awmMTbl  MHopmauuu,  obLiecucteMHOro
nporpammHoro  obecnevyeHnsi,  MNPUKNagHOro  nporpammHoro  obecnedeHuss  unu




MUKPONPOrpaMmMHoro obecneveHnst TEXHUYECKUX CPeACTB;

MHOPMUPOBaHME OOSPKHOCTHBIX N, onepaTopa (nonb3oBaTenen, agMMHUCTPATOPOB,
nogpasgeneHus no 3awuTte MHopMauum) O pesyrnbTaTtax Noucka yA3BMMOCTEN M OLIEHKM
AOCTaTOYHOCTU peann3oBaHHbIX Mep 3alnTbl MHOPMaLUK.

B kadectBe  UCTOYHMKOB  uMHGOpMaumm 06  yA3BMMOCTAX  MCMOMb3YTCA
onybrnvkoBaHHble AaHHble pa3paboTymKkoB CpeaCcTB 3almTbl MHOPMaLMK, ObLLECUCTEMHOTrO,
NPUKNagHoro 1 cneynanbHOro NporpaMmMHOro obecneyeHns, TEXHNYECKUX CPeacTB, a Takke
apyrne 6a3sbl AaHHbIX YA3BMMOCTEN.

BbisiBneHne (nouck), aHanua3 n ycTpaHeHue YA3BMMOCTEN OOSMKHbl NPOBOAUTHCHA Ha
aTanax cosfaHus n akcnnyaTauum MHOpPMaLUMOHHOM cucTeMbl. Ha aTane akcnnyataumm nonck
N aHanu3 yas3BMMOCTEN MPOBOAUTCS C NEPUOLUNYHOCTBIO, YCTaHOBIIEHHON onepaTopom. [pu
39TOM B 0bs3aTeNnbHOM Mopsake ANns KpUTUYECKUX YSA3BUMOCTEN NPOBOAUTCA MOUCK U aHanms
ysI3BUMOCTEWN B Crly4ae onybnmkoBaHus B 06LWef0CTYMNHbIX MICTOYHMKAX MHADOPMaLIMM O HOBbIX
YSI3BUMOCTSIX B CpeacTBaXx 3alinTbl MHOpMaLUK, TEXHUYECKUX CpeacTBax M NporpaMmMHOM
obecneyeHnn, NpMMEHIEMOM B MHCPOPMALMOHHOM CUCTEME.

B cnyyae HEBO3MOXHOCTU YCTPaHEHUS BbISIBNIEHHbIX YA3BMMOCTEN MyTEM YCTaHOBKM
OBGHOBNEHNI NporpaMmHoro obecneveHnss CpeacTs 3almTbl MHpopMauun, obLLEeCUCTEMHOIO
nporpammHoro  obecneyeHnsi,  MNpPUKNagHOro  nporpamMmHoro  obecnedyeHus  unu
MUKPOMNPOrpaMMHOro oGecneyeHnsa TEXHUYECKMX CpeacTB HeobxoaMmo npeanpuHATb
Aenctemst (HaCTPOWMKM CPedcTB 3almTbl MHOpMauMn, U3MEHEHWE pexuma W nopsigka
NCNonb3oBaHMa MHHPOPMALMOHHOW CUCTEMbI), HanpaBfieHHble Ha YCTPaHEHNE BO3MOXHOCTM
NCNOSIb30BaHMWS BbISIBIIEHHbIX YSA3BUMOCTEMN.

OnepaTopoM [OOSMKHbI OCYLLECTBNATLCHA MNOMyYeHWE M3 OOBEPEHHbIX UCTOYHMKOB M
yCTaHOBKa 0OHOBMEHNN 6a3bl NPM3HAKOB YSI3BMMOCTEN.

MpaBuna 1 npouenypbl BbISBMEHMS, aHanuM3a W YCTPaHEHUs  YyA3BMMOCTEWN
pernaMeHTUpyTCaS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus Kk ycunenmro AH3.1:

1) onepaTtopom obecneunBaeTcss UCNONb3OBaHWE AN BbisSBreHUs  (Noucka)
YA3BMMOCTEN CPEeACTB aHanui3a (KOHTPOns) 3awMueHHOCTU (ckaHepoB 6e3onacHocTu),
UMEKLWMNX CTaHAApPTM30BaHHbIe (YHUUUMPOBAHHbLIE) B COOTBETCTBMM C HaUMOHANbHbIMU
cTaHOapTaMmy oOnucaHue W nepevHu nporpaMmMHo-annapaTHblX MnatgopM, YsS3BUMOCTEN
nporpamMmmHoro obecneveHuns, oWMBOYHbIX KOHUrypaumn, npaBusn onucaHus ysa3BMMOCTEN,
NMPOBEPOYHbIX CMUCKOB, NpoLeayp TECTUPOBAHUSA U A3blka TECTUPOBAHUSA MHEAOPMAaLMOHHON
CACTEMbl Ha HanuMune YA3BUMOCTEMN, OLEHKM MOCNeaCTBUN YSI3BUMOCTEW, WMEHLLNX
BO3MOXHOCTb OnepaTMBHOro 06HOBEHMS 6a3bl JaHHbIX BbIABNAEMbIX YA3BUMOCTEMN;

2) onepaTop AO0JMKEH YTOYHATb NepeyYeHb CKaHUPYeMbIX B MUH(POPMaLMOHHON cucteme
YSI3BUMOCTEWN C YCTaHOBIEHHOW MM NEPUOSNYHOCTBIO, a Takke nocne nossneHus nHopmaumm
O HOBbIX YSI3BMMOCTSIX;

3) onepatopom onpegensieTcs MHgopmMaumsi 06 MHPOPMALIMOHHON CUCTEME, KOoTOopas
MOXET CTaTb U3BECTHOM HapYLUMTENSAM U UCNONb30BaHa UMK A5 3KCNnyaTauum ysa3BumMocTen
(B TOM ymncne ya3BuMocTen "HyrneBoro gHA" - ya3BMMOCTEN, ONUCaHne KOTOpbIX OTCYTCTBYET B
Gasax [OaHHbIX pa3paboTuMkoB CpPeAcTB  3awuTbl  MHGOpMaLMKM, O6LLECUCTEMHOrO,
NPUKNagHOro W crneuuanbHOro nporpaMmMHoOro obecnevyeHusi, TEXHUYECKUX CPeacTB), U
NPUHAMAKOTCA  Mepbl MO  CHWKEHUIO  (MCKNIYEHMIO) MOCNeacTBUM  OT  3KcnnyaTauuu
HapyLWNTENSAMN HEYCTPaHUMbIX YA3BUMOCTEN;

4) onepaTopoM npeaocTaBnsieTcs OOCTYN TONMbKO aaMMHUCTpaTopam K YHKLMAM
BblSIBMIEHUA  (Moucka) ysa3BMMOCTen (MpefocTaBneHue Tako BO3MOXHOCTM  TOSbKO
agMuHucTpaTopam 6e3onacHoCTh);

5) onepatopoM NPUMEHAIOTCA aBTOMATU3MPOBAHHbIE CpeacTBa ANd CpaBHEHUS



pes3ynbTaTtoB CKaHUMPOBaHUS YA3BMMOCTEW B pasHble nepuodbl BpeMeHW [Ans aHanusa
N3MEHEHNSA KONNYECTBa U KraccoB (TUMNOB) YA3BMMOCTEN B MH(POPMAaLIMOHHON CUCTEME;

6) onepaTtopoM MPMMEHSIIOTCA aBTOMaTM3MpPOBaHHbIE CpeacTBa Ans obHapyXeHus B
WH(OPMALNOHHON CUCTEME HepaspeLleHHOro nporpammHoro obecneyeHnsi (KOMMOHEHTOB
nporpamMmmHoro obecneyeHuns) 1 yBegomneHnsa o6 3ToM ynonHOMOYEHHbIX SOMKHOCTHbBIX NNL,
(agMuHncTpaTtopa 6e3onacHoOCTN);

7) onepaTopoM MPOBOAUTCA aHanu3 XXypHarnoB perncrpauumn cobbiTuii 6e30nacHOCTM
(KypHana ayguta) B Uenax onpegerneHusi, 6binn nNn BbISBNEHHbIE YS3BUMOCTUM paHee
NCcnosb3oBaHbl B MHPOPMAaLMOHHOM cucTemMe Ans HapyleHnsa 6e3o0nacHOCTU MHopMauuu;

8) onepatopom obecrneuymBaeTcsa NPoBeLEHME BbIABIEHUA YA3BMMOCTEN "HYNEeBOro
AHSA", O KOTOpbIX CTano M3BECTHO, HO WHOPMauUUs O KOTOPbIX He BKMKYEHa B CKaHepbl
YA3BUMOCTEN;

9) onepaTopom obecneyMBaeTCca NpPOBEAEHME BbISIBIEHUS HOBbIX YA3BUMOCTEWN,
NMHpopMauusa 0 KOTOPbIX He onybrvkoBaHa B 06LLEeAO0CTYMNHbIX UCTOYHUKAX;

10) onepaTopoM [OMKHO OCYLLECTBIATLCS BblBNeHUe (MOUCK) YA3BUMOCTEN B
NHOPMaLNOHHOW CUCTEME C NCMOSNb30BaHNEM YYETHbIX 3anucen Ha CKaHUpPyeMbIX pecypcax;

11) onepaTopoM JOMMKHO UCMONb30BaTbCHA TECTUPOBaHME MHGOPMALVNOHHOW CUCTEMBI
Ha NPOHWKHOBEHME.

CopepxaHue 6azoBon mepbl AH3.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
AH3.1 + + +
Ycunenne AH3.1 1,4 1,2, 4 1,2,4,7

AH3.2 KOHTpOnb ycTaHOBKU OOHOBIIEHMW NPOrpaMMHOro obecne4vyeHus, BKovas
nporpamMmHoe obecnevyeHune cpeacTB 3aWmTbl MH(popMaL MK

TpeboBaHus k peanusaumm AH3.2: OnepaTopoM OOMKEH OCYLLECTBNATLCS KOHTPOSb
yCTaHOBKN OBHOBMEHMI NpOrpaMMHOro obecneyeHuns, Bko4vas nporpaMmHoe obecrnedeHne
CPeAcTB  3aluTbl  UHGOpMauunm un nporpammHoe obecneyeHne 6Gas3oBOW CUCTEMDI
BBOAA-BbIBOAA.

OnepaTtopoM [OMKHO OCYLLECTBNATLCS MOSlyYEHNE U3 [LOBEPEHHbIX WCTOYHUKOB U
yCcTaHOBKa OOHOBMEHMI NPOrpaMMHOro obecneyeHuns, Bko4vas nporpaMmHoe obecrneyeHune
CPEeACTB  3aluTbl  WHOpMauunM U nporpammHoe obecneyeHne 6Gas3oBOW CUCTEMDI
BBOAA-BbIBOAA.

Mpn KOHTpONe YCTaHOBKM OOHOBMEHMI OCYLLECTBNAOTCA MNPOBEPKM COOTBETCTBUSA
BEpCUN 06LecMCcTeEMHOrO, NpUKNagHoro n cnewumanbHOro NPOrpamMmHOro
(MukponporpammHoro) obecneyeHusi, Bktovasi nporpaMmHoe obecnevyeHne cpencTs 3almThbl
WHOpMaUuK, YCTaHOBNEHHOMO B  WH(POPMaAUMOHHOW CUCTEME U BbIMYLEHHOro
pa3paboTymMKkoM, a Takke Hannume oTMETOK B 3KCNITyaTauMOHHOW AOKYMeHTauun (dhopmynsap
nnun nacnopT) 06 ycTaHoBKe (NPUMEHEHUN) OBGHOBMNEHUNA.

KoHTponb ycTaHOBKM OOHOBMEHMI MPOBOAUTCS C MNEPUOAUYHOCTLIO, YCTAaHOBIEHHOW
onepaTopoM B OpraHm3auMOHHO-pacnopaauTenbHbIX AOKYMEHTax No 3awuTe nHdpopmMaumm um
duKcupyeTcsi B COOTBETCTBYIOLLMX XKYpHanax.

Mpn KOHTpONE YCTaHOBKM OOHOBMEHWUA OCYLLECTBNAIOTCA MNPOBEPKN YCTAHOBKM
o6HoBNeHnn 6a3 AaHHbIX NPU3HAKOB BPEAOHOCHBLIX KOMMbIOTEPHBLIX NporpamMmMm (BUPYCOB)
CPEeACTB aHTUBMPYCHOWM 3alumTbl B cooTBeTCTBUM ¢ AB3.2, 6a3 peluarowmx npasun cUCTEM
obHapyxeHust BTopxXeHun B cooTBeTcTBuM ¢ COB.2, 6a3 npu3HaKoB Ysi3BMMOCTEN CPEenCcTB




aHanu3a 3alMLEeHHOCTU N WHbIX 6a3 gaHHbIX, HeobxoouMMbIX ANs peanu3aumm (OYHKLMNA
BGe3onacHOCTM CpeacTB 3almTbl MHOPMaLMK.

MpaBuna n npoueaypbl KOHTPONSA YCTAaHOBKM OBGHOBNEHWIN NPOrpaMMHOro obecneveHms
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax ornepartopa o
3awmrTe nHpopmaumn.

Tpe6oBaHus K ycunenumro AH3.2:

1) onepaTtopoM A0SKHA OCYLLECTBASATLCA NPOBEPKA KOPPEKTHOCTU (DYHKLMOHMPOBAHNS
OOHOBMEHNN B TECTOBOMW cpefe C obs3aTenbHbIM OOpMMEHNEM pe3ynbTaToB NPOBEPKM B
COOTBETCTBYIOLLEM XYypHane;

2) onepatopom obecneyMBaeTCcs pernameHTaumMss W KOHTPOSib  OOHOBREHWI
nporpammHoro obecneyeHns 6a3oBon cucTtemMbl BBOAA-BbIBOAA (MHOMO MWKPOMPOrpaMmMHOro
obecne4veHus).

CopepxaHue 6azoBon mepbl AH3.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMBI
4 3 2 1
AH3.2 + + + +
Ycunenune AH3.2

AH3.3 KoHTponb paboTocnocobHOCTU, NapamMeTPOB HACTPOMKM U NPaBUNBLHOCTHU
PYHKLUMOHMPOBaHMA NPOrpamMMHOro obecnevyeHns U cpeacTB 3aWwmTbl MHGpopMaL K

Tpe6boBaHua k peanusaumm AH3.3: OnepaTopom AOSMKEH NPOBOAMTLCSA KOHTPOISb
paboToCcnocobHOCTM, napamMeTpoB HACTPOWKM U NPaBWUIIbHOCTM  YHKLVMOHUPOBAHWS
nporpamMHoro obecneveHms n cpeacTs 3aLnTbl MHGPOPMaLUN.

Mpn KoHTpone paboTocnocobHOCTN, MapamMeTpoB HACTPOMKM U MPaBUIIbHOCTU
(PYHKUMOHNPOBAHNSA MPOrpaMMHOro obecnevyeHuss W Ccpeacts  3awuTbl  MHAOPMaLMK
OCYLLIECTBNSAETCS:

KOHTPOSNb paboTOCNOCOOHOCTU (HEOTKMNIOYEHNSA) nNporpamMmMHOro obecnedeHns wu
CPeAcTB 3aLmTbl MHopmauuu;

NnpoBepKa MPaBWUbHOCTU (PYHKLMOHUPOBAHNST (TECTUPOBAHUE HA TECTOBbLIX AaHHbIX,
NPUBOAALWMX K U3BECTHOMY pe3ynbTaTy) nporpammMHOro obecneveHuss U CpencTB 3alumThl
nHdopmauun, obbem n cogepxaHme KOTOPOoR onpeaenseTca onepaTtopom;

KOHTPOSIb COOTBETCTBMSI HACTPOEK nporpammMHOro obecnedeHuss n CpeacTB 3almThbl
NMHpopMauumn napameTpam HaCTPOWMKK, NPUBEAEHHBLIM B 3KCNITyaTauMOHHOM JOKYMEHTaUMK Ha
CUCTEMY 3aLunTbl MHOPMaLMN 1 CpeacTBa 3alumTbl MHGOPMaLMK;

BOCCTaHOBNEHNe paboTocnocobHOCTN  (MPaBUIbHOCTU  DYHKLMOHUPOBAHUS) U
napameTpoB HaCTPOMKM NPOrpamMHOro obecneyeHnsa n cpencTs 3awmnTbl MHpopmauumn (npu
Heo6Xxo4MMOCTI), B TOM YMCHE C UCNOSTb30BaHMEM PEe3epPBHbIX KOMU 1 (Mnun) ancTpubyTMBOB.

KoHTponb  paboTocnocobHOCTM, napamMeTpoB  HACTPOMKM U MPaBUIIbHOCTU
PYHKUMOHNPOBAHMST MporpaMmHoro obecneveHuss M CpPeAcTB  3alWuTbl  MHGOPMaLMK
npoBOANTCA c NepuoanNYHOCTLIO, YyCTaHOBEHHOM onepaTtopom B
OpraHn3aunoHHO-pacnopaanTeNbHbIX JOKYMEHTax no 3awuTe nHdpopmauum.

Tpe6oBaHus Kk ycunenmro AH3.3:

1) B MH(OpPMALMOHHOM CUCTEME OOSMKHbI obecneumBaTbCs permcrpaums cobbiTui u
onoBeLleHne (CurHanusaumd, vHAMKauus) agMmuHucTpaTopa 6e3onacHocTM O CcobbITUSX,
CBSI3aHHbIX C HapyweHneM paboTocnocobHOCTM (NPaBUbHOCTUM (OYHKLMOHMPOBAHNS) U
napameTpoB HaCTPOWKN NPOrpamMMHOro obecneyeHns n cpeacTs 3alimTbl UHpOpMaL MK,

2) onepatopoM B crydae OOHapyXeHus HapyweHun paboTocnocobHOCTH




(NpaBUNBHOCTN PYHKLMOHMPOBAHWS) U NapaMeTPOB HACTPONKM NPOrpaMMHOro obecneyeHns n
CpencTB  3awuMTbl UMHOpMauun [OrmkeH obecneymBaTbCs nepeBo WHGOPMaLVOHHOM
CUCTEMbI, CerMeHTa WU KOMMOHEHTa WHPOPMALMOHHOM CUCTEMbI B PEXUM OrpaHUYeHUs
0bpaboTkn uHdopmauumn u (unm) 3anpet obpaboTkM WMHopMaumm B MHGOPMALMOHHOM
cucTeme, CerMeHTe UNu KOMMoHeHTe MHPOPMAaLMOHHOW CUCTEMbI 40 YCTPAHEHUS HapyLUEHW;

3) onepatopoM  OOSXHbl  MUCMNOMb30BaTbCA  aBTOMATU3MPOBAHHbIE  CPEACTBa,
obecneunBaroLLe NHBEHTApPM3aLMIO NapamMeTpoB HAaCTPOMKM nporpaMMHoOro obecneveHms u
CPeAcTB 3awWnTbl MHPOPMaLMN N BOCCTAHOBIIEHWE MapamMeTpOB HACTPOMKM NPOrpamMMHOro
obecneyeHnsa n cpeacTs 3alumTbl MHOPMaLUW;

4) B NHPOPMALIMOHHON CUCTEME AO0JTKHO MCMONb30BaTbLCs NporpamMmmHoe obecrnedeHue,
npowlegliee KOHTPOSfb OTCYTCTBUA HeAeKNapupoBaHHbIX BO3MOXHOCTEM U OTCYTCTBUSA
BNUSAHUS HA KOPPEKTHOCTb paboTbl CPeacTB 3alUmTbl UHOPMaLUK.

CopepxaHue 6azoBon mepbl AH3.3:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1

AH3.3 + + +
Ycunexnne AH3.3 1 1

AH3.4 KoHTponb cocTaBa TEXHUYECKMUX CPEACTB, NPOrpaMMHOro obecnevyeHms m
cpeacTB 3awmThbl MH(hopMmaLuum

Tpe6boBaHua k peanusaumm AH3.4: OnepaTopom AOSMKEH NPOBOAMTLCSA KOHTPOISb
CoCTaBa TEeXHUYECKMX CpeacTs, MporpaMmmHoro obecrneyeHuss u  cpeacts  3allmThbl
MHdOpMaUUK, NPUMEHAEMbIX B MHPOPMAaLMOHHON cucTeMe (MHBEHTapM3aums).

Mpn KOHTpONe cocTaBa TEXHUYECKNX CPEeACTB, NPOrpamMMHOro obecnevyeHns n cpencTs
3aWunTbl MHOPMaLMK OCyLLECTBSETCS:

KOHTPOJSIb COOTBETCTBUSI COCTaBa TEXHUYECKNX CPeacTB, NPorpaMMHOro obecnedeHuns n
CPeACTB 3alnTbl MHopMaunmn NpUBEAEHHOMY B 9KCNITyaTauMOHHON AOKYMEHTauumn ¢ Lenbio
nogaepXaHust akTtyanbHOM (YyCTaHOBMEHHOW B COOTBETCTBUMM C  3JKCMNSyaTaunOHHOM
AOKyMeHTauunemn) kKoHdurypaumm nHdoopmaLMOHHOM CUCTEMBI U NPUHATUE MEP, HanpaBfeHHbIX
Ha yCTpaHeHue BbISIBNIEHHbIX HEAOCTAaTKOB;

KOHTPOSfb COCTaBa TEXHUYECKMX CPeACTB, NporpaMmMHOro obecrnedyeHuss u cpencts
3aWmTbl MHOPMaAUMK Ha COOTBETCTBME CBEOEHMSM AENCTBYHOLLEN (aKTyanu3mpoBaHHOW)
3KCnnyaTaumMoHHOM AOKYMEHTauun W MNpUHATUE Mep, HanpabBfeHHbIX Ha YCTpaHeHue
BbISIBNIEHHbIX HE4OCTATKOB;

KOHTPOSIb BbINOSTHEHUST YCIOBUA U CPOKOB OENCTBUSA CEPTUPUKATOB COOTBETCTBUS Ha
cpegctBa  3aWwuTbl  MHOPMaUMM U MPUHATUE Mep, HarnpaBfeHHbIX Ha YyCTpaHeHue
BbISIBNIEHHbIX HE4OCTATKOB;

UCKIIOYEeHNe  (BOCCTaHOBMEHME) U3  coctaBa  MHPOPMAUMOHHOM  CUCTEMBI
HECaHKLUMOHUPOBAHHO YCTAHOBIMEHHbIX (YAaneHHbIX) TEXHUYECKMX CPeacTB, NPOrpaMmMHOro
obecneyeHnsa n cpeacTs 3almTbl MHOPMaLUK.

KoHTponb cocTaBa TEXHWYECKUX CPeAcTB, MporpamMHoro obecrneyeHuss M cpencrs
3awmTbl MHGOPMaLMM MPOBOAUTCA C MNEPUOANYHOCTbLIO, YCTAHOBEHHOM OMepaTtopoM B
OpraHM3auUMoHHO-pacnopsaaANTENbHbBIX JOKYMEHTaXxX No 3almnTe nHdopmMauuu.

Tpe6oBaHus kK ycunenmro AH3.4:

1) B WMHOPMAUNOHHOM cucTeMe [ofkHa obecneymBaTbCs permcrTpauus CobbITUN
6e30nacHOCTH, CBSI3@HHbIX C U3MEHEHWEM COCTaBa TEXHWYECKMX CPencTB, NMPOrpamMMHOro
obecneyeHnsa 1 cpeacTs 3almTbl MHOPMaLUW;




2) onepaTtopoM  [OOSKHbl  MUCMONb30BaTbCA  aBTOMATU3MPOBAHHbIE  CPEACTBa,
obecneunBaroLLMe NHBEHTaApPU3aLMIO TEXHUYECKUX CPeacTB, MporpaMMHOro obecneyeHuns u
CcpeacTB 3awmThl MHOOPMaLMW.

CopepxaHue 6azoBoun mepbl AH3.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1
AH3.4 + + +
Ycunenne AH3.4 1 1,2

AH3.5 KoHTponb npaBusn reHepaumm U CMeHbl naponen nonb3oBaTesien, 3aBeeHUA "
yAaneHus y4eTHbIX 3anMceun nonb3oBaTesien, peanusauvm npaBun pasrpaHnyeHus
AOCTYyNnoM, NONTHOMOYUM Nonb3oBaTtenen B UHOpPMaLMOHHON cUCTEMEe

Tpe6oBaHua k peanusaumm AH3.5: Onepatopom AOSMKEH NPOBOAMTLCSA KOHTPOISb
npasusl reHepauun n CMeHbl Napornen nosnib3oBaTesier, 3aBedeHus U yaaneHus yYeTHbIX
3anucen nonb3oBaTenen, peanu3aumn npasus pasrpaHUyYeHnUs LOCTYNOM, MOSTHOMOYUN
nosibaoBaTternier B MHPOPMaLMOHHOWN CUCTEME.

[Mpn koHTpONe npasun reHepauuMm U CMeHbl Naponen nonb3oBaTesnien, 3aBeeHns U
yaaneHns y4eTHbIX 3anvcen nonb3oBaTtenen, peanusauumn npasun pasrpaHnyYeHnsa JOCTYNoMm,
NofIHOMO4YMIA Nonb3oBaTenen B MHOOPMaLMOHHON CUCTEME OCYLLECTBNAETCS:

KOHTPOSIb MpaBui reHepaumm U CMeHbl naponen nonb3oBaTenien B COOTBETCTBUM C
NAD.1 n NAD 4,

KOHTPOSb 3aBeAEHNSA U yoaneHnsa yY4eTHbIX 3annucen nosib3oBaTerien B COOTBETCTBUN C
yng.1;

KOHTPONb peanui3aunun npasus pasrpaHu4eHna JOCTynomM B cootBeTcTBun ¢ Y11 .2;

KOHTPONb peanusaunmn noiHOMo4Yni nonb3osaTtenen B cootsetcTeum ¢ YI10.4 n YI1[.5;

KOHTPOSTIb HanMMuusa OKYMEHTOB, NOATBEPXAAIOLWNX pa3peLlleHne USMEHEHUN YYeTHbIX
3anmcen nonb3oBaTenen, UX napameTpoB, NpaBun pasrpaHNYeHnss 4OCTYNOM U MOSTHOMOYNN
nosib3oBaTernien, NPeayCMOTPEHHbIX OPraHM3aunoOHHO-PacnopPSANTESNIbHBIMU JOKYMEHTaMu Mo
3awmrTe nHpopmauum onepaTopa;

yCTpaHeHMe HapyLeHNn, CBA3aHHbIX C reHepaunen 1 CMEHOW Naponen nonb3oBaTtenen,
3aBefeHneM W yaaneHuemM YYeTHbIX 3anucen nonb3oBaTeneun, peanusauuen npasus
pasrpaHMyeHns 4OCTYNOM, YCTaHOBIEHMEM NOSTHOMOYNIA NOSIb30BaTESEN.

KoHTponb npaBun reHepauuMmM M CMeHbl Maponen nonb3oBaTenen, 3aBefeHus U
yOaneHus y4eTHbIX 3anvcen nonb3oBaTenein, peanvsaunn npasun pasrpaHUyeHns JOCTynom,
NOSIHOMOYMIA NoNb3oBaTeNnen B MHPOPMALMOHHON CUCTEME MPOBOAUTCS C MEPUOOUYHOCTLIO,
YCTaHOBIIEHHOW OrnepaTopoM B OpraHM3aunoHHO-pacnopsanTeribHbIX JOKYMEHTax no 3awuTe
MHGopMaLuu.

Tpe6oBaHus Kk ycunenmro AH3.5:

1) B MHGOpMaLMOHHON cucTeMe [JOormkHa obecneumBaTbCsl permcrTpauusi codbiTun,
CBSI3aHHbIX CO CMEHOW Naposien nosib3oBaTenen, 3aseieHNeM 1 yaaneHmeM y4eTHbIX 3anncemn
nosib3oBaTenen, W3MEHEHWEM TMpaBuil  pasrpaHMyYeHus OOCTYNOM M MOSIHOMOYMK
nornb3oBaTtenemu;

2) onepaTtopoM  OOSMKHbl  MCMOMb30BaTbCA  aBTOMATU3UPOBaAHHbLIE  CPEeAcTBa,
obecneunBaloLLMe KOHTPOSb NpaBui reHepauun 1 CMeHbl Naporen nonb3oBaTenen, y4eTHbIX
3anucen nonb3oBaTenemn, NpaBus pasrpaHMyeHns 4OCTYNOM U NOSTHOMOYUI NoSib3oBaTeNEN.

CopepxaHue 6azoBon mepbl AH3.5:




Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCT MH(pOPMaLMOHHOM CUCTEMBI
4 3 2 1
AH3.5 + + +
Ycunexnne AH3.5 1 1

3.9. O6ecneyeHne LENOCTHOCTU NH(pOPMALIMOHHON cucTeMbl U MHopmauum (OLLT)

OUJ1.1 KoHTpoOnb LenocTHOCTU NPOrpaMMHOro obecrneyeHuns, BKno4vas nporpaMmmHoe
obecneyeHue cpeacTB 3aWUTbl MHPOPMaL UM

Tpe6oBaHua k peanusaumm OLWJ1.1: B unHPOpmMaUMOHHON cUCTEME OOSMKEH
OCYLLECTBMAATbCA  KOHTPOSlb  LIENIOCTHOCTM  nporpamMmHoro  obecnedeHuns,  BKo4vast
nporpamMmmHoe obecneveHe cpeacTs 3allmTbl UHOPMALMK.

KOHTpOnb UENOCTHOCTM nporpamMMHOro obecneyeHusi, BKIYasi nporpamMmmMHoe
obecneyeHne cpeacTB 3alWnTbl MHOPMaLMK, AOIMKEH NpeaycMaTpmBaTh:

KOHTPOSIb LIESTOCTHOCTM NporpaMmMHoro obecrneyeHusi cpeacTB 3alimnTbl MHGOPMaL MK,
BKMNtoYasa MX OOHOBMNEHUS, MO HaANMYMO UMEH (MOEHTUUKATOPOB) N (UNIM) MO KOHTPOSIbHBIM
CyMMaM KOMMOHEHTOB CpeaCcTB 3aluTbl WMHpOpMauum B rnpouecce 3arpyskm u (1nu)
ANHaMu4eckn B npouecce paboTbl MIHPOPMALMOHHON CUCTEMBI;

KOHTPOSIb LIESTOCTHOCTU KOMMOHEHTOB MPOrpaMmMHOro obecneveHunsa (3a MUCKNYeHnem
CPeACTB 3aliMTbl MHGOpPMaLMK), onpedensemMoro onepaTtopoM UCXoad U3 BO3MOXHOCTU
peanusauun yrpo3 6e3onacHOCTM WHMOPMaUUKU, MO HanMuMi UMeH (MAEHTUPUKaATOPOB)
KOMMOHEHTOB MporpamMHOro obecneyeHnst U (UnM) NO KOHTPOSIbHbIM CyMMaM B npoLlecce
3arpysku n (Mnun) guHaMmmn4eckun B npouecce padotbl MHPOPMALMOHHOW CUCTEMBI;

KOHTPOSfb MPUMEHEHUs CpeacTB paspaboTkm M OTNagkM nporpaMm B cOCTaBe
nporpaMmmHoro obecnevyeHns HPOPMaLNOHHON CUCTEMBI;

TECTMPOBaAHME C NEepPUOOMYHOCTLID  YCTAHOBSIEHHOM  OnMepaTtopoM  (PyHKUMIA
©es3onacHoOCTM CpeacTB 3awuTbl MHOPMaLMKU, B TOM 4YMCIie C NMOMOLLBI TECT- Mporpamm,
UMUTUPYIOLLMX  MOMbITKW  HECAHKUMOHMPOBAHHOrO goctyna, w  (unu)  cneumanbHbIX
nporpamMMHbIX CpeacTs, B cootBeTcTBUM ¢ AH3.1 1 AH3.2;

obecneyveHne pmnanyeckom 3amTbl TEXHUYECKNX CPEACTB MH(POPMALIMOHHON CUCTEMBbI
B cootBeTcTBMM ¢ 3TC.2 n 3TC.3.

B cnyyae ecnun dpyHKUMOHaNbHbIE BO3MOXHOCTU MH(OPMALVMOHHON CUCTEMbI OOSMKHbI
npegycMmatpusaTtb MpPUMMEHEHMe B COCTaBe ee MnporpamMmHoro obecneyeHust cpencTts
pa3paboTkMm M OTNagkm nporpamm, onepaTopom obecnevmBaeTcs BbINOSIHEHME npoueayp
KOHTPOMS LIeNOCTHOCTU NpOorpaMmMHoOro obecnevyeHms nocrne 3aBepLUeHUs Kaxgoro npouecca
PYHKUMOHNPOBAHUSA CpeacTB pa3paboTkm 1 oTnagku nporpamm.

MpaBuna u npoueaypbl KOHTPONS LENOCTHOCTM nporpamMHOro obecnevyeHus
pernameHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbIX AOKYMEHTax onepaTtopa Mo
3awmrte nHpopmaumn.

Tpe6oBaHus k ycunenuro OLJ.1:

1) B MHCPOPMALIMOHHOM CUCTEME KOHTPOSb LIENOCTHOCTU CPEeaCTB 3amnTbl MHGOpMaLumm
AOJDKEH OCYLLECTBMATLCA MO KOHTPOSIbHbIM CyMMaM BCEX KOMMOHEHTOB CPEeACTB 3aluuTbl
NMHpopmauuK, Kak B NpoLiecce 3arpy3ku, Tak U AMHamMu4eckn B npouecce paboTbl CUCTEMBI;

2) B WH(OPMALMOHHON cucTeme [OrmkeH obecneymBaTbCs KOHTPOSb LENOCTHOCTH
CpeacTB  3awuTbl  MHGOPMaUMM C  UCMOMb30BaHMEM KpunTorpadouyeckux MeTogoB B
COOTBETCTBUM C 3akoHoaaTenbcTtBoMm Poccuickon degepaumnmn, BCEX KOMMOHEHTOB CPEeACTB
3awWwnTbl MHOPMaUMK, Kak B nNpouecce 3arpysku, Tak U AMHaMM4yecku B npouecce paboTbl




CUCTEMbI;

3) onepaTopoM WCKNIOYaEeTCAd BO3MOXHOCTb MCMOMb30BaHUA CPeAcTB pa3paboTkun U
oTnagku nporpamMm BO Bpemsi 0b6paboTkm n (unu) xpaHeHus wHdopmauum B UeNax
obecneyeHns LLenoCTHOCTN NpOorpamMMHON cpeabl;

4) onepatopoMm obecneuynmBaeTcsa BblgeneHne pabodnmx MecT C YCTaHOBMEHHbIMU
cpencTBamu paspaboTkm 1 OTNagky NporpamMm B OTAESNbHbIN CErMEHT (TECTOBYIO cpeay);

5) B wH(opmaumoHHoM cucteme p[ormkHa obecneumBaTbCca OGnOKMPOBKA 3amnycka
nporpaMmmHoro obecneyeHmsi n (Mnn) 6roKMpoBKa cermeHTa (KOMMOHEHTa) MHAPOPMALMOHHON
cucTeMbl (aBTOMaTU3MPOBAHHOIO paboyero MecTa, cepBepa) B cnydae obHapyxeHus pakToB
HapyLUeHWs LLeNOCTHOCTH.

CopepxaHue 6azoBon mepbi OLJL.1:

Mepa 3awwuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
oust.1 + +
Ycunenue OLJTA 1,3 1,3

OLJ1.2 KoHTponb uenocTtHocTu uHdopmauum, cogepxawiencsa B 6asax AaHHbIX
MHpOpPMaLMOHHOWN CUCTEMBI

Tpe6boBaHua k peanusaumm OUWJ1.2: B unHOpMaUMOHHOM cCUCTEME OOSMKEH
OCYLLIECTBMNATLCA KOHTPOSb LIEMOCTHOCTU MHAdOopMaumuK, cogepxawencs B 6asax AaHHbIX
MHGOPMaLNOHHON CUCTEMDI.

KoHTponb  UenocTHOCTM  MHpopmauun, cogepxawenca B  0Gasax  gaHHbIX
NMHOPMaLNOHHOWN CUCTEMbI, AOMMKEH NpeaycMaTpmBaTh:

KOHTPOJSb LENOCTHOCTM C NEPUOAMNYHOCTbIO, YCTAHOBMEHHOW ONEpaTopoM, CTPYKTYpbI
0asbl AaHHbIX NO HanMuMl UMEH (MAEHTUMUKATOPOB) U (MNKN) MO KOHTPOSIbHBIM CyMMaM
NPOrpaMMHbIX KOMMOHEHT ©0asbl [aHHbIX B Mpouecce 3arpyskm v (unu) OuHaMu4eckn B
npouecce paboTbl NHPOPMaALMOHHON CUCTEMBI;

KOHTPOSIb LIENOCTHOCTU C NEPUOANYHOCTBIO, YCTAHOBIEHHOM OMepaTopoM, OOBLEKTOB
0a3 [aHHbIX, OnpedensieMblX OnMepaTtopoM, MO KOHTPOSMbHbIM CcymMmaM W (Mnu) c
NCNonb3oBaHMEM KpunTorpaduyeckux MeTO4OB B COOTBETCTBUM C 3aKOHOLATENbCTBOM
Poccunckon depepauum B npouecce 3arpy3kum n (Unv) aAnHaMmmyeckn B npouecce paboThl
MHOPMALNOHHOM CUCTEMBI;

obecneyeHne pmnanyeckon 3almTbl TEXHUYECKUX CPeACTB MHPOPMALIMOHHOW CUCTEMDI,
Ha KOTOpbIX yCcTaHoBneHa 6a3a gaHHbix, B cootTBeTcTBum ¢ 3TC.2 n 3TC.3.

MpaBuna mn npouenypbl KOHTPOMSA LENOCTHOCTU MHOPMaUMM pernameHTUpYrTcs B
OpraHn3auUnoHHO-pacnopaanTenbHbIX AOKYMEHTax onepaTtopa no 3awuTte uHopmauun.

Tpe6oBaHus Kk ycunenuro OLLJ.2:

1) B MHOPMALMOHHON CUCTEME [OSDKHbI BbINOMHATLCA Mpoueaypbl  KOHTPOMS
LEenoCTHOCTN uHopMaLmn, cogepxallenca B 6ase OaHHbIX, nepen KaxabiM 3anyckom
nporpammHoro obecnedeHnss goctyna K 6ase AaHHbIX;

2) B WH(OPMALMOHHON cucTeme [OrmkeH obecneymBaTbCs KOHTPOSb LENOCTHOCTH
NCNOSTHAEMbIX MOAYJSEeN, XpaHAWMXCA B Basax AaHHbIX (Hanpumep, XpaHuMble npouenypsbl,
Tpurrepsbl);

3) B WH(popmaumoHHOW cucteme [ormkHa obecneumBaTbCca OGRMOKMPOBKA 3anycka
cucteMbl  ynpaeBneHus 6asbl gaHHbIX U (UnKM)  OGROKMpPOBKA CermMeHTa (KOMMOHEHTA)
MHPOPMALMOHHON cCUCTEMbl (aBTOMaTM3MpoBaHHOrO paboyero mecrta, cepsepa) B criyyae
obHapyXeHus (haKTOB HapyLLEeHNS LLeNOCTHOCTMY;




4) KOHTPOSb LESIOCTHOCTM CTPYKTypbl ©6a3sbl [aHHbIX W KOHTPOSb LENIOCTHOCTU
MHpopmauun, xpaHsiwencss B 6ase OaHHbIX, C NPUMEHEeHNeM cneumnanbHbIX NPOrpamMMHbIX
aBTOMAaTU3NPOBAHHbIX CPEACTB KOHTPOMSA LIeNTOCTHOCTM.

CopepxaHue 6azoBon mepbl OLJ1.2:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.2
Ycunenme OLJ.2

OLJ1.3 O6ecnevyeHne BO3MOXHOCTU BOCCTAHOBSIEHUSA NMporpaMMHoOro obecne4yeHus,
BKJ1OYasA nporpaMMHoe obecneyeHne cpeacTB 3alWuTbl MHOpMaLmm, npm
BO3HUKHOBEHWUM HeWTaTHbIX CUTyauumn

Tpe6oBaHua k peanusaumm OLJL.3: Onepatopom AomkHa ObiTb NpegycMmoTpeHa
BO3MOXHOCTb BOCCTAHOBSIEHUSI MpOrpaMMHOro obecneyeHus, BKMYas MNporpaMmHoe
obecneyveHne cpeacTs 3aWmnThl MIHGPOPMALMK, NP BO3HUKHOBEHMM HELLTATHbLIX CUTYaLUNA.

[na obecneyeHns BO3MOXHOCTM BOCCTAHOBSfIEHWUS MPOrpaMMHOro obecneyeHus B
MHAOPMALNOHHOM CUCTEME OOMKHbI OblTb NPUHATLI COOTBETCTBYHOLLME NNiaHbl N0 4ENCTBUAM
nepcoHana (agmMuHuctpaTopoB 6es3onacHoOCTM, nonb3oBaTenen) npu  BO3HUKHOBEHUU
HewTaTHbIX CUTyaLUN.

B03MOXHOCTb BOCCTAHOBMEHMS NporpaMMHOro obecrnedeHuns, BKYasa nporpammMmHoe
obecneyeHne cpencTB 3awmTbl MHGOPMALMK, NPU BO3HMKHOBEHUW HELUTATHbIX CUTyauui
AOIMKHA npegycMmaTpuBaTh:

BOCCTAHOBMEHME NPOrpaMMHOro obecneveHus, BKIoYas nporpaMmHoe obecneveHune
CPEeACTB 3aluuTbl MHGOPMaLMK, K3 pPE3EpPBHbIX KOMUA (AUCTPMOYTMBOB) MNPOrpaMMHOro
obecneyenus;

BOCCTAHOBMNEHME M npoBepka paboTocnoCobHOCTU CUCTEMbI 3aluTbl MHGOPMaLMK,
obecneunBatoLLne HeOBXO0AUMbIV YPOBEHDL 3aLLMLLEHHOCTUN MHpOpMaLnK;

BO3BpaT MHGOPMAaLMOHHON CUCTEMblI B HavanbHOE COCTOsiHME (40 BO3HUKHOBEHUS
HewTaTHON cuTyaumm), obecneunBaroLlee ee WTaTHOE

YyHKLUMOHNPOBAHME, nnn BOCCTAHOBMNEHNE  OTAENbHbIX  (PYHKUMOHAsbHbIX
BO3MOXXHOCTEN WH(OPMALIMOHHOM CUCTEMbI, ONpeneNieHHbIX OonepaTopoM, MO3BOMSALLNX
pewaTb 3agadun no obpaboTke nHpopmaumn.

OnepaTopomM NPUMEHSAIOTCA KOMNEHCUPYOLWME MepbI 3alLnTbl MHOPMaLUMK B Cry4asix,
Koraa BocCcTaHoBMeHne paboTtocnocobHOCTU CMCTEMBI 3aLMTbl MHOPMaLMN HEBO3MOXHO.

MpaBuna n npouenypbl BOCCTAHOBMEHMst (B TOM 4uCNe nNnaHbl Mo AencTBUSIM
nepcoHana NOPSIAOK  MPUMEHEHUS KOMMEHCUPYIOLLMX  Mep)  OTpaKarTcs B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX JOKYMEHTax onepaTtopa no 3awmre MHopMaLlmm.

Tpe6oBaHus Kk ycunenuro OLJ.3:

1) onepaTtopom obecneyMBaeTCAa BOCCTAHOBMIEHUE OTAENbHbIX YHKLMOHAMNBHbBIX
BO3MOXHOCTEN  MH(POPMALMOHHOW  CUCTEMbI C  MPUMEHEHMEM  pe3epBMPOBAHHOIO
nporpammHoro  obecnedeHuss  3epkanbHOM  MHAOPMAUMOHHOM  cuUcTeMbl  (CermMeHTa
NHPOPMAaLNOHHOWN CUCTEMBI, TEXHUYECKOIrO CpeacTBa, yCcTponcTea) B cootBeTcTBum ¢ OT.2 n
OAT .4.

CopepxaHue 6azoBon mepbi OLJL.3:

Mepa 3awuTtbl tHpopmauum Knacc 3awmueHHOCTU MHGOPMaLNOHHOW CUCTEMbI

4 | 3 | 2 | 1




ousn.3 + + + +

Ycunenme OLJ.3 1

OLJ1.4 O6HapyxeHue n pearmpoBaHue Ha NOCTyNfeHMe B MH(POPMALIMOHHYIO CUCTEMY
He3anpawmnBaeMbIX JIEKTPOHHbIX COOOLWeHMN (NucemM, OKYMEHTOB) U MUHOM
nHcpopmMaumnmn, He OTHOCALUMXCA K (PYHKLMOHUPOBAHUIO MHDOPMaALIMOHHON CUCTEMBI
(3awmTa oT cnama)

TpeboBaHua k peanusauum OLJ1.4: Onepatopom pomkHO obecnevmBaTbCA
obHapyxeHue 1 pearmpoBaHue Ha NOCTynfeHne HesanpallumBaeMblX 3NEKTPOHHbIX COOOLLEHNI
(MMcem, OOKYMEHTOB) M WHOW WHMOPMauUUM, He OTHOCALWMXCA K PYHKLUMOHUPOBAHWUIO
MHOPMAaLMOHHOM CUCTEMBI (3alumMTa OT cnama).

3awmTta OT cnamMa peanu3yetcs Ha Todkax BXxoda B WMHAOPMALUUOHHYK CUCTEMY
(BbIx0g4a) WHMOPMAUMOHHBIX MOTOKOB (MEeXceTeBble 3KpaHbl, MNOYTOBbIE CepBepbI,
Web-cepBepbl, MpoKcU-cepBepbl U CepBepbl  yAaneHHoro [Joctyna), a Takke Ha
aBTOMAaTU3NPOBAHHbIX pabounx MecTax, cepBepax W (MNN) MOBUMBHBLIX TEXHUYECKNX
CpeAcTBax, MOAKMIOYEHHbIX K CETAM CBs3M 00Wero nonb3oBaHUsA, Ans OOGHapyXeHus U
pearMpoBaHUs Ha MNOCTYNSIeHNe MO JNEKTPOHHOW MoYTe He3anpallnBaeMblX 3NEKTPOHHbIX
coobueHnn (NnMcem, LOKYMEHTOB) UMW B MPUNOXEHUSIX K 9NEKTPOHHbIM NMUCbMaM.

3awmTta oT cnama obecneymBaeTcs MPUMEHEHNEM Crneunanu3npoBaHHbIX CPeacTB
3alWnTbl, peanusylLmnx cneayroLlmne MexaHmambl 3aLmThbl:

unbTpaumsa NoO COAEPNKUMOMY IMEKTPOHHbBIX COOBLLEHUN (NMcemMm, OOKYMEHTOB) C
NCNONb30BaHMEM KPUTEPUEB, MO3BOSIAIOLNX OTHOCUTb COOBLLEHNSA K cnaMy CUrHaTypHbIM U
(nnn) aBpucTU4ECKMM MeTOo4aAMMY;

unbTpaunsa Ha OcHoBe MHopMaumm 06 oTnpaBuTesie 3MNEKTPOHHOro coobLleHus (B
TOM 4MCNe C WUCMNONb30BaHMEM "4YepHbIX" CNUCKOB(3anpeLLeHHble OoTnpaBuTenn) un (Mnn)
"GenbIX" CNUCKOB (pa3peLleHHble OTNpaBuUTenu).

OnepaTtopoM A0SMKHO OCyLLEeCTBNATLCA 06HOoBNEeHME 6a3bl "yepHbIX" ("6enbix") cnuckos
N KOHTPOIb LernocTtHocTn 6a3sbl "depHbix" ("6enbix") CnMckos.

MpaBuna wn npouedypbl OOHApYyXeHUss W pearnpoBaHMs Ha MOCTyNfeHune
He3anpalmnsaeMon NHpopMaLnn perfnameHTUpyTCs B OpraHn3aunoHHO-pacnopaguTenbHbIX
AOKYMeHTax onepaTopa no 3awuTe nHpopmauuu.

Tpeb6oBaHus k ycunenuro OLL.4:

1) onepaTopom obecneumBaeTCs LeHTpann3oBaHHOE ynpaBreHme cpeacTBaMuy 3allnThbl
OT cnama;

2) B MHOPMaUMOHHON CUCTEME AOSKHa obecneuymBaTbCsl PUNbTpauMsi Ha OCHOBE
MHdopMauum 06 oTnpaBuTeNe ANEKTPOHHOIO COOBLLEHNSA C MCMONb30BAHNEM 3BPUCTUYECKMX
MeTofoB (Hanpumep, "cepble" CAWCKA CepBEPOB 3NEKTPOHHOW MOYThl, pacno3HaBaHWe
aBTOMaTUYECKM reHepuUpyeMbIX UMEH OTnpaBuTenen n apyrue);

3) B WH(pOpmMauMOHHOW cucTemMe [orkHa obecneymBaTbCs ayTeHTUdUKaUUS
oTnpaBuTenen aNeKkTPoHHbIX coobLleHnn B cootBeTcTBUM ¢ MAD.1, UAD.6, NAD.7;

4) B MIHPOPMaLMOHHON cUcTeEMe OoImKkHa obecnevmBaTbCa ayTeHTUdUKALNA CepBeEPOB
3MEKTPOHHOM MOYThLI (B TOM Yncne B cooTBeTcTBUM C AD.2, UAD.7);

5) B MH(popmMaLMOHHON cucteMe AofmkeH obecnevmBaTbCA KOHTPOSb MOCTYNNEHNSA B
MHPOPMALMNOHHYKD CUCTEMY WHM(OPMALMOHHBIX COOBLLEHNUA W [OKYMEHTOB Ha OCHOBE
KOHTEHTHOro aHanusa.

CopepxaHue 6azoBon mepbl OLLJ1.4:

\ Mepa 3awwunTbl HopmaLumn \ Knacc 3awmeHHoCT MHOpMaLMOHHON CUCTEMBI




ou.4 + +

Ycunenne OLJ.4

OUJ1.5 KoHTponb coaepxaHna nHcpopmauum, nepegaBaeMov 3 MHGopMmaLuMOHHON
cuctembl (KOHTEMHEPHbIAN, OCHOBaHHbLIA HA CBOMCTBaX 06beKTa focTtyna, u
KOHTEHTHbIW, OCHOBaHHbIN Ha NOUCKe 3anpeLleHHON K nepeaaye nHopmaumm c
MCNOJNIb30BaHMEM CUFHATYpP, MacOK U UHbIX METOAOB), U UCKITOYEHME HenpaBOMEepPHOMN
nepenaym nHpopmaumm ns MHpopMaLUOHHON CUCTEMbI

Tpe6oBaHua k peanusaumm OLWJL.5: B uHdOpmauMOHHOM cuUCTEME OOSMKEH
OCYLLECTBNATbCA KOHTPOSb COAEepKaHUsS MHopMauuun, nepegasaeMon U3 MHPOPMaLNoOHHON
cucTeMbl (KOHTEMHEPHbIN, OCHOBaHHbLIA Ha CBOWCTBax OObEeKTa A0CTyna, U KOHTEHTHbIN,
OCHOBaHHbIV Ha NOUCKe 3anpeLLleHHON K nepegadye MHopMauumn ¢ UCNonb30BaHUEM CUTHaTYp,
MacoOK W WHbIX METOOOB), M WCKMYEeHUe HenpaBoOMEpHOW nepefavvn uHopmaumm 13
MHPOPMALNOHHOM CUCTEMBI.

KoHTpornb cofepxaHna nHdopmaunmn, nepegasaemMon ns MHPOPMaLMOHHON CUCTEMBI,
AOSMKEH npegycMmaTpuBaTh:

BblSIBNeHME (pakTOB HenpaBOMEPHOW nepedayn 3awumwiaemon wuHdopmauum K3
MH(POPMALNOHHON CUCTEMbI Yepe3 pasfiMyHble TUMbl CEeTEBbIX COEANHEHWN, BKITOYas ceTu
CBs3M 06LLEro Nofib3oBaHNA N pearMpoBaHue Ha HUX;

BblABNeHNe aKkToB HenpaBOMEPHOM 3anucu  3awuiaeMon WMHdopMauuu Ha
HeYYTEeHHble CbEMHbIEe MaLUMHHbIE HOCUTENU MHbOpMaLMN N pearMpoBaHue Ha HUX;

BbIsiBNIeHNe (pakToB HEMpaBOMEPHOro BbiBOAA HA MevyaTb AOKYMEHTOB, coAepXallmx
3awmaemyo MHoOpMaLnIio U pearmpoBaHne Ha HUX;

BblABIEHNE (DAKTOB HenpaBOMEPHOro KOMMPOBaHUS 3awuuiaemMon WHdopmauun B
npuknagHoe nporpaMmmHoe obecneveHne n3 bycdepa obmeHa n pearmpoBaHue Ha HUX;

KOHTPOJSb XpaHeHUs 3aliuaemMon nHopmaumm Ha cepBepax 1 aBTOMaTU3NPOBAHHbIX
pabounx mecrax;

BbisiBieHNE (paKTOB XpaHeHusi MHopmMauum Ha obLimnx ceTeBbix pecypcax (obwime
nanku, CMCTeMbl AOKYyMeHTOO6opoTa, 6a3sbl AaHHbLIX, NMOYTOBbIE apXUBbLI U UHbLIE PECYPCHI).

KoHTpornb cogepxaHna nHdopmaunmn, nepegasaemMon ns MHPOPMaLMOHHON CUCTEMBI,
OCyLLecTBAAeTCsA Mo UndpoBbIM OoTnevaTkaMm uHdopmaumm, No perynsapHbiM BblipaXXeHUam r
(vnn) no atpmbytam GesonacHoctn (MeTkam 6e3onacHoCcT) bannoB, a Takke C NOMOLLbHO
WHbIX METOL0B.

MpaBna w” npoueaypbl KOHTPOMNSA CcCoOAepXaHus nepefaBaeMon  UHGopmauumm
pernameHTUpyTCcsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX AOKYMEHTax ornepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus Kk ycunenuro OLLJ.5:

1) B WH(OPMALMOHHOW CUCTEME [OMMKHO OCYLLECTBNATbCS XpaHEeHue BCeW
nepegaBsaemMon u3 MHEMOOPMALMOHHON CUCTEMBbI MHGOPMaUMM u  (MnNn) UHGoOpMauun c
HeJonyCcTUMbIM K nepefaye u3 WMHPOPMAUUOHHOM CUCTEMbI COAEpXaHUEM, B TeyeHue
BpeEMEHW, onpeaensieMoro onepaTtopom;

2) B MHPOPMALIMOHHON CUCTEME [OSKHa OCYLLEeCTBNAATLCA ONOKMpoBKa nepenayn 13
MHOPMALNOHHOM CUCTEMBI MHPOPMALIMK C HEAOMYCTUMbIM COAEPKAHNEM.

CopepxaHue 6aszoBon mepbi OLJL.5:

Mepa 3awuTbl MHpOpMaLmn Knacc 3auwmieHHoCTV MHopMaLMOHHOW CUCTEMbI

4 \ 3 \ 2 \ 1




oun.5

Ycunexnne OLJLS

OLJ1.6 OrpaHuyeHue npaB nonb3oBaTenen no BBoay nHdpopmauum B
MHOPMaLIMOHHYIO CUCTEMY

TpeboBaHua k peanusaumm OLJL.6: B wHdopmaumoHHOM cuUCTEME [OOITHKHO
OCYLLEeCTBMNATbCA OrpaHuMyeHWe npaB Monb3oBaTtenen no BBOAY WHopmauMm B
MHPOPMALNOHHYIO CUCTEMY.

OrpaHuyeHne npaB nonb3oBatene nNo BBOAY WHQoOpmauuu npegycmaTpusaet
orpaHu4yeHMe no BBOAY B onpedeneHHble Tunbl 06bekToB AocTtyna (06bekTbl hannoBou
cUCTeMbI, 00bekTbl 6a3 AaHHbIX, OOBbEKTbl MPUKNALHOMO M creynanbHOro nNporpamMMHOro
obecnevyeHns) nHopmaumm ncxoaa U3 3agad 1M NnoTHOMOYUIN, pellaeMblX Nosfib3oBaTesieM B
MHGOPMAaLMOHHOWN CUCTEME.

OrpaHunyeHna npaB nornb3oBaTenen no BBoAy WHGOpMauMM B WHAOPMALWNOHHYIO
CUCTEMY [OJSDKHbI PUKCUPOBATLCA B OPraHM3auMOHHO-pacnopsaauTeNibHbIX JOKYMEHTax Mo
3awmrte nHopmaumm (QOKYMEHTUPOBATbLCS) N peanu3oBbiBaTbCca B cooTBeTCcTBUM ¢ YI1[0.4 1
yng.s.

Tpe6oBaHus k ycunenuto OLLJ.6:

1) B MHOpMaLMOHHON cucTemMe obecneymBaeTCs UCKIOYEHME BO3MOXHOCTU BBOAA
nonb3oBaTensMmn MHpopmMauMm B WMHAPOPMALMOHHYKD CUCTEMY, BCReACTBME peanunsauuu
OorpaHnYnTENbHBIX MHTEPdENCOB MO BBOAY MHGOPMAaLUKM TOSbKO Yepes creyunarnbHble opMbl
NPUKagHoOro NporpaMMHoro obecneveHumns.

CopepxaHue 6azoBon mepbi OLLJ.6:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHON CUCTEMBI
4 3 2 1
ouJsl.e +
Ycunenne OLJI.6

OLJ1.7 KOHTpOSb TOYHOCTU, NOSIHOTLI U NPaBUNbHOCTU AAaHHbIX, BBOAUMBIX B
MHOPMaLIMOHHYIO CUCTEMY

Tpe6oBaHua k peanusaumm OLW.7: B uHPOpMaUMOHHON cUCTEME OOSMKEH
OCYLLECTBMNATbCA KOHTPOSiIb TOYHOCTWU, MOSMHOTBI M MNPaBUNbLHOCTUM [OaHHbIX, BBOAUMbIX B
MHPOPMALMOHHYIO CUCTEMY.

KOHTpOnb  TOYHOCTM, MOMHOTbI U NPaBUITbHOCTW  [daHHbIX, BBOAMMbLIX B
MHOPMALMNOHHYIO cUCTeMy, obecnevnBaeTcs NyTeM YCTaHOBIIEHMST N NPOBEPKM cobntogeHust
dopmaToB BBOAA AAHHbIX, CUMHTAKCUYECKMX, CEMaHTUYECKUX U (MNKN) UHBIX NpaBusn BBoOAA
MHOpMaUUKM B UHAPOPMALMOHHYO CUCTEMY (AOMNYyCTUMblE HAbOPbl CUMBOSIOB, Pa3MEPHOCTb,
obnacTb YMCNOBbIX 3HA4YEeHUK, [OOMNYyCTUMble 3HAYeHWUs, KONMUMYECTBO CUMBOJSIOB) OIS
noaTBEPXOEHUS TOro, YTO BBOA WH(OPMauMM COOTBETCTBYET 3aJaHHOMY OnepaTtopoMm
doopmaTy 1 Coaep>KaHuio.

BBogumble AaHHble OOSMKHbI NPOBEPATLCA HA Hannume KOHCTPYKUUKW, KOTOpble MOryT
OblTb  MHTEpPNPEeTUPOBaHbl NPOrPaMMHO-TEXHUYECKMMU CpeacTBaMn  MH(OPMaLNOHHOM
CUCTEMbI KaK UCMOSNHAEMbI€ KOMaHAbI.

Tpeb6oBaHus kK ycunenuro OLJ.7:

He ycTaHOBNEHDI.




CopepxaHue 6azoBon mepbl OLJL.7:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
oun.7
Ycunenne OLUJ7

OLJ1.8 KoHTponb ownbo4HbIX AeUCTBUN NoNib3oBaTenen no BBoay v (unu) nepepaye
uHdopmauum 1 npeaynpexaeHue nosib3oBartesien 06 OWMNOOUYHLIX AEUCTBUAX

Tpe6oBaHua k peanusaumm OLJL.8: B uHPOpmMaUMOHHOM cUCTEME OOSMKEH
OCYLLEeCTBMAATLCHA KOHTPOSIb OLWMBOYHBIX AENCTBUIN NONb3oBaTeneun no BBoAy U (Mnn) nepegade
MHdopMaUUKn 1 NpeaynpexaeHune nonb3oBaTenen 06 oLNBOYHbIX AENCTBUSX.

KoHTponb OWKWOOYHBLIX OeACTBUW Mnosib3oBaTenen no BeBogy W (Mnn) nepegade
MHopMauuM WM npegynpexgeHne nonb3oBatenen 06 OWMBOYHbIX AENCTBUAX [LOSMKEH
npegycMmaTpusaTb:

onpegeneHne onepaTtopoM TUMOB OLUIMOOYHLIX OENCTBUMA MNONib3oBaTenen, KoTopble
noTeHUManbHO MOryT TMpMBECTM K HapyweHuto 6GesonacHocTM  uHopmauum B
MHGOPMAaLNOHHOW CUCTEME;

reHepupoBaHMe cooOLleHnn Ans nonb3oBaTtenien 00 UX OWNOOYHbIX AENCTBUSAX U O
BO3MOXHOCTM HapylieHns 6e3onacHOCTU UHdopMauun B WMHPOPMALMOHHON cucTeMe Ans
KOPPEKTUPOBKN OENCTBUI NOfb30BaTeENEN;

pernctpauus nHgopmMauum ob owmnboYHbIX 4ENCTBUSAX NOMb3oBaTENEN, KOTOPbIE MOTYT
NnpUBECTM K HapyweHuo 6e3onacHoCcTM uHopmaumMm B MHEMOPMALUMOHHOW CUCTeEME, B
XXypHanax permcrtpaumm cobbituin 6e3onacHoctn B cootBeTcTBum ¢ PCE.3;

npegocrasfieHre goctyna K coobleHnsamMm o6 owmnboYHbIX AENCTBUSX NoSib3oBaTenemn
TONbKO agMUHUCTPaTOpaM.

Tpe6oBaHus k ycunenuro OLLJ.8:

He ycTaHOBNEHDI.

CopepxaHue 6azoBon mepbi OLLJ.8:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHoCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
ousn.g
Ycunenne OLJI.8

3.10. O6ecne4yeHune poctynHocTn nHcpopmaumm (OAT)

OAT.1 Acnonb3oBaHMe OTKa30yCTOMYMBbLIX TEXHUYECKUX CPeacTB

TpeboBaHua k peanusauymm OLAT.1: OnepaTopom [OMKHO obecneymBaTbCa
NCNosb30BaHMe 0TKa30yCTONYMBLIX TEXHUYECKUX CPEACTB, NpeaycMaTpmBatoLlee:

onpegeneHme CerMeHToB WHOPMALMOHHONW CUCTEMbI, B  KOTOPbIX OOJTKHbI
NPUMEHATBCS  OTKA30yCTOMYMBbIE TexXHMYEcKne cpeacTea, obnagarowme CBONCTBaAMMU
COXpaHsTb CBOK paboTOCNOCOOHOCTL MOCNe OTKasa OL4HOrO WM HECKOSTbKUX MX COCTaBHbIX
4yacTenh, W MNepeyHss TakMx CpeacTB ucxoas u3 Tpebyembix ycnosun obecneveHus
HENPepPbIBHOCTU  (PYHKUMOHUPOBAHMSA  UH(POPMALNOHHOW  CUCTEMbI U AOCTYMHOCTM




NMHpopMaLUK, yCTaHOBIIEHHbIX ONEpPaTopoM;

onpeaeneHne npeaenbHbiX (MOPOroBbiX) 3HAYEHUN XapaKTEPUCTUK (KoadpdpuumeHTa)
rOTOBHOCTM, MOKa3blBAKOLWEro, Kakyt [JOMf BpeMeHu oT obuwiero BpemeHu paboThbl
MH(POPMALNOHHON CUCTEMbI TEXHUYECKOoe CPeacTBO (TEXHUYECKOEe peLleHne) HaxoauTcs B
pabo4yem COCTOSIHUW, U XapaKTepPUCTUK HagexHocTn (Tpebyemoe 3HavyeHue BEPOSTHOCTU
oTKasa B eAnHWLy BpeMeHu) ucxoasa us Tpebyembix ycrnosuin obecnevyeHms HenpepbIBHOCTU
PYHKUMOHNPOBAHMUS  MHAPOPMALMOHHON  CUCTEMbI W OOCTYMHOCTM  MHGOPMauuK,
YCTaHOBIEHHbIX OrNepaTopoMm;

npuMeHeHne B MHPOPMALIMOHHOM CUCTEME TEXHUYECKUX CPEACTB C YCTaHOBIIEHHbIMU
onepaTtopoM  xapaktepuctukamn  (KOadpUUMEHTOM)  FOTOBHOCTU U HAOEXHOCTMW,
obecneunBaroLLmx Tpebyemble ycnosus HenpepbIBHOCTU PYHKLNOHNPOBAHUSA
MHGOPMAaLMOHHOW CUCTEMbI U OOCTYMHOCTU MHGOpMaLWK;

KOHTPOSlb C YCTAHOBMEHHOW OnepaTopoM MEPUOAMYHOCTLIO 3a  3HAYEeHUAMMU
XapakTepuUcTuK (KOaPPUUNEHTOB) FOTOBHOCTM W HAAEXHOCTU TEXHWYECKUX CpeacTs u
pearMpoBaHue Ha yXyAlweHuWe 3HAYeHUN AaHHbIX XapakTepPUCTUK (MHMUManu3aumsa nnaHa
BOCCTaHOBMNEHUs paboTocnocobHOCTM 1 NHbIE METOAbLI pearnpoBaHns);

3aMeHa TEexXHUYECKMX CPEeACTB, XapakKTepUCTUMKU (k03P PUUMEHTbI) FOTOBHOCTU U
HaOEeXXHOCTW KOTOPbIX AOCTUIIM NpeaenbHOro 3HaYeHUs.

OnepaTtopoM [o/mkHO ObITb obecneyeHo onpefeneHne TpebyembiX XapakTepUcTuK
(koatbPULMEHTOB) HAOEXKHOCTM WU TOTOBHOCTM B COOTBETCTBMM C  HaUMOHasNbHbIMU
cTaHgapTamu.

Tpe6oBaHus k ycunenmro OAOT.1:

1) onepaTop BbIBOAUT U3 JKCMnyaTaumm TEXHUYECKOE CPEeACTBO MyTEM nepedayn ero
dyHKUMN  apyromy (pe3epBHOMY) TEXHUYECKOMY CpeacTBY [0 [LOCTMXKEHUS MepBbiM
npegenbHbIX (MOPOroBbiX) 3HAaYEHUN XapakTepUCTUK (KO3PUUNEHTOB) rOTOBHOCTU U (Unn)
HaOEeXHOCTU;

2) B WH(OPMAUMOHHOM CUCTEME peanusyeTcs aBTOMaTM4yeckoe OrnoBelleHne
(curHanmsaums) o AOCTMXKEHUA TEXHUYECKUM CPeACTBOM npeaenbHbIX (MOpOoroBbiX) 3HAaYEHUN
XapakTepuctuk (Koo PUUMEHTOB) TOTOBHOCTM W HAAEXHOCTU (CTeneHb [AOCTMXKEHUSN
npegenbHbIX 3HaYeHUn onpeaensaeTcs onepaTtopom);

3) B WHOPMAUMOHHOM CUCTEME peanusyeTcsd aBTOMaTM4yeckoe OrnoBelleHne
(curHanmsaums) o AOCTMXKEHUA TEXHUYECKUM CPeACTBOM npeaenbHbIX (MOpOoroBbIX) 3HAaYEHUN
XapaKTepUCTUK 3arpy3Kku.

CopepxaHue 6aszoBon mepbl OOT.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOM CUCTEMBI

4 3 2 1

oarT.1 +
Ycunenne OAT.1

OAT.2 Pe3epBupoBaHue TEXHUYECKMUX CPEACTB, NPOrpaMMHOro obecrnevyeHus, KaHanoB
nepeaaym niopmaumm, cpeactTs obecneyeHns PyHKLMOHUPOBaHUS
MHOpMaLMOHHOWU CUCTEMBI

Tpe6oBaHusa k peanusaumm OAT.2: Onepatopom AOMKHO obecneymBaTbCA
pe3epBMpOBaHNE TEXHUYECKMX CPeacTB, NporpamMHOro obecrneveHusi, KaHanoB nepegayun
nHpopmauumn, cpeacts obecneveHnsi PYHKUMOHUMPOBAHUS WMHGPOPMALMOHHOW CUCTEMDI,
npegycmaTpuBatoLLee:

onpegeneHne CerMeHTOB  MH(OPMALMOHHOW CUCTEMbI, B  KOTOPbIX [AOMKHO




OCYLLIECTBMNATLCA pPEe3epBMPOBAHNE TEXHUMYECKMX CPeacTB, MPOrpaMMHOro obecneyeHus,
KaHanoB nepegayn uvHdopMaumm n cpeactB obecrneyeHuns (YHKUMOHMPOBaHUSA, a Takke
nepeyHs pesepBUpyeMbIX CpeactB wucxoas u3  Tpebyembix ycroBun obecneveHus
HenpepbIBHOCTU  PYHKUMOHUPOBAHUS  MHPOPMALMOHHONW  CUCTEMbI WU OOCTYMHOCTU
NMHpopMaLUK, YyCTaHOBIIEHHbIX ONEpPaTopoM;

NPUMEHEHNE pe3epBHbIX (QyONMpyLWKMX) TEXHUYECKMX CPEACcTB, MNPOrpamMmMHOro
obGecneyeHnsa, kaHanoB nepefadn WHdopmaumm wn  (Mnn) cpeacts  obecneveHus
PYHKUMOHNPOBAHUS WH(OPMALMOHHON cucTeMbl, obecneuymBarowmx Tpebyemble ycnoBus
HENPepbIBHOCTU  PYHKUMOHUPOBAHMUS  UH(POPMALMOHHOMW  CUCTEMbI U AOCTYMHOCTU
UHdopmMaLuu;

BBOJ B [AENCTBUE pPe3epBHOr0 TEXHUYECKOro CpeacTBa, NporpaMMHoro obecneveHus,
KaHana nepegayv wHdopmauum unu cpegctea obecneyeHUs YHKUMOHUPOBAHUS MpuU
HapyweHun TpebyembiX YCNOBUA HENPEepbIBHOCTU (PYHKLMOHMPOBAHUSA MHGOPMaLMOHHON
CUCTEMBI 1 JOCTYMHOCTU MHGOPMaLIUN.

PesepBupoBaHMe TeXHUYECKMX CPenCTB B 3aBUCUMOCTM OT TpebyemMbiX YCroBUK
obecnevyeHnss  HeENPEpbIBHOCTU  (PYHKUMOHMPOBaAHMUS  MHAOPMALMOHHOM  CUCTEMbLI W
AOCTYNHOCTM WH(pOpMauUM BKITOYaeT HeHarpyxeHHoe ("xonogHoe") u (Mnu) HarpyXeHHoe
("ropsiuee") pesepBupoBaHue.

Mpn pesepBupoBaHMM MporpaMMHOro obecrneyeHns OCyLLEeCTBMASETCH Cco3faHue
pe3epBHbIX KOMWA  OOLECUCTEMHOro, CneumanbHOro W MPUKNagHoOro  NPorpamMHOro
obecnevyeHnsa, a Takke nMporpamMHOro obecnevyeHna cpeacTB 3awWmTbl  MHGOPMaLMK,
HeobxooMMbIX Ana obecrneyeHnsa TpebyeMbiX YCIOBUN HENPEPbLIBHOCTU (OYHKLNOHUPOBAHMUS
MHPOPMaLMOHHON CUCTEMbI U OCTYNHOCTN MHpopMaLmn.

PesepBupoBaHue KaHanoB nepegayn nHopMauum BKIOYaeT:

pe3epBMpOBaHNE KaHanoB CBA3W, obecneyvnBaloLllee CHUKEeHNE BEPOATHOCTN OTKasa B
A0oCTyne K NHPOPMaLMOHHOM CUCTEME,;

Hanu4yne y OCHOBHbIX W anbTepPHaTMBHbBIX MOCTABLUMKOB TENIEKOMMYHUKALMOHHBLIX YCIyr
(npoBangepoB) MHHPOPMALMOHHOW CUCTEMbI MIIAHOB NO BOCCTAHOBMEHUIO CBA3M NPU aBapusix
n cbosx, C ykazaHMeM BpeMEHU BOCCTAHOBIEHNS.

PesepBupoBaHue cpeactB obecneyeHuss QYHKUMOHMPOBAHUSA WHAOPMALNOHHOMN
CUCTEMbI BKIOYaET:

NCNosib30BaHMe KpaTKOBPEMEHHbIX Pe3epPBHbIX MCTOYHMKOB NUTaHMA Ans obecneyeHus
NpaBuSIbHOIO (KOPPEKTHOro) 3aBeplueHns paboTbl CerMeHTa WMH(OPMAaLMOHHON CUCTEMBI
(TexHnyeckoro cpeacTBa, YCTPOUCTBA) B Cryvae OTKHYEHNSI OCHOBHOMO UCTOYHMKA NUTAHUS;

NCNonb3oBaHWe [OMTOBPEMEHHbIX PEe3EpPBHbIX WCTOYHWKOB MNWUTAHWUS B  Criyyae
ANUTENBHOrO OTKIIOYEHUSI OCHOBHOMO MCTOYHUKA MUTAHUSA U HEOBXOAMMOCTM MPOAOSPKEHUSN
BbIMOSIHEHNSI ~ CerMEHTOM  MH(OPMAUMOHHOM  CUCTEMbI  (TEXHUYECKUM  CpPedCTBOM,
YCTPOWCTBOM) YCTAHOBMNEHHbIX (PYHKLMOHaNbHbIX (3agay);

onpegeneHne nepeyHsl  SHEpro3aBUCUMMbIX  TEXHUYECKMX  CPeacTB, KOTOPbIM
HeobxoomMmo obecneunTb HanmuMune pesepBHbIX MCTOYHUKOB MUTAHUS (KPaTKOBPEMEHHbLIX U
A0JITOBPEMEHHBIX).

Mpasuna n npoueaypsbl pe3epBMpoOBaHNS pernameHTUpytoTcs B
OpraHM3auUmMoHHO-pacnopsaaANTENbHbBIX JOKYMEHTax onepaTopa no 3awurte nHpopmaumn.

Tpe6oBaHus k ycunenumro OAT.2:

1) B WHOPMAUMOHHOM cCUCTEME [LOIMKHO obecneumBaTbCa pe3epBUpoBaHUE
aBTOMATU3NPOBaHHbLIX paboynmx MecT, Ha KoTopblx obpabaTbiBaeTca uMHGOPMaLMA
(COBOKYNHOCTM TEXHUYECKUX CPELCTB, YCTAHOBMEHHOMO NporpaMmMHoOro obecneyeHusi, cpeacTs
3aWnTbl MHOPMaLMM 1 NapaMeTPOB HAaCTPONKK), B TOM YKCre npegycMmaTpuBatoLLee:

NpoCcTpaHCTBEHHOE (reorpaduyeckoe) oTaernieHme pes3epBHbIX aBTOMATU3NPOBaHHbIX
pabo4mx MecT OT OCHOBHbIX MeCT 06paboTkM MHOPMAaLMK, C YY4ETOM BO3MOXHbIX Yrpo3



HapyLleHnst AOCTYNHOCTU MHOpMaLuu;

KOHUrypaumio pesepBHbIX MecT obpaboTkm uHdopMaumm, npenycmMaTpuBaroLLyto
MUHUMasnbHO Tpebyemble 3KCnyaTalMOHHbIE BO3MOXHOCTM paboyero MecTa;

pa3paboTky onepaTtopom npoueayp obecneyeHus Tpebyembix ycrioBun obecneveHns
HENPepbIBHOCTU  PYHKUMOHUPOBAHMUS  UH(POPMALMOHHOMW  CUCTEMbI U AOCTYMHOCTU
WHdopMaUuKn B criydae HapyleHust YHKUMOHUPOBaHUSA (cOoeB, aBapuii) pe3epBHbIX MECT
o6paboTkn nHpopmaumu;

orpaHuyeHne BpemeHn obpaboTkM MHopMauMn Ha pe3epBHOM paboyeMm mMecTe Ao
BPEMEHN BOCCTAHOBNEHNS DYHKLMOHMPOBAHNSI OCHOBHOIO pabo4ero MecTa;

2) B UHPOPMALIMOHHOWM cUCTEME OMMKHO obecneynBaTbCs NpegocTaBrieHne pe3epBHbIX
KaHanoB CBSA3W OT anbTepHATUBHbLIX MOCTaBLUMKOB TENEKOMMYHUKALMOHHBIX  YyCnyr
(npoBangepoB), OTNNYHBIX OT NOCTABLUMKOB (MpoBangepoB) OCHOBHbLIX KaHaroB CBA3W;

3) B MH(pOPpMaLMOHHON cucTemMe JOMKHO obecneydnBaTbCs UCNOSTb30BaHNE pPe3epBHbIX
KaHanoB CBSA3M, MPOXOAALLMX MO Tpaccam OTSIMYHBIM, OT TpacC MNPOXOXOAEHUS OCHOBHbIX
KaHaroB CBA3W;

4) B UHPOPMALIMOHHOW CUCTEME OOMMKHO obecneynBaTbCs UCNOSb30BaHNE PE3EPBHbIX
(OTAeneHHbIX OT OCHOBHbIX) TENEeKOMMYHUKAUMOHHBLIX CepBuCOB, obecneyvmBaroLmnx
AOCTYMHOCTb NHopmauuu, o BOCCTaHOBMEHNSA AOCTYNHOCTU OCHOBHbIX
TENEeKOMMYHUKALMOHHBIX ~ CEPBUCOB  MOCTaBLUMKOM  TENEKOMMYHUKAUMOHHbLIX  yChyr
(npoBangepom).

CopepxaHue 6azoBon mepbl O T.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

oAarT.2 +
Ycunenne OAT.2

O[T.3 KoHTponb 6e30TKa3HOro (pyHKLMOHUPOBAHUA TEXHUYECKUX CPeacCTB,
OoGHapyXeHue 1 riokanusauus oTkasoB (PyHKLMOHUPOBaHUA, NPUHATHME MepP NO
BOCCTaHOBJIEHUIO OTKa3aBLUUX CPEeACTB U UX TeCTUpPOBaHMe

TpeboBaHus k peanusaumu OAT.3: OnepaTopoM JOMKEH OCYLLECTBAATLCHA KOHTPOSb
6€e30TKa3HOro (PYHKUMOHMPOBAHUSA TEXHUYECKUX CPEeAcTB, ODHapyxeHue W nokanuMsauums
OTKa30B (PYHKLMOHMPOBAHUS, MPUHATME MeP NO BOCCTAHOBMIEHUIO OTKa3aBLUMX CPeacTB U UX
TeCTUpoBaHue.

KoHTponb 6e30TKa3HOro pyHKLUMOHMPOBAHUA NPOBOAUTCS B OTHOLLEHUN CEPBEPHOIO U
TeNeKOMMYHUKaLMOHHOIO  obopyaoBaHus, KaHaroB  CBA3W, CpedcTB  obecneveHus
PYHKUMOHUPOBAHUA  UHPOPMALNOHHOM  CUCTEMbl  MNyTEM  MNEepUoaMYECKON  MPOBEPKMU
paboTOCNOCOBHOCTM B COOTBETCTBUM C IKCMNyaTaUMOHHOM OAOKYMeHTaumen (B TOM 4ucne
nyTeM MOCbINIKN TECTOBbIX COOOLEHUN W NpuUHATUSA "OTBETOB", BM3yarlbHOrO KOHTPOIS,
KOHTpOns Tpadmka, KOHTPONS "noBeaeHns” CUCTeEMbl MU NHBIMU METOLaMMN).

Mpn obHapyxeHMM OTKa30B PYHKLVNOHUPOBAHUS OCYLLECTBISETCS UX floKanmsaums u
NPUHATUE Mep MO BOCCTAHOBIEHMIO OTKa3aBWKMX cpeActB B cootBetcTBUM ¢ OLJT.3, ux
TeCTUpOBaHWEe B COOTBETCTBUM C IKCMyaTaUMOHHOW OOKYMEHTaumnen, a Takke perncrpaums
CcoBbITUI, CBA3AHHbIX C OTKa3aMu (PyHKLNOHMPOBaHWS, B COOTBETCTBYHOLLMX XKypHanax.

Tpe6oBaHus k ycunenmro OAT.3:

1) B WH(popMauMOHHON cucTemMe p[ofmkHa ObiTb obecnevyeHa curHanmMsauus
(yBegomneHue) O  HeucnpaBHOCTSX, c€BoAX M oTKazax B (PYHKUMOHMPOBAHUU
NPorpaMmMHO-TEXHUYECKUX CPeacTB MHPOPMALMOHHOWN CUCTEMbI;




2) onepaTopom [formkHa obecneuymBaTbCs peructpaumss cboeB WM OTKa3oB B
PYHKUMOHNPOBAHNN TEXHUYECKNX CPeaCTB MHPOPMALMOHHON CUCTEMDI;

3) B MH(OPMAUMOHHOW CUCTEME [AOSDKHblI MPUMEHSTLCA MpOrpaMMHble CpeacTBa
MOHUTOPUHIA TEXHWYECKOro COCTOSIHUS WHMOPMAUMOHHOM CUCTEMbI, OCYLLEeCTBrSoLmne
MOHUTOPUHT OTKa30B MPOrpaMMHbIX U MPOrpaMMHO-TEXHUYECKMX CPEeACTB B COOTBETCTBUM C
nepeyHeM, onpeneneHHbIM onepaTopom.

BbasoBbin Habop OAT.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMbI
4 3 2 1

oAarT.3 + +
Ycunenne OAT.3 1

OQAT.4 NMepuoaunyeckoe pesepBHOE KONMpoOBaHNE MH(pOPMaLIMK Ha pe3epBHbIe
MalUMHHbIe HOCcUTenu nHopmaummn

Tpe6oBaHua k peanusaumm OAT.4: Onepatopom AomMKHO obecneymBaTbCS
nepuoanveckoe pesepBHOE KOMMpoBaHWe MHAOPMaLMM Ha pe3epBHble MaLUMHHBIE HOCUTENN
MHopmauuu, npegycmaTpusaroLLee:

pe3epBHOE KOMUPOBaHWE WHGOpMaUUM Ha pe3epBHble MaLUWHHbIE HOCUTENW
MHdOpMaLUKM C YCTaHOBNEHHOW OnepaTopoM NeEPUOLUYHOCTLIO;

pa3paboTky  nepeyHss  WHopmMauuu  (TMNOB  MHOpPMauuK),  noasexallen
nepuoanvyeckoMy pes3epBHOMY KOMUPOBAHUIO Ha pe3epBHble  MalUMHHblE HOCUTENU
MHopMauuny;

perncTpauuio cobbITUA, CBA3AHHBLIX C Pe3epBHbIM KONUPOBaHWEM WHAOPMaLMK Ha
pe3epBHble MaLUMHHbIE HOCUTENN MHGOPMaLNK;

NPpUHATME Mep ANa 3aWuTbl pesepBupyemMon uHdopmauuu, obecneymBaloWmnx ee
KOH(PMAEHUMANBbHOCTb, LEeNOCTHOCTb M LOCTYMNHOCTb.

MpaBuna u npoueaypbl pe3epBHOrO KONUPOBAHWUS UHOPMaLUKN pernameHTUpYTCs B
OpraHn3aLUnoHHO-pacnopsaanTeNbHbIX JOKYMEHTax onepaTopa no 3awuTte UHopmauuu.

Tpe6oBaHus k ycunenuro OAT.4:

1) onepaTtopoM [OSbKHA OCYLLECTBNATbCS C YCTAHOBMIEHHOW UM NEPUOLUYHOCTBIO
npoBepka paboTOCNOCOOHOCTM CPeacTB pPe3epBHOr0 KOMMPOBAHUSA, CPEACTB XpaHeHus
pe3epBHbIX KOMUM W CPeAcTB BOCCTAHOBMNEHWA WHGOpPMaUUM Un3 pe3epBHbIX KOMUN
(neproamyHOCTL NpoBEpPKN paboToCNOCOBHOCTM onpeaenseTcsi onepaTopom);

2) onepaTopoM AOSMKHO OCYLLECTBIATLCA XpPaHeHWe (pa3MeLLeHne) pes3epBHbIX KOMuK
MHpopMauun Ha OTAenbHbIX (pa3MeLLeHHbIX BHE WMH(OPMAaLMOHHOW CUCTEMbI) CpeacTBax
XpaHeHWs pe3epBHbIX KOMUIN U B MOMELLEHUSX, CeumnanbHO NpegHa3HavYeHHbIX ANg XpaHeHNs
pe3epBHbIX KONMUM MHGPOPMaLMN, KOTOpbIe UCKNoYalT BO3AENCTBME BHELLHUX (DaKkTOPOB Ha
XPaHUMYI0 UHGOPMaUUIO;

3) onepaTopoM AOMMKHO OCYLLECTBMATLCA Pe3epBHOE KONMpOBaHWe MHdopMauum Ha
3epKanbHy0 MHPOPMALMOHHYKO CUCTEMY (CErMEHT MHPOPMALNOHHOW CUCTEMBI, TEXHUYECKOE
CpPeAcTBO, YCTPOMNCTBO);

4) onepaTopoM AofmKHa obecneunBaTbCs COOTBETCTBYHOLAA NPONYCKHAA CnOCOBHOCTb
KaHaroB CBSA3W, MCMOMb3yeMbiX ANs nepeaayn pe3epBHbIX KOMWi B NPOLLECce NX CO34aHNSA UIn
BOCCTAHOBNEHNA WHopmauun, Ans JocTwkeHus Tpebyembix ycnosui obecneveHus
HENpPepbIBHOCTU  PYHKLUMOHUPOBAHMUS  UH(POPMALMOHHOM  CUCTEMbI U AOCTYMHOCTU
nHdopmMaLuu;

5) onepaTopoM [OO/MKHO OCYLECTBASATLCA MNPOCTPAHCTBEHHOE (reorpadmnyeckoe)




pa3HeceHne MeCcT XpaHeHUA

HOocuTenen pesepBHbIX
pacnosioXXeHna opurMHanoB 3ToM MHOPMaLINA.
CopepxaHue 6azoBon mepbl OO T.4:

Konun

MHopMaLmnn

n

MecCT

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
oarT.4 + +
Ycunenne OAT .4 1,2 1,3

O[OT.5 O6ecnevyeHne BO3MOXHOCTMU BOCCTAHOBNEHUA MHOpPMaLMM C pe3epPBHbIX
MaLlUMHHbIX HOCcUTeren nHdopmaumm (pesepBHbLIX KOMUA) B TEYEHUE YCTAaHOBIIEHHOrO
BPeMeHHOro nHTepBsana

Tpe6boBaHusa k peanusauum OLAT.5: Onepatopom pomkHa 6bITb obecneyeHa
BO3MOXHOCTb BOCCTaHOBMEHUS WH(OPMauUMM C pe3epBHbIX MALUMHHBIX  HOCUTENen
MHopMauuKn (pes3epBHbIX KOMWW) B TeyeHue YCTaHOBMEHHOro ornepatopoM BpPEMEHHOro
WHTepBana.

BoccTtaHoBneHne wnHdopmaumm C pesepBHbIX MaLUMHHBbIX HOcuTenenm WHdopmaumm
(pe3epBHbIX KONWUIM) OOIMKHO NpeaycMaTpuBaThb:

onpegeneHMe BpeMEHW, B TeYeHMe KOTOporo AO/MKHO ObiTb  obecnedeHo
BOCCTaHOBMNEHNe uHdopmauum n obecneuymBatoLllero TpebyemMble yCrioBUA HenpepbiBHOCTU
dYHKLUNMOHNPOBAHMS MHEPOPMALMOHHON CUCTEMBI M AOCTYNHOCTU MHADOPMALMK;

BOCCTaHOBNEHNE UHOPMaUUM C pPe3epBHbIX MAaLUMHHBIX HOcuUTernen uHdopmMauum
(pe3epBHbIX KOMWUN) B Te4EeHME YCTaHOBEHHOMO onepaTopoM BPEMEHHOro MHTepBana;

pernctpauns cobbiTUN, CBA3aHHbIX BOCCTAHOBIIEHMEM WHOPMaUMM C pe3epBHbIX
MaLUNHHbBIX HOCUTENEN MHopmauunn.

MpaBuna wn npoueaypbl BOCCTAHOBEHMA MHGPOPMaUUM C pe3epBHbIX MaLUUHHbIX
HocuTenenm uHopMauMn  perfiameHTUpyTCa B OpraHM3auuoHHO-pacnopaguTenbHbIX
AOKYMeHTax onepaTopa no 3awute nHpopmaumn.

Tpe6oBaHus k ycunenuro OAT.5:

1) onepaTtopom gormkHa obecneynBaTbCsl BO3MOXHOCTb BOCCTAHOBNEHNS MHopMaunm
C y4eTOM HarpyxeHHoro ("rops4ero”) pesepBMpoBaHUs TEXHUYECKMX CPEeACTB B COOTBETCTBUM
c OOT.2;

2) B MWH(MOPMALMOHHOM CUCTEME [OOSPKHO OCYLWEeCTBASATbCA NpefocTaBreHne
nonb3oBaTensiM pes3epBHbIX MecT 0bpaboTkm mHdopmaumm B cootBeTcTBUM ¢ OLT.2 o
BOCCTAHOBMNEHNA M3 pe3epBHbIX KONUMN WHpopmauum n obecnevyeHns ee AOCTYNHOCTM Ha
OCHOBHbIX MecTax 06paboTku nHdopmaumu.

CopepxaHue 6aszoBon mepbl OOT.5:

Mepa 3awuTbl HpopmaLuunm Knacc 3awmeHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1

oAarT.5 + +
Ycunenne OAT.5 1

OQAT.6 Knactepusauusa nHcpopmauMOHHOM CUCTEMbI U (USTN) ee CerMeHToB

TpeboBaHua k peanusauum O[LOT.6: B uWHPOPMAUNOHHON CUCTEME AOSMKHO
obecneunBaTbCs BblaeneHne rpynn OgHOTUMHBIX Y310B, 00 beAMHEHHbIX KaHanaMmu nepegaym




WHpopMauun ©n  paccMaTpuMBaeMbIX KakK eOuHbI  NPOrpamMMHO-TEXHUYECKUIA  pecypc,
WHOPMALMOHHOM CUCTEMBbI B LEenoM U (unu) OTAenbHbIX ee CerMeHToB (cepBepoB
NpUNoXeHun, annosBbix CEPBEPOB, CEPBEPOB 6a3 AaHHbIX, CPEACTB 3aLunThl MHpopMaUMn K
WHbIX CErMeHTOB) Ansi obecnevyeHns LOCTYNHOCTU MHGOPMAaLMKU, CEPBUCOB M MEXAHU3MOB
3awmTbl MHopmaumn.

Tpe6oBaHus k ycunenuro OAT.6:

1) B UHPOPMALNOHHON CUCTEME [OSMKHA OCYLLEeCTBNATLCA KnacTepusauus cepBepoB
KOHTPOSNEPOB [OMEHOB, CEPBEPOB PE3EPBHOIO KOMUPOBAHUS, CEPBEPOB YMpaBfeHUs WU

MOHUTOPWHIA  COCTOSIHMS  MHAOPMAaLMOHHOW  CUCTEMbI, CEPBEPOB  BUPTYyarbHOM
NHMPACTPYKTYPbl U MHbIX OCHOBHbIX YCTPOWCTB M NMPOrpaMMHOro obecrneyYeHnss CUCTEMHOrO
YPOBHS;

2) B MHOPMALMOHHON CUCTEME [OSPKHA OCYLLECTBMASATLCA KracTepu3auus cepBepoB
NPUNOXeHUN, annoBbiX CEepBEPOB, CepBepoB 6a3 [aHHbIX, MOYTOBbIX CEPBEPOB M MHbIX
YCTPOWCTB 1 NPOrpamMmmMHOro obecneveHmns NpuKNagHoro ypoBHs;

3) B MHOPMAaLIMOHHON CUCTEME [OSKHA OCYLLEeCTBAATLCA KnacTepusaumsa CpeacTs
3aWmnThl MHOpMauMM (B cny4vasx, Korga 3To TEXHUYECKM BO3MOXHO), BKMoYas cpenctea
MEXCETEBOIo 3KPaHMPOBaHWS, CPEACTBA 3aLLMTbl KaHarnoB nepegayn nHdopmauun.

CopepxaHue 6aszoBon mepbl OT.6:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHON CUCTEMBI
4 3 2 1
oaT.6
Ycunenue OAT.6

OAT.7 KoHTponb COCTOAHUSA U KavyecTBa NpeaocTaBneHUs YyNnonHOMOYEHHbIM SIULOM
BbIYMCIUTENbHbLIX PeCypcoB (MOLHOCTEN), B TOM YMucne no nepegaye nHpopmaumm

TpeboBaHus k peanusaumu OAT.7: OnepaTopoM JOMKEH OCYLLECTBAATLCA KOHTPOSb
COCTOSHUSI W KayecTBa NpedoCTaBNEHUs  YMOMHOMOYEHHbIM  NMUOM  (NpoBanaepom)
BblYMCNUTENBHbLIX PECYPCOB (MOLWIHOCTEN), B TOM 4ucre MO nepefade WMHdopmauuu,
npegycmMaTpusatoLLni:

KOHTPOJSIb BbINOSIHEHUS YIONTHOMOYEHHbBIM NMLIOM TpeboBaHUI O 3awmTe NHpopmMaumn,
YCTaHOBIIEHHbIX 3akoHopaTernscTBoM Poccunckon depepauum m  ycrioBuaMmn LOrosopa
(cornaweHus), Ha OCHOBaHMM KOTOPOro YNONTHOMOYEHHOE NULo obpabaTbiBaeT MHGOPMaLUUIo
Unu NpeaocTaBnsaeT BblYUCNTENbHbIE PECYPChl (MOLLHOCTW);

MOHUTOPWUHI COCTOSIHUS U KavecTBa nNpenoCTaBlfieHUs] YMNOSTHOMOYEHHbIM  fULOM
(npoBangepom) BblYUCTIUTENBHBIX PECYPCOB (MOLLHOCTEN);

MOHUTOPUHI COCTOSIHUS U KavecTBa nNpenoCTaBlfieHUs YMNOSTHOMOYEHHbIM  fULOM
(npoBangepom)ycnyr no nepegaye nHoopmaumu.

YcnoBusi, npaBa W 0083aHHOCTW, coAepXaHue W MNopsgoK KOHTPONSA  AOSKHbI
onpegenaTbCs B JoroBope (cornawleHun), 3aknio4YaemMoMm Mexgy onepatopomMm U
YNOMHOMOYEHHbIM NINLOM Ha NPeaoCTaBreHne BblYUCIUTENbHbBIX PECYPCOB (MOLLHOCTEN) Unn
nepegady nHgopmaumm ¢ ucnonb3oBaHnemM MHAPOPMaLMOHHO-TENEKOMMYHUKALMOHHBIX ceTen
CBSA3MW.

Tpe6oBaHus k ycunenuro OAOT.7:

1) mexgy onepaTtopoM U MOCTaBLMUKOM  ycryr  (TENeKOMMYHUKaLMOHHbIX,
BblYMCNUTENDBHbLIX) OOSMKHO 3akniovaTbCs cornaweHne ob ypoBHe ycnyr, coaepaliee
onucaHue ycnyr, npaB M 006513aHHOCTEN CTOPOH W COrMacoBaHHbIN YPOBEHb KayecTBa
npegocTaBnsieMbiX yCNnyr B COOTBETCTBUM C 3akOoHOAaTenbCcTBOM Poccurickon ®epepauuu.
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CopepxaHue 6azoBon mepbl OOT.7:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMbI

4 3 2 1

oaTt.7 + +
Ycunenne OAT.7

3.11. 3awmTa cpeabl BupTyanmsauum (3CB)

3CB.1 NaeHTudMKauma n ayteHTuduKauma cyoLeKToB AocTyna n o6bLeKToB AocTyna B
BUPTyanbHON UHMPACTPYKTYpe, B TOM Yncne agMUHUCTPATOPOB yrnpaBrieHus
cpeAcTBaMu BUpTyanusaumm

Tpe6oBaHua k peanusaumm 3CB.1: B wnHMpopmMaumoHHON cucteme [OOSMKHbI
obecneunBatbCs MAeHTUPUKAUNA W ayTeHTUdUKaumsa cyObekToB Joctyna M O0b6bekToB
AocTyna B BUPTyanbHOW WHQPACTPYKType, B TOM 4YUCre agMUHUCTPATOPOB YrpasreHud
cpeacTteamu BupTyanusaumm, B cootseTctBun ¢ MAD®. 1, MAD.2, UAD.3, UAD .4, UAD.5, UAD.6
nVAD.7.

BupTyanbHas wuWHgpacTpykTypa BKIOYaeT cpedy BupTyanusauuu (nporpammHoe
obecneyvyeHne, cnyxebHble [JaHHble KOMMOHEHTOB BUPTyalbHOM WHPACTPYKTYpbl) U
annapaTtHoe obecneyeHune (annapaTHble CPeacTBa,

HeobxoauMble Ans PYHKLUMOHUPOBaHUSA cpeabl BUpTyanusauumn, B TOM Y1crne cpeacraea
pe3epBHOro KOMMPOBAHUSA U 3aLLMTbl UHpOpMaLun).

B kayecTBe KOMMOHEHTOB BUPTYanbHOW MHPPACTPYKTYpbl HEOOXOANMO, Kak MUHUMYM,
paccmaTpmBaTb cepBepHoe 0bopyaoBaHue, annapaTHoe obecneyeHne KOHConen ynpasneHus,
obopygoBaHMe XpaHEHWs [aHHbIX, ceTeBoe o0bopyaoBaHue, rUnNepBuU3op, XOCTOBYHO
ONepaunoHHY0 CUCTEMY (€Cnn NPUMEHMMO), BUPTyarbHble MalluHbl, NPOrPaMMHY0 cpeny
BUPTyarnbHbIX MawuH (B TOM 4uCre WUX oOnepauuoHHble CUCTEMbI U NPOrpaMmHoe
obecneyeHune), BUpTyanbHoe annapaTtHoe obecneyeHne, BUPTyanm3npoBaHHOE NPOrpaMmMHoOe
obecneyveHne (BUpTyarbHble MaLIUHbI C NPeayCTaHOBMAEHHbIM MPOrpamMMHbIM obecneyeHnem,
npegHasHayeHHbIM  ONs  BbINOMIHEHUA  ONpedeneHHbiX  (OYHKUMA B BUPTYarbHOM
NMHPaCTPYKType), NporpaMMHoe obecneyveHre ynpasneHus BUpTyanbHOW MH(PaCTPYKTypon
(B TOM 4yncne rmnepBM3opoOM, HACTPOMKaMn BUPTYyanbHbIX MALUWH, MUrpaumen BUPTYasnbHbIX
MalMH, ©anaHCMpPOBKOM Harpysku), crnyxebHble [OaHHble KOMMOHEHTOB BMPTYyasibHON
MHPACTPYKTYpbl (HACTPOMKM W  WUHble cryXebHble [OaHHble), CpeacTBa pPe3epBHOro
KOMMPOBaHWA KOMMOHEHTOB cpefbl BUpTyanusauumM W cpeacTBa 3awuTbl MHGOpMauuu,
Ncnonb3yemMble B paMKax BUPTYanbHbIX MalUVH 1 BUPTyanbHOM MHOPACTPYKTYPbI B LIESTIOM.

B kauyectBe 0O6bLEKTOB OOCTyna B BUpPTyanbHOW WMHGPACTPYKType Heobxoaumo, Kak
MUHUMYM, paccmaTpuBaTb nporpaMmHoe obecrneyeHne ynpasfieHUst  BUPTyasibHOW
NHPPACTPYKTYPON, rMNeEpPBM30P, XOCTOBYK OMEPaLMOHHYKD cuUcTemy (ecnm MpUMEHMMO),
BUPTyarbHble MaLUWHbI, MPOrpaMMHyl0 cpefy BUpPTyasnbHbIX MaluH (B TOM 4uCrie UX
onepaLMoHHble CUCTEMbI 1 MporpammMHoe obecrnedeHune), BUpTyarbHble KOHTEHEePbl (30HbI),
BUPTyanuanpoBaHHoe  nporpammHoe  obecnedeHne  (BUpPTyasbHble MalWHbl  C
npeaycTaHOBIEHHbIM MpPOrpaMMHbIM obecnevyeHmeM, npegHasHavyeHHas AN BbINOSHEHUS
onpeaeneHHbIX PyHKUMIA B BUPTYyanbHOM MHPACTPYKType), CpeacTBa 3awmnTbl MHopMmauuu,
ncnosnb3yemble B pamKax BUPTYarnbHbIX MaLUMH U BUPTyarbHOW MHOPACTPYKTYpbl B LENTOM.

Mpu peanusauun mep no naeHTUMUKaLMM 1N ayTeHTMduKauumn cybbLeKkToB JocTyna m
06BHEKTOB [OCTYNa B BUPTYanbHON MHPPaCTPYKType OOMKHbI obecneunBaThbCs:




nageHTuprkauma 1 ayteHTUupmkauma agMUHUCTPATOPOB YynpasfieHUs cpeacTtBaMmu
BUpTYyanuaauuu,

noeHTUuKaums n ayteHTudukauna cybbekToB JocTyna npyv UX JoKanbHOM U
yaanéHHom obpalleHnn K obbekTam AocTyna B BUPTyarbHON MHAPACTPYKTYPE;

GnokMpoBKa OCTyNa K KOMMNOHEHTaM BUPTYanbHOW MHAPACTPYKTYPbl AN CyObHEKTOB
AOCTyna, He NpoLueaLnx npouenypy ayTeHTugunkaumm;

3awmuTa ayTeHTUMUKALMOHHON WHpopMauun cybbekToB [0CTyna, XpaHsawenca B
KOMMOHEHTax BUPTyarbHOW MHMPACTPYKTYpbl OT HenpaBOMEpHbIX [JOCTyrna K Hewn,
YHUYTOXEHUS Unv moanpuunpoBaHus;

3awmTa  ayTeHTUUKaUMOHHOM  WMHJOopMauMnm B rnpouecce ee BBoda [And
ayTeHTU(UKauumn B BUPTYanbHON MHPPACTPYKType OT BO3MOXXHOIO MCMNOJSIb30BaHUSA nnuamMu,
He MMEeKLUMM Ha 3TO NOSTHOMOYUN;

naeHTurkauma n ayteHTudukaums cybbekToB [OCTyna Mpu OCYLLECTBIIEHUN UMM
nonbITOK JOCTyna K CpeacTBaM ynpaBneHWa napameTpamu annapaTHoro obecnedeHus
BUPTYarnbHOM MH(PPACTPYKTYpbI.

BHyTpn pasBepHyTbix Ha 6a3e BMpPTyanbHOW MHAPACTPYKTYPbl BUPTYyasibHbIX MaLlWH
AoSMKHa ObITb Takke obecnedeHa peanusauusi Mep No ngeHTUduKkaumMm n ayteHtTudumkaumm
cyb6bekToB 1 06beKTOB gocTyna B cootBeTcTBUM ¢ AD.1 - AD.7.

Tpe6oBaHus kK ycunenuro 3CB.1:

1) B UHPOPMALIMOHHON CUCTEME O0IKHbI 06ecnevmBaTbCs B3anMHasi naeHTMmkauma u
ayTeHTU(MKauua nonb3oBaTens W cepBepa BuUpTyanusauuu (BUPTyarnbHbIX MalUvH) Mpu
yOanéHHoM AocTyne.

CopepxaHue 6aszoBon mepbl 3CB.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1

3CB.1 + + + +
Ycunenune 3CB.1 1 1

3CB.2 YnpaBneHue 4OCTYNOM CyObEKTOB [OCTYNa K 06bekTam JocTyna B BUPTyanbHOMU
MHdpaACTPYKTYpe, B TOM YucCsie BHYyTPU BUPTyasibHbIX MaLlWH

Tpe6oBaHua Kk peanusauum 3CB.2: B wuHPOPMALMOHHOM CUCTEME [LOSMKHO
obecneunBaTbCAa ynpaBneHne AOCTYNOM CyObLeKToB AOoCTyna K obbekTaMm AocTyna, B TOM
yucne BHYTPW BUPTYyarbHbIX MawuvH, B cootsetcteuu ¢ YI1O.1, YI14.2, YIO.4, YT1O.5, YI14.6,
yra.g, yrna.1o, yrng.11, yng.12, yrnna.13.

Mpn peanusauum Mep NO ynpasfeHWo LOCTYNOM CyObLEKTOB JocTyna K obbektam
AocTyna B BUPTyanbHOM MHpACTPYKType OOMKHbI 06ecnevmBaThes:

KOHTPOSb A0CTyna CcybbekToB AOCTyrna K cpeactBaMm ynpaBreHUs KOMMOHEeHTamMu
BUPTYarnbHOW NH(PPACTPYKTYpbI;

KOHTPOSb JOCTyna CybbekToB AocTyna K pannam-obpasam BMpTyanm3MpoBaHHOMO
nporpaMmmHoro obecneyeHusi, BUPTyarnbHbIX MalnH, darnnam-obpasam, CnyXebHbIM JaHHbIM,
ucrnonb3dyembiM ana obecnedeHns paboTbl BUPTyanbHbIX (ANMOBbLIX CUCTEM, U WHbIM
cnyXebHbIM OaHHbIM CPeaCcTB BUPTYyaribHOW Cpeabl;

ynpaBneHue OOCTYynom K BUPTyanbHOMY annapaTtHomy obecneyeHuto
MHOPMALMOHHOM CUCTEMBI, ABNAOLNMCA 06BEKTOM A0CTYNa;

KOHTPOSb 3anycka BMPTyasibHbIX MalWMH Ha OCHOBE 3afaHHblX OnepaTopoM npaBus
(pexuma 3anycka, Tvna UCnosib3yemMoro HOCUTESS U UHbIX NpaBun).

Kpome TOro, Mepbl No ynpasneHuo 4oCTynoM cybbekToB AoCTyna K obbektam goctyna




AOIMKHbI 0becnevnBaThb:

pasrpaHyyeHne aocTtyna cyObekToB OCTyna, 3aperncTpupoBaHHbIX Ha BUPTYarbHbIX
MaWnHax, K oObekTaM [JocTyna, pacnofioKEHHbIM BHYTPU BUPTYasnbHbIX MalUvH, B
COOTBETCTBUM C NMpaBunamMmu pasrpaHudeHuss 4oCTyna nosib3oBarternen AaHHbIX BUPTYarbHbIX
MaLlwvH (noTpebutenen obnayvHbIx ycnyr);

pasrpaHvyeHne aocTtyna cyObekToB OCTyna, 3apermcTpupoBaHHbIX Ha BUPTYarbHbIX
MalnHax, K pecypcaMm WH(POPMALNOHHON CUCTEMbI, pasMelleHHbIM 3a npegenamu
BUPTYyarnbHbIX MalIWH, B COOTBETCTBMM C NpaBuiamMu pasrpaHnu4eHns SOCTyna NpUHATbLIMU B
MHOPMALNOHHOM CUCTEME B LIESTOM.

Tpe6oBaHus kK ycunenuro 3CB.2:

1) B WH(OpMaLMOHHOMW cucTeMe AofmKeH obecneumBaTbCs AOCTYN K onepauusiM,
BbINOSTHAEMbIM C NOMOLLBIO CPEACTB yrnpaBneHuss BUpTyanbHbIMA MallMHaMu, B TOM YuChe K
onepauusam cosgaHus, 3anycka, oCTaHOBa, CO3[aHusa KONUN, yaaneHns BUPTYyarnbHbIX MaLUVH,
KOTOpPbIN JOMKeH BbITb paspeLleH TONbKO aAMUHUCTpaTopam BUPTyanbHOM MHOPACTPYKTYpbI;

2) B MH(POPMALMOHHON cucTemMe [OrKeH obecrneymBaTbCs OOCTYN K KOHpurypaumm
BUPTYanbHbIX MalUVH TOMbKO agMUHUCTPaTopamM BUPTYarnbHON MHAPACTPYKTYPbI;

3) agMuHUCTpaTOp BUPTYanbHOW WHAPACTPYKTYpbl onpedensieT OrpaHu4yeHnsa no
N3MEHEHUIO coCTaBa YCTPOMUCTB BMPTYyarnbHbIX MalWH, obbema 1Cnonb3yemMon onepaTmeHON
namMsiTu, NOAKNIYaeMbIX BUPTYyaribHbIX U (PU3NYECKNX HOCUTEnen nHpopmaumm;

4) B WH(MOPMaAUMOHHON cuCTeMe AomkeH obecneunBaTbCa KOHTPOSb AOCTyna
cybbekToB AoCTyna K N3onmpoBaHHOMY aApecHOMY MPOCTPaHCTBY B NamATn runepsusopa, B
namaT XOCTOBOMW OMepauyoHHON CUCTEMBbI, BUPTyasibHbIX MawwWH U (MNN) UHBbIX OOBHEKTOB
poctyna.

CopepxaHue 6azoBon mepbl 3CB.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
3CB.2 + + + +
Ycunenne 3CB.2 1,2 1,2 1,2

3CB.3 Peructpauus cobbiTuin 6e3onacHoCT B BUPTyanbHOMU UH(ppaCTPYKType

Tpe6oBaHusa Kk peanusauum 3CB.3: B wuHOpPMAUMOHHOW CUCTEME OOSMKHA
obecneunBaTbCa perucTpaumsi cobbliTuin 6e30nacHOCTM B BUPTYanbHOW WMHpACTpyKkType B
cootBetcTBumn ¢ PCHE.1, PCE.2, PCB.3, PCE.4 n PCBE.5.

Mpn peanu3aumm mMep MO perncTpaumm cobbiTuii 6e3o0macHOCTM B BUPTYyaribHOM
NMHppacCTPyKType AOMNONHUTENBHO K COObITMAM, YyCTaHOBNEHHbIM B PCE.1, 4OMmMKHbI NnoanexaTb
perncTpauumn cnegyoLimne cobbiTus:

3anyck (3aBepLueHne) paboTbl KOMNOHEHTOB BUPTYanbHOM MHPACTPYKTYPbI;

AOCTyn cybbekToB JOCTYNa K KOMNOHEHTaM BUPTYanbHON MHAPACTPYKTYPbI;

N3MEHEeHUs1 B COCTaBe M KOHGUrypaLmMm KOMMNOHEHTOB BMPTYyaribHON MHPACTPYKTYpPbI
BO BpeMsi X 3anycka, (OyHKLMOHMPOBAHNA 1 annapaTHOro OTKIOYEHUS;

N3MEHEeHUs NpaBuI  pasrpaHNyYyeHns OocTyrna K KOMMOHEHTaM  BUPTyanbHOW
NHPaCTPYKTYpPHbI.

Mpn pernctpauum 3anycka (3aBeplueHusi) paboTbl KOMMOHEHTOB BUPTyanbHON
NMHPPaCTPYKTYypbl COCTaB U coaepXaHne nHdopMaumm, noanexailen perucTpaunm, SOSMKHbI
BKMOYaTb AaTy M BpeMsi 3anycka (3aBepLueHusi) paboTbl rmnepsmnaopa u BUPTYyarnbHbIX MaLLUWH,
XOCTOBOW OMepaumMoHHOM CUCTEMbI, MPOrpaMm M MPOLECCOB B BUPTYyanbHbIX MalUMHaX,
pesynbTaT 3anycka (3aBepweHusi) paboTbl yKkasaHHbIX KOMMOHEHTOB BUPTYyasribHOW




WHPPaCcTPyKTypbl  (ycnewHass WM  HeycnewHas), wuaeHTudukatop nonb3oBaTtens,
npeabsBrEeHHbI NpU MOMNbITKE 3anycka (3aBeplleHns) paboTbl yKasaHHbIX KOMMOHEHTOB
BUPTYarnbHOW MHPPACTPYKTYpbI.

Mpu peructpaumm Bxoda (Bbixoda) CyOBLEKTOB [OCTYyNa B KOMMOHEHTbI BUPTyarbHOW
NMHPPaACTPYKTYypbl COCTaB U coaepxaHne nHdopmMmaumm, noanexawen permnctpauumn, OMmKHbI
BKMOYaTb AaTy 1 BpeMs A4ocTyna cybbekToB AOCTyNa K runepsn3opy 1 BUPTyanbHOW MalluvHe,
K XOCTOBOW OMNepauuoHHOW cucTeme, pesynbTaT MoMbITKM JOCTyna CcyObekToB AocTyna K
YKa3aHHbIM KOMMOHEHTaM BUPTyanbHOW WHMPaCTPyKTypbl (yCnewHas wunuM HeycnewHas),
noeHTUmKaTop nonb3oBaTens, NpeabaABAeHHbIN NPW NOMbITKE AOCTYNa CybbeKTOB JOCTYNa K
YyKa3aHHbIM KOMMOHEHTaM BUPTYanbHOW MHAPACTPYKTYpbI.

Mpn wn3MeHeHMn B cCOCTaBe WU  KOHUrypauum KOMMOHEHTOB BUPTyanbHOW
MHGPACTPYKTYpbl BO BpemMms 3anycka, (OYHKUMOHMPOBaHWA U B MNepuoq €€ annapaTtHoro
OTKNIOYEHMSI COCTaB M cofepxaHue uHdopMauumn, noanexaiwen perucrpaumm, LOSMKHbI
BKMOYaTb [aTy W BpeMs M3MEHEHUs B COCTaBe W KOHUrypauuu BUPTYyanbHbIX MalluH,
BUPTyanbHOro  annapatHoro  obecnedeHusi,  BUPTyanu3MpoBaHHOIO  NPOrpPaMMHOro
obecneyeHnd, BUPTYyanbHOro annapaTtHoro obecneyeHns B rMnepBu3ope M B BUPTYasbHbIX
MalUMHaX, B XOCTOBOW OMEPALMOHHOM CUCTEME, BUPTyanbHOM CeTeBOM 0O6OpyaOBaHUM,
pesynbTaTr MOMbITKN WU3MEHEHWS B COCTaBe W KOHUrypauumn YKa3aHHbIX KOMMOHEHTOB
BUPTYyanbHOW  MHAPACTPYKTypbl  (ycrnewHas  wWnu  HeycrnewHas), uaeHTudukaTop
nonb3oBaTens, MpeabsBNEHHbIM MNPU MOMbITKE W3MEHEHWA B COCTaBe W KOHGUrypawuumm
YKa3aHHbIX KOMNOHEHTOB BUPTYarbHOW MHPaACTPYKTYpbI.

Mpy M3MEHeHWW npaBur pasrpaHMyYeHns O0CTyrna K KOMMOHEeHTaM BUPTyanbHOW
NMHPPACTPYKTYpbl COCTaB U coaepXaHne nHdopmauun, nognexawien permctpauumn, SOMKHbI
BKMOYaTb AaTy M BpeMs U3MEHEHUs MNpaBuil pasrpaHnyYyeHus OOCTyna K BUPTyarbHOMY W
dusmyeckoMmy annapatHoMmy obecneyeHuto, K dannam-obpasam BUPTyanmM3MpoOBaHHOIO
nporpamMMHoOro obecneyeHns n BUPTyarbHbIX MaLIWH, K dannam-obpasam, MCNONb3yeMbIM
ansa obecneyeHnss paboTbl BUPTyarbHbIX ()alfioBbIX CUCTEM, K BMPTyarlbHOMY CETEBOMY
obopyaoBaHuio, K 3alumLLaeMon MHopMaunn, XxpaHnMon n obpabatbiBaemMon B runepeu3ope
N BUPTyanbHbIX MallMHaX, B XOCTOBOW OMEpPauUMOHHOM CUCTEME, pe3ynbTaT MonbITKM
N3MEHEeHUs npaBui pasrpaHnuYeHns [OCTyna K YKa3aHHbIM KOMMOHEHTaM BUPTyarbHON
WHPpPacTPyKTypbl  (ycnewHass WM  HeycnewHas), uaeHTudukaTtop  nonb3oBaTens,
NpeabsBrEHHbIA NPU NOMbITKE WU3MEHEHUA NpaBun pasrpaHUyYeHns AO0CTyna K yKasaHHbIM
KOMMOHEHTaM BMPTYyaribHON MHPPACTPYKTYpPbI.

Tpe6oBaHus kK ycunenuro 3CB.3:

1) B UHPOPMALMNOHHON cUCTEME JOMmKeH obecneynmBaTbCs LieHTpanuM3oBaHHbIM cbop,
XpaHeHMe U1 aHanuM3 WHgopMaLMM O 3aperncTpupoBaHHbIX CcobbITMAX ©GesonacHOCTU
BUPTYyaribHON MHAPACTPYKTYPbI;

2) B MHOPMAaLMOHHON CUCTEME MNpWU perucTpaunm 3anycka (3aeBeplueHusi) paboTbl
KOMMOHEHTOB BMPTYyanbHOM WMHGPACTPYKTYpbl COCTaB W CcoaepXaHue WHopmauun,
nognexawien peructpauuu, AOSDKHbl BKMAOYaTb [aTy M Bpemsa 3anycka (3aBeplieHns)
nporpaMmm 1 NpPoLeccoB B rmMNepBnU3ope 1 XOCTOBOMW ONepaLmMoHHON CUCTEME;

3) B MHOPMaLMOHHOM cucTemMe [OrmkHa obecneumBaTbCA perucTpaumsa cobbiTui
6e30nacHOCTH, CBA3aHHbIX C NepeMELLEHNEM N pa3MeLLeHneM BUPTYyarbHbIX MaLLWH.

CopepxaHue 6azoBon mepbl 3CB.3:

Mepa 3awuTbl MHOpPMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
3CB.3 + + +

Ycunenne 3CB.3




3CB.4 YnpaBneHue (punbTpauusi, MapLupyTUsauusi, KOHTPOSb COeAUHEHUS,
ofHOHanpaBfieHHas nepeaaya) noTokaMmu MHpopMaLmMu Mexay KOMMNOHEeHTaMu
BUPTYanbHOU UH(PPACTPYKTYpPbI, a TaKKe No nepuMeTpy BUpPTyanbHOU

MHPaACTPYKTYpbI

Tpe6boBaHusa k peanusauum 3CB.4: B wHdoOpmMaunoHHOM cucTeMe [OOSMKHO
OCYLLIEeCTBNATLCA ynpaBfieHne rnotokamu nMHopMaunm mexay KOMMNOHEeHTamMu BUPTYarbHOW
NHPACTPYKTYPbl U NO NEpUMETPY BUPTYanbHOW MHAPACTPYKTypbl B cooTBeTcTBUM ¢ YI1[.3,
3NC.3.

Mpn peanusaumn mep Mo yrnpasBneHno NoTokamm MHOpPMauumn Mexagy KOMMOHEeHTamu
BUPTYanbHOW MHAPaCTPYKTYPbl OMKHbI 06ecneymBaTbCs:

unbTpaums CceTeBoro Tpadvka mMexay KOMMNOHEHTaMu BUPTyarnbHOM
NHPPACTPYKTYpPbI, B TOM YUCIIE MEXAY BHELLUHMMW MO OTHOLUEHWUIO K CEPBEPY BUPTyanu3saumm
CeTAMU N BHYTPEHHUMM NO OTHOLLEHWIO K CepBepy BUPTyanu3aumm cetamu, B TOM Yucne npu
opraHusauumn cetTeBoro obmeHa ¢ ceTsiMu CBs3M 06Lero nonb3oBaHNUS;

obecneveHne JOBEPEHHbBIX KaHana, MapLlpyrta BHYTPU BUPTYyaribHON MH(PACTPYKTYpbI
MeXay aaMUHUCTPaToOPOM, Nofb3oBaTeneM U cpecTBaMum 3aLumnTbl UHopMauun (PyHKLUAMM
BesonacHocTn);

KOHTPOMb nepefayn CcrnyxebHbiX WHPOPMALMOHHBIX COOOLLEeHWUA, nepefaBaembiX B
BUPTYarbHbIX CETAX rMnepBmM3opa, XOCTOBOW ONepaumoHHON CUCTEMBI, MO COCTaBy, OOBLEMY U
WHbIM XapaKTepucTUKam;

OTKITHOYEHME HEMUCNOSIb3yEMbIX CETEBbIX MPOTOKOSIOB KOMMOHEHTaMU BUPTYanbHOW
WHPACTPYKTYpPbl  TMNepBM3opa, XOCTOBOW  OMepauyMOHHOM  CUCTEMbl, BUPTyasibHOMU
BblYMCNUTENBHOM CeTH;

obecnevyeHne NOANIMHHOCTN CETEBLIX COeAMHEHMN (CEAHCOB B3aUMOAENCTBUS) BHYTPH
BUPTYanbHOM MHAPPACTPYKTYpPbl, B TOM YMChe ANs 3awmThl OT NOAMEHbI CETEBbLIX YCTPOUCTB U
CepBUCOB;

obecnevyeHne m30MALMM MNOTOKOB [AaHHbIX, nNepedaBaeMblx W obpabaTbiBaeMbIX
KOMMOHEHTaMN BUPTYanbHOM MHAPACTPYKTYpbl (rMNEPBM3OPOM, XOCTOBOM OMNEpaLNOHHOMN
CUCTEMOW) N CETEBLIX NOTOKOB BUPTYarbHOM BblYUCNTENBHOM CETH;

CEMAHTUYECKMA W CTaTUCTUYECKUA aHanu3 CceTeBOoro Tpaduka BUPTyaribHOM
BblYMCNUTENBHOM CETH.

Tpe6oBaHus Kk ycunenuro 3CB.4:

1) B MH(MOPMALMOHHOM CUCTEME, TMOCTPOEHHON C MPUMEHEHMEM TEXHOMOMMn
BUpTyanusauun, OorkHa ObiTb obecneveHa eamHas Touka MNOOKMIOYEHUS K BUPTYarbHOM
NMHpacTpyKType (Npy HeOBXOAMMOCTU pe3EPBUPOBAHNSA KaHANOB CBA3U, TOYKA NOOKITHOYEHMS
AOIPKHA paccmaTpuBaTbCs Kak KOMMSIEKCHOE pelueHue, BKwovawwee B cebs cpeacrtsa
B3aMMOAENCTBUS C OCHOBHbLIM 1 pe3ePBHbIMU KaHanamu CBs3un);

2) B WH(OpMAUNOHHON cucteMe AofmkHa obecneuvmBaTbCca (punbTpaums CeTeBOoro
Tpadumka oT (K) KaXKaom rocTeBON OrnepaLnMoHHON CUCTEMbI, B BUPTYasbHbIX CETAX rMNepBmnsopa
N ONS Kaxgon BUpTyaribHOM MaLUVHbI;

3) B uHGOPMaALMOHHON cucTeme [orkeH obecnedmBaTtbCA 3anpeT npsiMoro (C
NCNOSNib30BaHMEM MEXaHU3MOB, BCTPOEHHbIX B CpeAcTBa BMpTyanusauun) B3auMOLENCTBUSA
BUPTYyarbHbIX MawuWH Mexay cobon; onsa cnyXeOHbiX OaHHbIX JOMKeH obecneyvBaTbCs
KOHTPOSb NPAMOro B3aMMoAenCcTBUSA BUPTYarbHbIX MallnH Mexay cobowu;

4) B MH(POPMALMOHHON CUCTEME B COOTBETCTBMM C 3akoHoAaTernbcTBoM Poccumnckon
degepaumm  NPUMEHAOTCA  KpunTorpaduyeckMe  MeTodbl  3awWwuTbl  MHGOpPMaLMu
KOH(pmnOeHUManbLHOro xapakrepa, nepegaBaemMon no BUpTyanbHbIM U PU3NYECKMM KaHanam
CBSA3M rMnepBmn3opa, XoCTOBOM ONepaLmoHHON CUCTEMBI,

5) B MHGOpPMALMOHHOMW CUCTEME MpU peanu3aumm Mep no YNpaBfieHUO MOTOKaMm
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MHOpMaUUM  MeXxay  KOMMOHEeHTaMW  BUPTyasribHOW  MHAPACTPYKTYpbl  AOSDKHbI
obecneunBaTbCA CEMaAHTUYECKUIN N CTAaTUCTUYECKUIA aHanNn3 ceTeBOro Tpaduka;

6) B MHOPMaUMOHHOM CUCTEME LOSMKHO obecneuymBaTbCA onpedernieHne nepedHs
NPOTOKONOB M MOPTOB (BKIOYaA OMHAMUYECKM BblgernsemMble MopTbl), HeobXxoauMbIX AONS
paboTbl MPUNOXEHMI U CEPBUCOB B pamKax BUPTyasnibHOW MHPACTPYKTYpbI;

7) B WMHOPMAUNOHHOM CUCTEME AOSMKHO obecneumBaTbCA OnpeferieHne nepeydHs
NMPOTOKOMOB M MNOPTOB (BKMYas AMHAMUYECKM BblaensieMble MNOpTbl), HEOOXo4MMbIX ONS
paboTbl NPUMOXEHUN W CEPBUCOB MeXAy BUPTyanbHOW WHMPACTPYKTYpPOn U CETSAMM,
ABMSOLWMMUCH BHELLHMMW MO OTHOLUEHWUIO K BUPTYanbHOM MH(PaCTPYKType.

CopepxaHue 6azoBoun mepbl 3CB.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.4 + +

Ycunenune 3CB.4 1,2

3CB.5 [loBepeHHas 3arpy3ka cepBepoB BUpTyanusauuum, BAPTyanbHOU MalUUHbI
(koHTenHepa), cepBepoOB ynpaBneHusa BUpTyanusaumen

Tpe6boBaHua Kk peanusauum 3CB.5: B wuHpoOpmMauuoHHOM cucTeMe [OShKHa
obecneunBaTbCs [OBEpPEeHHasa 3arpyska CcepBepoB BUPTyanusauun, BUPTYasnbHbIX MallUuH
(kOHTENHepPOB) 1 CepBEPOB yNpaBreHns BupTyanusaunen B cootsetcteum ¢ YI10.17.

[doBepeHHas  3arpy3ka  gofmkHa  obecneuvBaTb  6GnokMpoBaHMe  MOMbITOK
HeCaHKUMOHUPOBAHHOW 3arpy3Kku runepBmM3opa, XOCTOBOM N rOCTEBLIX ONepaunoHHbIX CUCTEM.

[oBepeHHasn 3arpyska rmnepBu3opoB obecneymBaeTcs C MUCMNONb30OBaHWEM CpeacTB
A0BEPEHHOM 3arpy3kn (PyHKUMOHMPYIOLWKNX Ha cepBepax BUpTyanusawuu.

[loBepeHHan 3arpy3ka BUPTyanbHbIX MaWWH (KOHTEWHEpPOB) obecnevnBaeTcs C
NCMONb30BaHMEM  MHOFOKOMMOHEHTHbIX CPeACTB  [AOBEPEHHOW  3arpyskn, oOTAenbHble
KOMMOHEHTbI KOTOPbIX (DYHKLUMOHMPYIOT B rTMNepBU3opax.

Tpe6oBaHus kK ycunenuro 3CB.5:

1) pomkHa obecneymBaTbCs OOBEpPEHHasl 3arpy3ka aBTOMaTM3MPOBAHHbLIX paboumnx
MeCT afiMUHUCTPATOPOB ynpaBfieHns CpeacTBamMu BUpPTyanu3aumn.

CopepxaHue 6azoBon mepbl 3CB.5:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.5
Ycunenne 3CB.5

3CB.6 YnpaBneHue nepemelieHneM BUPTyanbHbIX MalWUH (KOHTEMHEPOB) U
o6pabaTbiBaeMbIX Ha HUX AaHHbIX

TpeboBaHua k peanusaumm 3CB.6: OnepaTtopom [fomkHO obecneymBaTbCA
ynpaBrneHne nepemeLLeHMeM BUpTyarbHbIX MallnH (KOHTENHEPOB) M 0bpabaTbiBaeMbIX Ha HUX
OaHHbIX.

Mpn ynpaBneHuMuM nepemMelieHnemM BUPTyalbHbIX MaWWH  (KOHTEMHEPOB) MU
obpabaTbiBaeMbIX Ha HUX OaHHbIX OOMKHbI 06ecnevmBaThbCs:

pernaMmeHTMpoBaHue nopsigka nepemelleHnss (onpedeneHne OTBETCTBEHHbIX 3a




opraHmsauuio  npouecca, OOBLEKTOB  MNepeMeLLeHnsi, pPecypcoB  MHMPACTPYKTYpbl,
3a[1e/ICTBOBaHHbIX B MepeMeLLeHnm, a Takke CnocoboB nepemeLLeHns);

yrnpaeneHne pasmeLLleHeEM 1N nepemMeLLeHeM annoB-o6pa3oB BUPTYarbHbIX MaLUWH
(KOHTEMNHEPOB) MeXay HOCUTENAMM (CUCTEMAMU XPaHEHUS LaHHbIX);

yrnpaBneHne pasMelleHneM U nepemMeLLeHMeM WCMONHAEMbIX BUPTyasibHbIX MaLllUWH
(kOHTENHEPOB) MeXxay cepBepamu BUPTYyanuaaumm;

yrnpaBneHne pasmelleHnemMm un nepemMeleHnemM faHHblX, obpabaTbiBaeMbix C
NCNosib30BaHMEM BUPTYarbHbIX MAaLUWH, MEXAY HOCUTENSAMU (CUCTEMaMU XPaHEHUS AaHHbIX).

YnpaBneHne nepemelleHneMm BUpPTyanbHbIX MaWWH  (KOHTEMHEPOB)  OOMKHO
npegycmaTpuBathb:

MOSHbIV 3anpeT NepemeLLeHNss BUPTYanbHbIX MalnH (KOHTENHEPOB);

OorpaHuYeHne nepemMeLleHna BUPTyalnbHbIX MaluH (KOHTEMHepoB) B npegenax
MHOPMALNOHHOM CUCTEMBI (CErMEHTa MH(POPMaLIMOHHON CUCTEMBI);

orpaHu4eHne nepemeLLeHnss BUpTyasibHbIX MalvH (KOHTEMHEPOB) MeXAy cermMeHTamu
MHPOPMALNOHHOM CUCTEMBI.

Tpe6oBaHus Kk ycunenuro 3CB.6:

1) onepatopoM AOMKHO obecneumBaTbCA MNepemMelleHme BUpPTYyanbHbIX MalluH
(koHTenHepoB) U obpabaTbiBaeMbIX HA HUX AAHHbLIX B Npeaenax MHpopMaLNoOHHON CUCTEMBI
TONbKO Ha KOHTpONMpyemble UM (NN YNOIHOMOYEHHbIM FMLIOM) TeXHUYECKMe cpeacTtsa
(cepBepa BupTyanusawmm, HOCUTENN, CUCTEMbI XpPaHEHUS OAHHbIX);

2) onepaTtopoM [OSbKHa oOcywecTBnaATbCca o06paboTka OTKa3oB MNepeMeLLeHus
BUPTYarbHbIX MalwWH (KOHTENHEPOB) N 0bpabaTbiBaeMbIX HA HUX AAHHbIX;

3) B  MHPOPMALMOHHOM  CUCTEME  [OOSDKHbI  UCMOMb30BATbCs  MEXaHU3Mbl
LEeHTpann3oBaHHOro ynpaBfeHUsi nepemMelleHMeM BUPTyaribHbIX MalluMH (KOHTENHEPOB) U
obpabaTbiBaeMbIX Ha HUX JaHHbIX;

4) B WHGPOPMALMOHHOM CUCTEME [JormkHa ObiTb obecneyeHa HenpepbIBHOCTb
permctpauumn cobbiTvin 6e30MacHOCTN B BUPTyarnbHbIX MalUMHax (KOHTeWHepax) B npouecce
nepemeLLeHns;

5) B MHGOpMaLMOHHOM CUCTEME JOSHKHA OCYLLECTBNATLCA OYMCTKa OCBODOXOAaeMbIX
obnacrten NaMsTK Ha cepBepax BUPTyanusaunm, HOCUTENAX, CUCTEMAX XPaHEHUS AaHHbIX Mpu
nepemeLLeHNN BUPTYanbHbIX MallnH (KOHTEMHEPOB) N obpabaTbiBaeMbIX Ha HUX OAHHbIX.

CopepxaHue 6aszoBon mepbl 3CB.6:

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTV MHpopMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.6 + +
Ycunexne 3CB.6 1 1,2

3CB.7 KoHTpoOsb LenocTHOCTU BUPTYaribHOU UH(PACTPYKTYpPbI U ee KOHdUrypauum

Tpe6oBaHusa k peanusauum 3CB.7: B wuHdpOpMaUWOHHOMW CUCTEME OOSMKEH
obecneunBaTbCsi KOHTPOSb LIENIOCTHOCTM KOMMOHEHTOB BUPTyanbHOW WH(PaCTPyKTypbl B
cootBetcTBUM ¢ OLIJT.1.

Mpn peanuaauum Mep NO KOHTPOSIKO LIENOCTHOCTM KOMMOHEHTOB BUPTYarbHOW
NMHpPaCTPYKTYpbl AOIMKHbI 06ecneunBaThbCs:

KOHTPOSb LIENOCTHOCTU KOMMOHEHTOB, KPUTMYECKN BaXKHbIX AN (PYHKLUMOHMPOBAHUS
XOCTOBOW OMepaumoHHOM CUCTEMbI, TMNEPBU3opa, rOCTEBLIX OMEepaunoHHbIX cUcTemM U (Unn)
obecneyeHna 6esonacHocTn obpabaTbiBaemMon B HUX MHpOpMauun (3arpysdmka, CUCTEMHbIX
dannos, 6GUbNMOTEK ONepaunoHHON CUCTEMbBI N UHBIX KOMMOHEHTOB);




KOHTPOJb LLeNOCTHOCTN CoCTaBa U KoHdUrypaumm BupTyanbHOro o6opyaoBaHus;

KOHTPONb LLeNOCTHOCTHN ¢hannos, coaepxamx napameTpbl HaCTPOWKM
BMPTYanu3npoBaHHOIo NPOrpamMmMHOro obecneyeHnst U BUpPTyarnbHbIX MaLUWH;

KOHTPOSb LIEeNOCTHOCTU  (hbannoB-ob6pa3oB BUPTYann3npoBaHHOIO MNPOrpamMmMHOro
obecneyeHnsa 1 BUPTyanbHbIX MawuH, dannoB-ob6pasoB, MCNoMb3yeMblx Ans obecneveHus
paboTbl BUPTYarnbHbIX hannoBbIX cMCTEM (KOHTPOSb (hannioB-o6pa3oB AOMKEH NPOBOAUTLCS
BO BpeMs, korga dannbl-obpasbl He 3a4eNCTBOBaHbI).

B wuHopmaunoHHOM cucteme [ormkeH obecnevmBaTbCA KOHTPOSb LESTOCTHOCTMU
pe3epBHbIX KOMUA BUPTYarbHbIX MalWH (KOHTENHEPOB).

Tpe6oBaHus kK ycunenuro 3CB.7:

1) B MHOPMaLMOHHON cucTemMe [ormkeH obecneyvmBaTbCA KOHTPOSb LIENOCTHOCTM
6a30BOM CUCTEMbl BBOAA-BbIBOAA BbIYUCIIUTENbHBLIX CEPBEPOB W KOHCOMEW YynpaBrneHus
BUPTYanbHOW MHAPACTPYKTYpbI;

2) B WH(POPMALMOHHON cucCTeMe [OOfmKeH obecneymBaTbCs KOHTPOSb LEOCTHOCTU
MUKpOMporpamMM U CnyXebHbIX [JaHHbIX 3fIEMEHTOB annapaTtHOW 4YacTu BUPTyasibHOW
NHPACTPYKTYpPbI (B TOM YMCNe 3arpy304HbIX 3annucen MallnHHbIX HOCUTenen nHpopmaunn);

3) B WVH(OpMaUMOHHON cucTeMe [ofmkeH obecneynBaTbCs KOHTPOSlb COCTaBa
annapaTHOM YacTu KOMMNOHEHTOB BUPTYyarbHOW MHPACTPYKTYpbI;

4) B WHOPMAUNOHHOM cucTemMe [orkeH obecrneymBaTbCs KOHTPOSb LEeNOCTHOCTH
nporpaMmmHoro obecnedyeHns o6rnayvHbIX KNMEHTOB.

CopepxaHue 6aszoBon mepbl 3CB.7:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.7 + +
Ycunenune 3CB.7 3 1,3

3CB.8 Pe3epBHO€e KONMpoBaHWe AaHHbIX, pe3epBUPOBaHME TEXHUYECKUX CPeacTB,
nporpamMmmHoOro obecneyeHus BUPTyaribHON MH(PACTPYKTYpPbI, a TaKXKe KaHarnoB CBA3U
BHYTPU BUPTYanbHOW MHPPACTPYKTYpPbI

Tpe6oBaHusa k peanusaumm 3CB.8: B wnHMpopmMaunmoHHON cuctemMe [OSMKHbI
obecneunBaTbCs pe3epBHOE KONUPOBaAHWE AAHHbIX, pe3epBMpPOBaHNE TEXHUYECKUX CPEACTB,
nporpaMmmHoro obecrneyeHns BUPTyaribHOW WHMPACTPYKTYpbl M KaHanoB CBS3W BHYTPU
BUPTYarnbHOM MHppacTpyKTypbl B cooTBeTcTBMM ¢ OT.2, OAT.4, OAT.5.

Mpn peanusaumm mMep MO pe3epBHOMY KOMUPOBAHUIO [AaHHbLIX, Pe3epBMPOBaHMUIO
TEXHUYECKUX CPeacTB, NporpaMmMHOro obecneyeHns BUpTyanbHOM MHPPACTPYKTYPbl OOSTKHbI
obecneuymBaTbCs:

onpeaeneHne MecT XpaHeH s pe3epBHbIX KONUK BUPTYarbHbIX MaLWH (KOHTEMHEPOB) K
AaHHbIX, 06pabaTbiBaeMbIX B BAPTYyanbHOW MHPACTPYKTYpPE;

pe3epBHOE KONUpOBaHWe BUPTYanbHbIX MallMH (KOHTENHEPOB);

pe3epBHOE KONMMPOBaHUE AaHHbIX, obpabaTbiBaeMbixX B BUPTyanbHOW MHPaCTPYKTypeE;

pe3epBUpOBaHME nNporpamMmmMHoro obecneyeHns BUpPTyanbHOM MHAPPACTPYKTYPbI;

pe3epBUpOBaHME KaHarnoB CBA3U, UCMOMb3yeMbIX B BUPTyaribHOWU MHPPACTPYKTYpPE;

nepuoanyeckas npoBepka pes3epBHbIX KOMMA U BO3MOXHOCTM BOCCTaHOBIEHUSA
BUPTyanbHbIX MalKWH (KOHTEMHEPOB) W AaHHbIX, oObpabaTbiBaemMblX B BUPTyarbHON
MHPACTPYKTYpE C UCMONb30BaHNEM PE3EPBHbIX KOMUMN.

Tpeb6oBaHus kK ycunenuro 3CB.8:

1) B MHOPMAaLMOHHOM CUCTEME [OSKHO BbINOSIHATLCA Pe3epBHOE KOMuMpoBaHWe




KOH(pUrypaumm BupTyanbHOM NHPPACTPYKTYpbI;

2) B WH(OPMALMOHHON CUCTEME [OSMKHO BbIMOSHATLCSA Pe3epBHOE KOMMpoBaHWE
nporpamMmmHoro obecnevyeHns cepBepoB yrnpasfeHnsa BupTyanmsaumen, aBToMaTU3npoBaHHOMo
paboyero mecta agMMHUCTpaToOpa yrnpasrieHus cpeacTsaMmmn BUpTyanusauum;

3) B  WHPOPMAUMOHHOM CUCTEME [OOSPKHO  BbIMOMHATLCA  pe3epBUpOBaHME
ANCTPUBYTMBOB CPeaCcTB NOCTPOEHUS BUPTYanbHOM MHAPACTPYKTYpbl (B TOM Yucrne CpeacTs
yrnpaBneHus BupTyanbHON MHPACTPYKTYpPOK);

4) B WHGOPMALMOHHOM cCUCTEME [OOMMKHO obecneuynBaTbCa pe3epBUpPOBaHME
TEXHUYECKMX CpeacTts  Ons  cepBepoB  BuUpTyanmMsauuu, CepBepoB  ynpaBrieHUs
BUpTyanusauuen, asToMaTM3UMpOBaHHOroO paboyero mecta agmMuHUCTpaTopa ynpaBreHus
cpencTtesamMun BUpTyanusauuu;

5) B WHOPMaAUMOHHOM cCUCTEME [OSMKHO obecneumBaTbCa pe3epBUpoOBaHUE
TEXHUYECKMX CPeaCTB CUCTEM XPaHEHUS [OaHHbIX WU UX KOMMOHEHT, WCMNOSib3yeMbIX B
BUPTYyarbHON MHAPACTPYKTYPE;

6) B WHOPMAUMOHHOW cCUCTEMe [OMKHO obecnevmBaTbCs pesepBMpoBaHME
TEXHUYECKUX CPeacTB akKTUBHOIMO (KOMMYTaUMOHHOIO) U NAcCMBHOMO 0b60opyaOBaHWS KaHaroB
CBSI3U1, UCMNOJSIb3yeMbIX B BUPTYanbHOW MHAPPACTPYKTYPE;

7) B MHGOPMALMOHHOW CUCTEME AOSMKHO obecneumBaTbCsl NPUMEHEHME TEXHOMOMNM
pacnpegeneHHoro XxpaHeHnsa nHpopmaunm n BOCCTaHOBIEHUS HGOOpMauumn nocne cboes ans
obecnevyeHns 0TKa3o0yCTONYMBOCTN BUPTYanNbHON NMHAPPACTPYKTYPbI.

CopepxaHue 6azoBon mepbl 3CB.8:

Mepa 3awwuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI

4 3 2 1

3CB.8 + +
Ycunenune 3CB.8 1,2,3

3CB.9 Peanusauusa n ynpaBneHue aHTUBUPYCHOMN 3aLUUMTON B BUPTyaribHOMN
UH(pacTpyKType

Tpe6oBaHua k peanusaumm 3CB.9: B wnHMpopmMaumoHHON cuUCTEME OOSMKHbI
obecneunBaTtbCa peanu3aums W ynpasfieHMEe aHTUBUPYCHOM 3alUMTON B BUPTyarbHOM
MHdpacTpykType B cooTBeTCcTBUM ¢ AB3.1, AB3.2.

Mpn peanusaumnmn cOOTBETCTBYHOLLMX MeP AOSKHbI obecneynBaTbCs:

npoBepKka Hanuuus BPeAOHOCHbLIX MnporpaMmm (BUPYCOB) B XOCTOBOM OnepauyOHHOM
cucteme, BKMOYAA KOHTPOSb (0annoBOM CUCTEMbI, MaMATU, 3anyWeHHbIX MNPUOXKEHUN W©
npoLeccos;

npoBepka Hannyusi BPeJOHOCHbIX NPOrpaMm B rOCTEBOM OMepauMOHHOMW CUCTeEMe, B
npouecce ee QYHKUMOHUPOBAHUSA, BKIKOYAsA KOHTPOSIb (annoBOM CUCTEMBI, MaMSATH,
3anyLeHHbIX NPUIIOXEeHUN 1 NPoLLECCOB.

Tpe6oBaHus kK ycunenuro 3CB.9:

1) B MHPOPMALMOHHON cCUCTEME AOIMKHO obecneymBaTbCsl pasrpaHuMdeHne goctyna K
ynpaBneHuo cpeacTtBamMmm aHTUBMPYCHOW 3aLUnThI;

2) B  MHOPMALMOHHOW  cucTemMe  JormkeH  obecneynmBaTbCs  KOHTPOSb
PYHKUMOHNPOBAHUSA CPeaCTB aHTUBUPYCHOW 3aLUmThl B BUPTYyanbHOM UHAPACTPYKType, B TOM
yucne MapLlipyTmMsaumsi NOoTOKOB WMHGOpMauMn B BUPTyarnbHOM WHAPACTPYKTYpe 4yepes
CpencTBO aHTUBMPYCHOWM 3alUNThI;

3) B MHOPMALMOHHON cUCTeMEe AOSbkHa obecneuymBaTbCs peanusaunsa TEXHONOrMu
0OHOBMEHNA NporpammMHoro obecneveHnsa n 6a3 JaHHbIX NPU3HAKOB KOMMbIOTEPHbLIX BUPYCOB




CPEeACTB aHTUBMPYCHOW 3aluTbl, NpegycMmaTpmBatollas OgHOKpaTHY0 nepenady 06HOBNEHWN
Ha cepBep BUPTyanbHOM WHMPACTPYKTypbl Ans WX nocnegylowero MpuMEHeHUss B
BUPTYarnbHbIX MaLUUHAX;

4) B WHMOPMaAUMOHHOM cucTemMe [orkHa obecneuynmBaTbCs MPOBEPKA Hanuuus
BpeOOHOCHbIX NporpamMm (BUPYCOB) B rMNepBU30pE;

5) B WH(popmMaumoHHON cucteme p[JormkHa obecneunmBaTbCa MNPOBEPKA Hanuuus
BPEAOHOCHbIX NporpaMm B channax KoHdurypaumm BupTyanbHoro o6opyaoBaHus;

6) B WH(pOpMaUMOHHON cucTeme [ormkHa obecneunmBaTbCa MNPOBEPKA Hanuuus
BPEAOHOCHbIX nporpamm B  cbannax-obpasax BUPTYyanu3nMpoBaHHOIO MPOrpamMMHOro
obecrneyeHns 1 BUPTyarbHbIX MaLUWH.

CopepxaHue 6aszoBon mepbl 3CB.9:

Mepa 3awwuTbl MHOpPMaLmn Knacc 3awmieHHOCTU MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

3CB.9 + + +
Ycunerne 3CB.9 1 1

3CB.10 Pa36bueHune BUpTyanbsHom MHPPACTPYKTYpPbl HA CEerMeHTbl (CermeHTMpoBaHue
BUPTYanbHOM UH(PaACTPYKTYpbl) AnA o6paboTkn nHpopmaumm otaenbHbIM
nonb3oBartenem v (Mnun) rpynnon nonb3oBaTesnen

Tpe6boBaHusa k peanusaumm 3CB.10: B unHMpopmMauMOHHON cucTemMe [LOIMKHO
obecneunBaTbCs pa3bueHne BUpTyanbHOW MHAPPACTPYKTYPbl HA CErMEHThI (CermeHTupoBaHme
BUPTYanbHOM MHAPACTPYKTYpPbl) Ans 06paboTkn MHpopMaunm oTAerNbHbIM Nosib3oBaTenem 1
(vnn) rpynnon nonb3oBaTenen B cootseTcTBum ¢ 3MC.17.

Tpeb6oBaHus k ycunenuro 3CB.10:

1) B WHOPMAUMOHHOM  CUCTEME  [OOSMKHO  obecneymBaTbCa  NOrMyeckoe
CerMeHTMpoBaHue BUPTYanbHON MHAPACTPYKTYpPbl, NpeaycmaTpuBatoLliee BolaenieHme rpynnol
BUPTYanbHbIX  MallWH, XpaHUnuw, uHopMaumm U1 UHEGOPMALUMOHHBIX  MOTOKOB,
npegHasHa4YeHHbIX A48 peleHuns BblgeneHHblx (06ocobneHHbIX) 3agay;

2) B MHGOPMALMOHHON CUCTEME AOSMKHO obecneumBaTbCA BblOENEHNE B OTAESNbHbIN
cermMeHT (oToenbHble CErMeHThl) cepBepoB ynpaBneHus BUpTyanusauuemn
(aBTOMa@tMampoBaHHOro paboyero Mecta agMuHUCTpaTopa YnpaeBneHus cpeacrteamm
BUpTyanusauun);

3) B VH(pOpMaUMOHHOM cucTeme [OO/MKHO obecnedmBatbCs  (PM3MYECKoe
CEerMEeHTMpPOBaHNE  BUPTyanbHOW  MHAPACTPYKTYpbl  ONS  peleHus  BblOENEHHbIX
(obocobreHHbIX) 3aaavy.

CopepxaHue 6aszoBou mepbl 3CB.10:

Mepa 3awuTbl HpopmaLuunm Knacc 3awmuweHHOCTU MHGOOPMaLNOHHOW CUCTEMbI
4 3 2 1

3CB.10 + +
Ycunenue 3CB.10 2

3.12. 3awmTa TexHnyeckux cpeacts (3TC)

3TC.1 3awumTta nHcpopmauum, o6padbatsiBaemMon TEXHUHECKUMU CpeacTBaMu, OT ee
YTEUYKMN Mo TeXHNYECKUM KaHanam




Tpe6oBaHusa k peanusaumm 3TC.1: OnepaTopom AosmkHa obecnevmBaTbCa 3awuTa
nHpopmauun, obpabaTbiBaEMON TEXHUYECKUMU CPEACTBAMM, OT €€ yTeUKM 3a cHeT NoBOYHbIX
9NEKTPOMarHUTHbIX U3MNy4eHU U HAaBOOOK.

3awmTa nHgopmMaLmm OT YTEYKN NO TEXHNUYECKMM KaHanam OSKHa OCYLECTBNATLCH B
cooTtBeTcTBUM CO CneumanbHbIMK TpeboBaHMAMM 1 pekoMeHOauMaMM No TEXHUYECKOW 3alumTe
KOHunaeHumansHon uHpopmaumn (CTP-K), yTBepXOeHHbIMU npuka3oMm [ocTexkomuccum
Poccum ot 30 aBrycta 2002 r. N 282, a Takke MHbIMU MeTogMYeckuMmn gokymeHtamm GCTIK
Poccn no 3awmrte uHOpMaLMM OrpaHUMYEHHOro AOCTyna, He coAepKallen CBedeHWn,
COCTaBMSAOLWMX rOCYLapCTBEHHYIO TalHy, OT YTEYKU NO TEXHUYECKMM KaHanam.

Tpe6oBaHus k ycunenuro 3TC.1:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3TC.1:

Mepa 3awwuTbl MHOpPMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

3TC.1

Ycunenue 3TC.1

3TC.2 OpraHM3auma KOHTPONIMPYEMOMW 30HbI, B Npeaerniax KoToporm NOCTOAHHO
pa3mellaloTCA CTaLuMOHapHble TEXHMYEeCKUe cpeacTBa, obpabarbiBatowme
mHcdopmMauumio, U cpeacTBa 3aWmThbl MHOPMaLMK, a Takke cpeacTBa obecneyeHns
(hpyHKUMOHUpPOBaHUA

Tpe6oBaHua k peanusauymm 3TC.2: OnepaTopoMm [ormkHa obecneymBaTbCs
KOHTpoOnMpyemMasi 30Ha, B npefenax KOTOPOW MOCTOSIHHO pasMellarTcsd CTauuoHapHble
TexHuyeckue cpeacrsa, obpabartbiBatoLime nHopmaumo, n cpeacTsa 3aWwunTbl MHOPMaLmK,
a Takke cpefcTtea obecrneyeHnss PYHKLUNOHNPOBaHUS.

KoHTponupyemasi 30Ha BKnoYaeT NpOCTPaHCTBO (TEPPUTOPUID, 34aHME, YacTb 34aHNS),
B KOTOPOM WCKMIOYEHO HEKOHTponmpyemoe npebbiBaHne paboTHUKOB (COTPYAHWUKOB)
onepaTtopa W Nnuu, HEe MMEKLWMX MNOCTOSAHHOrO Aonycka Ha O6bekTbl MHEPOPMaLUMOHHOM
cucTeMbl (He siBnsiowmMxcs paboTHUKaMM onepaTopa), a TakKe TPaHCMOPTHbLIX, TEXHUYECKUX U
WHbIX MaTepuarbHbIX CPeacCTB.

paHnLaMn  KOHTPOSIMPYEMOW  30HbI  MOFYT SBNATLCA NEpPUMETP OXpaHAeMoun
TEeppUTOpUN, Oorpaxgarwme KOHCTPYKLMU OXPaHSEMOro 34aHWs UM OXpaHseMOW 4YacTu
3aHNA, ecnn OHO pa3MeLleHO Ha HeoxXpaHSAeMoWw TeppuTopuu. [paHuLbl KOHTPONMPYEMOWN
30Hbl YCTaHaBNUBAKTCA B OpraHM3auWoOHHO-pacnopaauTenbHbIX LOKYMEHTax Mo 3awuTe
MHdOpMauuK.

[Ons oaHon MHGOPMAaUMOHHOM CUCTEMbI (€€ CErMeHTOB) MOXET OblTb OpraHM3oBaHO
HECKOJbKO KOHTPONMPYyeMbIX 30H.

Tpe6oBaHus Kk ycunenuro 3TC.2:

He ycTaHOBNEHLI.

CopepxaHue 6aszoBon mepbl 3TC.2:

Mepa 3awuTbl MHOpPMaLMn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMbI

4

3

2

1

3TC.2

+

+

+

+

YcuneHnne 3TC.2
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3TC.3 KoHTponb 1 ynpaBneHue ¢pusm4yeckum AOCTYNOM K TEXHUYECKUM CpeAcTBaMm,
cpeacTBam 3awWmTbl MHopMaLumK, cpeacTBamMm obecneyeHnsa (PyHKLMOHUPOBaHUSA, a
TaKXe B MOMELLEeHUSA U COOPYXKEHUS, B KOTOPbIX OHU YCTaHOBJEHbI, UCKIOYaloLme
HeCaHKLMOHUPOBaHHbIN (hM3n4ecKuinn AocTyn K cpeacTtBam o6paboTku nHdopmaumum,
cpeacTBam 3awWmThbl MH(popMaLMKU U cpeacTBam obecnevyeHUs pyHKLUMOHUPOBaAHUA
MH(OPMaLMOHHON CUCTEMbI U MOMELLEHUSA U COOPYXEHUS, B KOTOPbIX OHU
yCTaHOBJEHbI

Tpeb6oBaHus k peanusaumum 3TC.3: OnepaTopomM JOMKHbI 06ecneYmBaTbCs KOHTPOSb
N ynpasrieHMe @U3MYEeCKUM [OCTYNOM K TeXHUYEeCKUM cpeacTBam, cpeactsaM 3aluThbl
nHpopmauun, cpeacteam obecneveHns PYHKUMOHUPOBAHUS, a Takke B MNOMELUEHUS Wt
COOpPYXEHUHA, B KOTOPbIX OHW YCTaHOBIIEHbl, WCKMOYaKLWmMe HeCaHKLMOHUPOBAHHbIN
dun3nyeckni 4oCTyn kK cpeactesam 0b6paboTkn MHopMauumn, cpeactTeam 3alumTbl MHopmaLmm
n cpeacTeam obecneyeHust PyHKUMOHMPOBAHUS UHAPOPMALNOHHOM CUCTEMbI N MOMELLLEHNSA U
COOpPYXEHUS, B KOTOPbIX OHW YCTAHOBMEHbI.

KoHTpornb 1 ynpasneHue omMsanyeckum OCTYNOM JOMMKHbI NpegycMmaTpuBaTh:

onpegerneHve nuu, AONyLWEHHbIX K TeXHUYeckuM cpeactsam, CpeAcTBam 3alluThbl
WHopMauuKn, cpeacteam obecnevyeHns @YHKLMOHMPOBAHUA, a Takke B MNOMELLEHUs W
COOpPYXEHUS, B KOTOPbIX OHW YCTAHOBIEHDI;

CaHKUMOHUpOBaHUe (U3MYeCcKoro JocTyna K TeXHUYeCcKMMm cpencrtBam, cpencream
3aWunTbl HOpMauuK, cpeacteam obecnevyeHns PYHKUMOHUPOBAHWS, a Takke B NOMELLEeHNS
N COOPYXXEHUS, B KOTOPbIX OHW YCTAHOBIEHbI,

yyeT (pusmyeckoro [ocTyrna K TexHUYeckuM cpeactsaMm, CcpencTBaM  3aluTbl
WHopMauuKn, cpeactesam obecnevyeHna QYHKUMOHUPOBAHUA, a Takke B MOMELUEHUa u
COOpPYXEHNS, B KOTOPbIX OHW YCTAHOBMEHbI.

MpaBuna w npoueaypbl KOHTPOAS W ynpaBneHusi U3MY4eCKUM  OOCTYMNOM
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3TC.3:

1) onepaTopoM [OMKHbI MPUMEHSTLCS aBTOMATU3NPOBAHHbLIE CUCTEMbl KOHTPOSS U
ynpasneHus goctynom (CKY[), obecneumBarowme KOHTPOsb MU y4eT pmM3an4eckoro goctyna K
TEXHUYECKMM CcpeacTBaM, cpeactBaMm 3awmtbl MHGOpMauuu, cpencream obecnevyeHus
YHKUNMOHNPOBAHUS, @ TaKkke B MOMELLEHUS U COOPYXKEHUS, B KOTOPbIX OHW YCTaHOBIIEHbI C
ydyetom [OCT P 51241-2008;

2) onepaTopom OOJDKHbI NPUMEHATBLCH cpeacTea BMAeoHabnogeHus,
obecneynBarolne permcTpauuio OoCcTyna K TeXHUYECKUM cpencTtsam, cpeactBaMm 3alumThl
nHpopmauun, cpeacrtsam obecneveHuss (OYHKUMOHUPOBAHUS, a TakKkKe B MOMELLEHUS U
COOPYXXEHUS, B KOTOPbIX OHWN YCTAHOBIEHBI;

3) onepaTtopom obecneynmBaeTCa WHTErpauus CUCTEMbl KOHTPONSA W ynpaBreHus
poctynom (CKY[) co cpeacrBamu maeHTUpmkaumm n ayteHTudumkaumm nonb3oBaTtenen B
MHOpMaUnoHHOM cucteme B cooTteBeTcTBuM ¢ NAD.1, NAD.6 n cpegcreamu ynpasreHUs
poctynom B cootsetcteum ¢ YI14.2, YI14.10.

CopepxaHue 6aszoBon mepbl 3TC.3:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3TC.3 + + + +

Ycunenne 3TC.3
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3TC.4 PasmelleHue ycTpoMUCTB BbiBoAa (0TOOpaxeHUs1) HpopmMaLmMu, UCKnroYatllee
€e HeCaHKLUMOHUPOBaHHbLIN MPOCMOTP

Tpe6oBaHua «k peanusaumm 3TC.4: OnepaTtopoM [OOIMKHO OCYLLECTBIATLCS
pasMelleHne YCTPOMUCTB BbiBoga (OTobpaxeHust) WHopMauun, UCKMYawwee ee
HECaHKLNOHNPOBAHHbIN MPOCMOTP.

B kauyectBe ycTponCTB BbiBOAa (OTOOpakeHusi) mHdpopmaumm B WHPOPMALMOHHON
cucTeme cnefyeTt paccMmaTpyBaTb 9KpaHbl MOHUTOPOB aBTOMATU3MPOBAHHbLIX paboyumx mect
nonb3oBaTeriel, MOHUTOPbI KOHCOMNEen YynpaBneHWs TexXHUYEeCKUX Ccpeacts (cepBepos,
TENEeKOMMYHUKALMOHHOrO 000pYyAOBaHMA WM MHbIX TEXHUYECKMX CPEACTB), BMAEOMNAHENM,
BMOEOCTEHbl U Apyrne cpeacTtBa BU3yaribHOro OTOBpaXkeHus 3aluuiaemMon WHdopmauuu,
neyaTtarowme ycTpoucTBa (MPUHTEPbLI, NIOTTEPbl U WHblE YCTPOWCTBA), ayAMOYCTPOMCTBA,
MHOIOQYHKLMOHasbHbIE YCTPOUCTBA.

PasmelleHne ycTponcTB BbiBoda (OTOOpaxeHus, nedatn) uHdopmauum LOOSMKHO
NCKIH0YaTb BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO NPOCMOTPa BbIBOOUMOW MHOPpMaLMK, Kak
n3-3a NpeaenoB KOHTPONMPYEMOW 30HbI, TaKk U B npeaenax KOHTPONMpPyeMoWn 30Hbl. He
cnefyet pasmellaTb YCTPOMCTBA BbiBOoAa (OTOOpakeHusi, nevyatu) nHgpopmaumm HanpoTuBe
OKOHHbIX NMPOEMOB, BXOAHbIX ABEPEN, TEXHONOMMYECKNX OTBEPCTUN, B KOPUAOPaX, Xonnax u
WHbIX MecTax, AOCTYMHbIX ANA HECAHKLUMOHMPOBAHHOMO NpoCcMoTpa.

Tpe6oBaHus k ycunenuro 3TC.4:

1) onepatopom obecneynmBaeTcs yCTaHOBKA Ha OKHa NOMELLEHUA WMHPOPMAaLMOHHON
CUCTEMbI CPEACTB, OrpaHMYMBAOLMX BO3MOXHOCTb BM3yaribHOrO  O3HAKOMMEHWA C
3awmuaemMon MHgopmMaumMen Wn3BHE MNOMELLEHNA (Kan3W, MNAOTHbIE LWTOPbl U WUHbIE
CpeacTBa), ecnm B 3TUX MOMELLEHMSIX pa3MeLLeHbl YCTPOMUCTBa BbiBOAa MHGOpMauMm Ha
nevartb 1 (Mnn) ocywecTBnaeTcs otobpaxkeHme nHpopmaumm Ha BUOEOyCTPOMCTBA.

CopepxaHue 6aszoBon mepbl 3TC.4:

Mepa 3awwuTbl MHOpPMaLMn Knacc 3awmieHHOCT MHPOopMaLMOHHON CUCTEMBI
4 3 2 1
3TC.4 + + + +

Ycunenune 3TC.4

3TC.5 3awmTa OT BHELWHUX BO34eNCTBUM (BO3AENCTBUIN OKpPYXKatoLwwen cpeabl,
HeCTaGUNIbHOCTU 3NIEKTPOCHAGXEeHUs, KOHAULUOHUPOBAHUA U UHbIX BHELUHUX
cdakTopoB)

TpeboBaHus k peanusauum 3TC.5: Onepatopom AOMKHA OCYLLECTBNATLCS 3aLmTa OT
BHELLUHUX BO3OENCTBUMN (BO3pencTeum OoKpy>xatoLien cpenpbl, HecTabunbHOCTH
3NEeKTPOCHabXeHUS, KOHAMLUMOHMPOBAHUA N NHbIX BHELUHUX (haKTOPOB).

3alwmTa OT BHELUHNX BO3A4ENCTBUI B COOTBETCTBUM C TpeboBaHUAMM 3aKoHOoL4aTeNbCTBA
Poccuiickon ®egepauun (HaumMoHanbHbIX CTaHAAPTOB, TEXHUYECKUX PEernaMeHToB) AOSMKHA
npegycMmaTpusaTb:

BbINOSTHEHNE HOPM 1 NpaBWi NoXapHou 6e30NacHOCTY;

BbIMOS/IHEHWE HOPM W MpaBuil  YCTPOMCTBA U TEXHUYECKOW  3KchnyaTaumm
9NEKTPOYCTAHOBOK, a Takke cobnogeHne napamMeTpoB 3MeKTPONUTaAHUA U 3a3eMIieHUs
TEXHUYECKUX CPEACTB;

obecneyeHune HeobxoouMbIX  Ans aKcnsiyatauum  TEXHUYECKUX  CpencTB
TemnepaTypHO-BaXHOCTHOIO peXxumMa 1 ycnosun no cTeneHn 3anbinNeHHOCTU Bo3ayxa.

Tpe6oBaHus kK ycunenuro 3TC.5:




He ycTaHOBNEH®LI.
CopepxaHue 6azoBoun mepbl 3TC.5:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3TC.5 +

Ycunenune 3TC.5

3.13. 3awmTa MHOpPpMaLMOHHOU CUCTEMbI, €e CPeacTB U CUCTEM CBA3U U Nepeaavu
AaHHbIX (3UC)

3UC.1 PazpgeneHne B MH(hOpMaLMOHHOM cucteMe (PyHKLUM NO yNpaBIieHUIO
(aaMmuHUCTpUpPOBaHUIO) UHPOPMALIMOHHOWU CUCTEMOMN, YNPaBIIEHUIO
(aAMMHUCTPUPOBAHUIO) CUCTEMOM 3awWmnTbl MHPopMaumumn, oyHKLMM No obpadoTke
MHcpopMauum N UHbIX PYHKUMA MHPOPMALIMOHHON CUCTEMBI

Tpe6boBaHua k peanusauum 3UC.1: B nHpOpMaUMOHHON cUCTEME LOSMKHO ObITb
obecrneyeHo pasgeneHue PYHKUMOHANbHLIX ~ BO3MOXHOCTEMN no  ynpaBreHuo
(aaMHNCTPMPOBaHMIO) MHAOPMALMOHHOM CUCTEMOW, YNpaBreHuto (agMUHUCTPUPOBAHMIO)
CUCTEMOW 3aLLMTbl MHPopMaunn(dyHKLUMIN 6e3onacHoOCTN) U PYHKLNOHANbHBLIX BO3MOXHOCTEN
nonb3oBaTernen no obpaboTke MHGOpPMaLUN.

PyHKUMOHanNbHbIE BO3MOXHOCTM no yrnpaBreHuno (2aaAMUHUCTPMPOBaHNIO)
WHOPMALMOHHOM CUCTEMOM W YyNpaBneHuw (agMUHUCTPUPOBAHUIO) CUCTEMOWN 3aLluThbl
WHpopMauun  BKNOYAKT  (PYHKUMM N0 ynpaBneHuto ©asamy [aHHbIX, NPUKNagHbIM
nporpaMmMHbIiM  obecnevyeHMeM, TenekoOMMYHWKauMOHHbIM  obopyaoBaHueM, pabounmu
CTaHuMsMn, cepBepamMu, CpeacTBaMm 3alnTbl MHGQOPMaUMM U UHble yHKUMK, Tpedytowwme
BbICOKMX MPUBUIIETUNA.

PasgeneHne ¢yHKLMOHANbHBLIX BO3MOXHOCTEN obecnednBaeTcss Ha (U3NYECKOM W
(M) normyeckoM YypoBHE MyTEM BbIOESNIEHUS 4YacTU MPOrpaMMHO-TEXHUYECKUX CPeacTB
NHPOPMALMOHHOWM CUCTEMBI, peanuayrowmnx PyHKLUMOHaNbHbIE BO3MOXHOCTHM MO YNpaBneHnto
(2a@MMHNCTPMPOBAHMIO) MHAOPMALMOHHOM CUCTEMOW U YNpaBreHuo (agMUHUCTPUPOBAHMIO)
CUCTEMON 3awmTbl MHGOPMauMW, B OTAESNbHbIA [OOMEH, WCMONb30BaHUSA pPasnNYHbIX
aBTOMATU3NPOBAHHLIX paboymx MecT U CepBepPOB, PasfnNYHbIX TUMOB OMEPaLMOHHbIX CUCTEM,
pasHbIX cnocoboB ayTeHTUdMKauuKn, pasrnmyHbiX CETEBbIX aApecoB, BblAeNEeHHbIX KaHanoB
ynpaeneHus n (unm) KombrHaumi gaHHbIX cNocoboB, a Takke UHbIMWU METOAaMM.

Tpe6oBaHus k ycunenuro 3UC.1:

1) B UHGP OPMALMNOHHOM CUCTEME LOSMKHO obecnevmBaTbCa UCKITOYEHME OTOBpaXKeHus
PYHKUMOHANbHBIX BO3MOXHOCTEN MO ynpaBneHunto (agMUHUCTPUPOBAHUIO) MHEOPMaLMOHHON
CUCTEMON, ynpaBneHuto (agMUHUCTPUPOBAHUIO) CUCTEMOM  3awnTbl  MHOpMauMM B
MHTepdence nonb3oBaTens;

2) B  VH(bopMauUMOHHOW  cucTemMe  OOSMKHO  obecneumBaTbCa  BbleneHue
aBTOMaTU3NPOBAHHbIX pabounx MeCT Ans agMMHUCTPATOPOB NH(POPMALMOHHOW CUCTEMBI,

3) B WHGMOpPMAUMOHHOM  cucTeMe  [OOMKHO  obecneymBaTbCsA  BbloeneHue
aBTOMATU3NPOBAHHbIX pabounx MeCT A4 agMUHUCTPaTOpPOB Ge3onacHoCTY;

4) onepaTopoM [AOMMKHO oGecneynmBaTbCsl MCKMOYEHME BO3MOXHOCTU yrnpaBrneHus
(aaMUHUCTPUPOBaAHNS) MHAOPMAUMOHHOM CUCTEMOW, YNpaBneHns (agMUHUCTPUPOBAHUS)
CUCTEMON 3aLLMTbl MHPOPMALIMK U3-3a NPeaeNnoB KOHTPOSIMPYEMOMN 30HbI.

CopepxaHue 6azoBon mepbi 3UC.1:




Mepa 3awuTbl MHoOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHON CUCTEMBI
4 3 2 1

3nC.1 + +
Ycunenune 3C.1 3 3

3UC.2 MNpepoTBpalleHUe 3aaepXKK1U UnNu npepbiBaHUs BbINOJTHEHUA NMPOLIECCOB C
BbICOKUM NPUOPUTETOM CO CTOPOHbI NPOLIECCOB C HU3KUM NMPUOPUTETOM

Tpe6boBaHua k peanusauumm 3UC.2: B wuHPOpMaAUNOHHOM cCUCTEME [LOOSMKHO
obecrneunBaTbCs NpeaoTBpaLLeHne 3a4epXKM UNU npepbiBaHUS BbINOMHEHUST MPOLIECCOB C
BbICOKMM MPUOPUTETOM CO CTOPOHBbI NpoLeccoB (Cnyx6, cepBUCcOB) C HU3KUM MPUOPUTETOM,
npegycmartpusatoLlee:

onpepgerieHne nNnpuopuTeTOB NpoLeccoB (Cny0, cepBMCcoB) ANA nonb3oBartenen n (Mnu)
rpynn nonb3oBaTtenen n (Mnu) ponen B MHOOPMaLMOHHON CUCTEME;

BbIMOSIHEHWE MpoLeccoB (Cnyx6, cepBncoB) B UHPOPMALMOHHOM CUCTEME C YY4ETOM UX
npuoputeta (B nepByld oyvepedb LOMMKHbI BbIMNOMHATLCA Mpoueccbl ¢ 6onee BbICOKUM
NpPUoOPUTETOM);

WCKMIOYEHNE 3adEpPXKN U (MNK) BMeLlaTeNbCTBa B BbIMNOMIHEHME NpoueccoB (Cryxo,
cepBucoB) ¢ boree BbICOKMM NPUOPUTETOM CO CTOPOHbLI NPOLIECCOB (CNyX6, cepucoB) ¢ 6onee
HWU3KUM NPUOPUTETOM.

Tpe6oBaHus k ycunenuro 3UC.2:

1) B MHGPOPMALMOHHOM CUCTEME AOSMKHO obecneumnBaTbCa UCKNOYEHNE BO3MOXHOCTU
HEeCaHKLUNOHNPOBAHHOIO U3MEHEHNSA NPUOPUTETOB BbINOSTHEHUS MPOLIECCOB.

CopepxaHue 6aszoBon mepbl 3UC.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

31C.2

Ycunernune 3UC.2

3UC.3 ObecneyeHune 3awmTbl MH(pOPMaLIMKM OT PaCKpPbITUA, MoaucUKauum n
HaBsi3biBaHUA (BBOAa JSI0XXHOM MH(popMmaLuum) npu ee nepepaye (NoaroToBke K
nepepaye) no KaHanam cBsi3u, UMELWMM BbIX0A 3a npeaesibl KOHTPONMPYEMOW 30HbI

Tpeb6oBaHusa k peanusauum 3UC.3: OnepaTopom gomkHa ObITb obecneyeHa 3awmTa
MHpopMaUUKN OT pPackpbITUA, MOAUMUKALMM U HaBA3bIBaHMSA (BBOAA FIOXHOW MHGOpPMaLUmn)
npu ee nepegade (NOAroToBKe K nepefaye) No kaHanam CBs3W, UMEOLLMM BbIXOA 3a npeenbl
KOHTPOSIMPYEMOW 30HbI.

3awmta umHopmaumm obecneuvMBaeTcda NyTem 3aliMTbl  KaHanoB CBs3W  OT
HeCaHKLMOHNPOBAHHOIO (hU3NYeCcKoro A4ocTtyna (NOAKMIYEHNS) K HAM U (MnK) NPUMEHEHUS B
COOTBETCTBUM C 3akoHopaTeNbcTBOM Poccuickon degepaumm cpeacTts Kpuntorpaduyeckomn
3aWnTbl MHOPMaLUN AN NHBIMW METOLAMMW.

Tpe6oBaHus k ycunenuro 3UC.3:

1) onepaTtop obecneunBaeT 3awmTy OT MOAMPUKALUN U HABA3bIBaHUSA (BBOAA NOXHOM
MHopMauumn) BugeonHpopmaummn (3ByKoBon uHGOpMaLMmM) nyTeM ee MapKuMpoBaHUA U
KOHTpOsIs (B TOM Yucne € UCMornb30BaHMEM LA POBbLIX BOAAHbBIX 3HAKOB) B pa3fiMyHbIX TOYKaX
TpakTa ee (bopMMPOBaHUSA N pacnpPOCTPaHEHNS;
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2) onepaTtop obecneunBaeT 3awmTy OT MOaUdUKaLMM N HaBA3bIBaHUA (BBOA4A JTIOXKHOM
MHopmauun) nepegaBaemon BuaeonHdopMaumm NyTeM BbISIBIEHUS U yOaneHUs CKPbITbIX
BCTaBOK.

CopepxaHue 6azoBoun mepbl 3UC.3:

Mepa 3awuTbl MHpoOpMaLmn Knacc 3awmieHHoCT MHPOpMaLMOHHOM CUCTEMBI

4 3 2 1

3nC.3 + + + +
Ycunenune 3UC.3

3UC.4 ObecneyeHne AOBEPEHHbIX KaHasna, MapLupyTa Mexay agMUHUCTPaToOpoOM,
nonb3oBaTesieM U cpeacTBaMu 3awWmnTbl MHGopMauum (pyHKLMAMM 6e30nacHOCTH
cpeacTB 3awWuUTbl MH(opMaLK)

Tpe6oBaHua k peanusaumm 3UC.4: B unHMpOPpMaAUMOHHON CUCTEME OOSMKHbI
obecneunBaTbCsl [LOBEPEHHbIE MapLIpyTbl Nepedaynm LaHHbIX MeXxay aaMUHUCTPaToOpoM
(nonb3oBartenem) U cpeacTBamm 3aWwmTbl MHopMaumn (pyHKUnaMmM 6esonacHOCTU CpeacTs
3aWwnTbl MHOpMaLmn), onpegensemMbiMm onepaTopom.

OnepaTtopom gosrmkeH ObITb onpeaeneH nepeyeHs uenen (PyHKUMIn) nepegaym gaHHbIX,
OS5 KOTOpbIX TpebyeTca JoBEepPEeHHbIN KaHan (MapLupyT).

[loBEpPEHHbIN KaHan Mexay nonb3oBaTeneM W cpencrtBsaMn 3awmTbl MHGOPMaLUK
pomkeH obecneuvBaTbCA MpU yganeHHOM M NIOKanbHOM JOCTyrne B MHGOPMAaLUMOHHYO
cuUcTeMYy.

Tpe6oBaHus kK ycunenuro 3UC.4:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3UC.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
3nC.4
Ycunenue 3VC.4

3UC.5 3anpeT HeCaHKLMOHMPOBAHHOW yAarieHHOW aKkTMBaLMuM Buaeokamep,
MUKPOMOHOB 1 UHbIX NepucepUnHbIX YCTPOMNCTB, KOTOPbIe MOTYT aKTUBUPOBATLCA
yAareHHo, n onoBelleHue nosib3oBaTesie 06 akTUBaLUU TakKMX YCTPOUCTB

TpeboBaHua k peanusaumm 3UC.5: B unHPOPMaAUMOHHOM CUCTEME [AOSKHbI
OCYLLECTBMAATbCA 3anpeT HeCaHKUMOHMPOBAHHOM YyAaneHHOW akTMBauum Buaeokamep,
MUKPOMOHOB U MHbIX NepUdepUnHbIX YCTPOMUCTB, KOTOPbIE MOTYT aKTUBUPOBATLCA yAareHHO, U
onoBelleHne nonb3oBatenen o6 akTMBauMm Takux YCTPOMCTB, B TOM 4uUcne nyTem
CUrHanu3aumm, UHOMKaumn.

3anpeT HeCaHKUMOHMPOBAHHOM YyAareHHOW aKkTuBauuu LOSMKEeH OCYLLUEeCTBATLCA B
OTHOLLEHMM BCEX NepudepuiiHbiX YCTPOUCTB BBOAA (BbiBOA4A) MHOPMaLMK, KOTOPbIE UMEIOT
BO3MOXHOCTb YynpaBneHus (3anycka, BKIOYEHMUS, BbIKIIOYEHNA) Yepe3 KOMMOHEHTbI
nporpammHoro obecneyeHne, YCTaHOBMEHHble Ha paboyeM MecTe nonb3oBaTens,
KOMMYHMKaLMOHHbBIX CEPBMUCOB CTOPOHHMX NnuL (npoeanaepos) (ICQ, Skype n nHele cepsuchl).

3anpeT HeCaHKLMOHNPOBaHHOW yaarneHHOW akTUBaLMmM JOITKEH OCYLLIECTBATLCSA Yepes
dU3NYEeCKoe WUCKITIOYEHNE TakoW BO3MOXHOCTU WM (MNM) NyTem ynpasneHus nporpammMHbIM




obecneyeHnem.

B mcknoumTenbHbIX Cnyyaax Ans pelleHns YCTaHOBIIEHHbIX ONepaTtopoM OTAEerbHbIX
3afja4, pewaemMblX MHEMOOPMALMOHHOW CUCTEMOW, O0MNycKaeTCs BO3MOXHOCTb YyAaneHHOM
aKTuBaumm nepudepumnHbiX YCTPoOnCTB. pn aToM AomkHO BbiTb o6ecrneyeHo onpenenexHne u
duKcupoBaHmne B OpraHM3aLMOHHO-pacNopsaNTENbHbIX AOKYMEHTax No 3awmTte nHgopmaumm
(BOKyMeHTupoBaHME) nepeyvHs nepudepunHbIX YCTPOUCTB, AN KOTOPbIX JOMnycKaeTcs
BO3MOXHOCTb yaneHHON akTMBaumm n obecneveH KOHTPOSb 3a akTMBaLMen Takmx yCTPOUCTB.

Tpe6oBaHus Kk ycunenuro 3UC.5:

1) B MH(bopMaUMOHHOM cucTeme AoSmkHa obecnevmBaTbCA BO3MOXHOCTb (OM3NYECKOrO
OTKIOYEHUS NepudepuinHbIX YCTPOUCTB (Hanmpumep, OTKMAYEHWE Mpu opraHus3aumm u
NnpoBeAeHNN COBELLAHNIN B MOMELLIEHMSAX, TAe pa3MeLLeHbl Buaeokamepbl 1 MUKPOMOHbI);

2) B UHPOPMALIMOHHOM CUCTEME LOSMKHA obecneymBaTbCs BO3MOXHOCTb 6NoKnpoBaHus
BXOASLLEr0 N NCXOoAsLWero Tpaduka oT Nonb3oBaTenen CMCTeM, NPeaoCTaBNALWMX BHELLHNE
cepBUCbl (Hanpumep, CUCTEMbl BWOEOKOHMEPEHLCBA3N), B KOTOPbIX KOH(Urypawumm
(HacTpoWkKM) cepBMCOB AN KOHEYHbIX NOfb30BaTeNen yCcTaHaBNMBaOTCA NpoBanaepaMmm uUnm
caMnmK Nonb3oBaTeNsAMU;

3) onepatopoMm obecnednBaeTcs yganeHue (OTKNKOYEHUe) n3 MHEMOOPMAaLMOHHOMN
cuUcTeMbI (OTAENbHbBIX CErMEHTOB, HAaNpMMep, PacnosiIOXXEHHbIX B 3aLLMLLaeMbIX U BblAeNeHHbIX
nomeLLeHnsax) nepudepunHbliX yCTPOMUCTB, NepeveHb KOTOPbIX onpeaensieTcst onepaTopom;

4) onepaTopom obecnevvMBaeTCs 3anUCb U XpaHeHWe B TeYeHWe YCTaHOBMEHHOro
BpeMeHU MHopmMaumn, nepegaHHon (nonyvyeHHon) nepuepuinHbiMm yCTpormcTBamm BBoAa
(BblBO4A) MHOpMaLMK NpU paspeLLEHHON yaaneHHON akTMBaumMm nepudepuiiHbiX YCTPONCTB
BBOAa (BbIBOAA) MHPOPMALMN.

CopepxaHue 6aszoBon mepbl 3UC.5:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
3nC.5 + + + +
Ycunenne 3NC.5 1 1,2

3UC.6 Nepenaya n KOHTPOSb LLENTOCTHOCTU aTPUOYTOB 6e3onacHOCTU (MEeTOK
6e3onacHoCTH), CBA3aHHbIX ¢ MH(hopmaumen, npu oomeHe nHcpopmaLuuen ¢ MUHbIMU
MHhOPMaLNOHHbIMK CUCTEMAMM

Tpe6oBaHusa k peanusauum 3UC.6: B uHPOpPMAUMOHHOM cCUCTEME [OSHPKHA
OCYLLIECTBMNATLCA nepedada, conoctaBreHne (CpaBHeHue) aTpubytoB 6e3omacHOCTU (MeTOK
©e3onacHoOCTN) C WHoOpMaunen, KOToponm OHa OOMeHMBaeTCA C WHbIMU (BHELLUHMMMW)
MHOPMaLNOHHBIMU CUCTEMAMU.

ATpubyTbHl 6€30MacHOCTN MOryT COMOCTaBASATbCHA C MH(bopMaunen, cogepkalenca B
MH(POPMaLNOHHON CUCTEME, B IBHOM UIN CKPbITOM BUAE.

Mepbl No nepegaye W KOHTPOMNKO LENOCTHOCTM (COMOCTaBMNEHWIO, CPaBHEHMIO)
aTpubyToB 6e3onacHocTn (MeTok 6e3onacHOCTH) peanuaytoTca B cooTBeTcTBumn ¢ YI10.12.

Tpe6oBaHus kK ycunenuro 3UC.6:

1) B MHGOPMaAUMOHHOMN cucTeMe [OMmKeH obecnedmBaTbCs KOHTPOSMb LENOCTHOCTU
aTpmbyToB 6esonacHocTn (MeTok 6e3onacHoCTN).

CopepxaHue 6aszoBon mepbl 3UC.6:

Mepa 3awuTtbl HpopmaLuunm Knacc 3awmueHHOCTU MHOPMaLMOHHOW CUCTEMDbI

4 \ 3 \ 2 \ 1




31C.6

Ycunenne 31C.6

3UC.7 KOHTpOsb CAaHKLUMOHMPOBAHHOIO U UCKITKO4YEHNE HECAHKLMOHUPOBAHHOIO
MUCNOJSIb30BaHNA TEXHONOrMM MOOGUNbLHOro Koaa, B TOM YMchne perucrpaums coobiTun,
CBAI3aHHbIX C UICNONIb30BaHUEM TeXHOJIOrMn MOOUNbLHOro Koga, UX aHanms u
pearMpoBaHuMe Ha HapyLleHUSA, CBA3aHHblIe C UCMOSIb30BaHUEM TEXHONOrnmn
MOOunbHOro Koga

Tpeb6oBaHus k peanusauumn 3UC.7: OnepaTopoM SOSMKHbI OCYLLIECTBIIATLCS KOHTPOIb
CaHKLUMOHNPOBAHHOIO M WCKNIOYEHWE HECAHKUMOHMPOBAHHOIO WMCMNOSIb30BaHUSA TEXHOSOIMMI
MOOUNBHOrO Koda (aKTMBHOMO KOHTEHTA) B WMH(OPMALUMOHHOM CUCTEME, B TOM u4ucne
pernctpaumns cobbITUA, CBSA3AHHbIX C MCMOSIb30BaHMEM TEXHOMOrMM MOOGUNBHOrO Koda, WX
aHanuM3 W pearMpoBaHMe Ha HapyLeHWd, CBA3aHHble C WCNOMb30BaHMEM TEeXHONoru
MOOMMbHOroO koga. TexHonormsa MoOuNbHOrO KoA4a BKMOYaET, B TOM YMCMEe UCMNONb30BaHUE
Java, JavaScript, ActiveX, PDF, Postscript, Flash-annmaunsa n VBScript 1 MHbIX TEXHOMNOMMNA.

Mpn KOHTpOME WCMNOMb30BaHWSE TEXHOMOMMM MOOBUIMBHOrO Koga [AOSMKHO ObiThb
obecneyeHo:

onpegeneHne nepeyHa MOOWMNBbHOrO Koga WM TEXHOMOrMM MOOBMMBHOTO  Koda
paspeLLeHHbIX U (MNn) 3anpeLLeHHbIX Ang NCNoNb30BaHUSA B MHGPOPMaLMOHHOW CUCTEME;

onpegeneHne paspelleHHbIX MEeCT pacnpocTtpaHeHusi (cepBepbl MHEHOPMALMOHHOM
CUCTEMbI) U WCNONb30BaHMA MOOMNBHOrO kKoga (aBTOMaTU3NPOBaHHble paboudne mecTa,
MOOUNbHBIE  TEXHMYeckMe  cpeactBa  MHMOPMAUMOHHOWM  CUCTEMbI) U (PYHKUUK
NHOPMAaLNOHHOWN CUCTEMBI, ANA KOTOPbIX HEOBXOAMMO NPUMEHEHNE TEXHONOMN MOBUNBHOIO
Koaa;

permctpauus u aHanm3 coObITUI, CBAA3aHHbIX C pa3paboTkon, npuobpeTeHnem unm
BHEAPEHNEM TEXHONOMMN MOBMNBHOIO KOAa;

UCKITIOYEHNE BO3MOXHOCTU MCMOMNb30BaHUSA 3anpeLleHHoOro MobunbHOro koga B
WH(POPMALMOHHON cucTeMe, a Takke BHeapeHne MoOuNbHOro Koga B MecTax, He
paspeLLeHHbIX 115 ero YCTaHOBKM.

MpaBuna n npoueaypbl KOHTPOMNSA WMCNOSMb30BaHMUS TEXHOMOrM MOOMMBbHOro Koda
pernaMeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3UC.7:

1) B WHGOPMALMOHHOM CUCTEME [OSKHbl ObiTb peanuM3oBaHbl  MeXaHU3MbI
oBHapyxeHus 1 aHanu3a MobunbLHOro Koaa Ans BbIABNEHUS (PpakTOB HECAHKLMOHMPOBAHHOIO
NCNosb30BaHMA MOBUNBHOrO Koda M BbINOMHEHNSA OENCTBUIA NO pearnpoBaHuio (onoBeLeHne
agMWHUCTPATOPOB, N3onaumna MobunbHOro koga (NnepemeLleHne B KapaHTUH), 6GriokupoBaHme
MOOMMbHOrO KoAa, YyadaneHne MOOMNbHOrO Koda) M WHble AEeWCTBUS, onpenensiemMble
onepaTopom;

2) B WHOPMALMOHHON CUCTEME [AOSMKEH OCYLECTBNATLCA 3anpeT 3arpy3km u
BbINOSTHEHUS 3anpeLLEeHHOro MoBbunbeHOro Koaa;

3) B WH(OpMaUMOHHOMN cucTeMe NS MPUMOXKEHUA, OnpedensiemMbix onepaTopom,
AOJIMKEH OCYLLECTBNATLCS 3anpeT aBTOMAaTUYECKOro BbINOSIHEHNSA pa3peLLeHHOro MobunsHOro
Kogda (yBeaomnieHne nonb3oBaTensi 0 Nofy4yeHnn MobmnbHOro Koga 1 3anpoc paspeLLeHns Ha
3anycK Unu vHble OENCTBUSA onpeaensiemMble onepaTopom);

4) B MH(OPMALMOHHOM CUCTEME AOSMKEH OCYLLECTBMATLCA KOHTPOMb MNOASMHHOCTM
NCTOYHMKa MOBUNBHOIO KOAa U KOHTPOSb LeNTOCTHOCTU MOBMABHOMO Koaa.

CopepxaHue 6aszoBon mepbl 3UC.7:




Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.7 + +
Ycunenune 3UC.7 1 1,2

3UC.8 KoHTpONb CaHKLMOHUPOBAHHOIO U UCKIHOYEeHNEe HeCaHKLMOHUPOBaAHHOIO
MUCNOJSIb30BaHNsA TEXHONOIMMM nepepaym peyun, B TOM Y1ucne permcrpaums cobbitum,
CBsI3aHHbIX C UCNOJSIb30OBaHMEM TEXHOSIONMM nepeaaym peyvum, UX aHanums u
pearnpoBaHue Ha HapyLleHUs, CBA3aHHbIe C UCMNOSIb30BaHUEM TEXHONOIMMM nepeaaym
peun

Tpeb6oBaHus k peanusauumn 3UC.8: OnepaTtopomM AOMKHbI OCYLLECTBIATLCS KOHTPOIb
CaHKLUMOHNPOBAHHOIO M WCKNIOYEHWE HECAHKUMOHMPOBAHHOIO WMCMNOSIb30BaHUSA TEXHOSOIMN
nepegayv pevv B MIHPOPMaLMOHHON CUCTEME, B TOM YUCIIEe perncTpauns cobbiTUI, CBA3AHHbIX
C UCMonb30BaHMEM TEXHOMOIMI Nepeaayn peydn, UxX aHanua u pearmpoBaHne Ha HapyLUeHus,
CBSI3aHHbIE C MCMOMb30BaHNEM TEXHOMOMM nepegayn peyun. Npu KOHTpone MCnonb30BaHUS
TEXHOSI0rMM nepegadn pedn JormkHoO OblTb obecneyeHo:

onpeaeneHne nepeyvHst TEXHOMNOrMn (CepBMCOB) Nepeaayn peyn paspeLleHHbIX 1 (Mnn)
3anpeLleHHbIX 48 NCNonb3oBaHMsa B MHOPMAaLMOHHOM CUCTEME;

onpeaeneHne cybbekToB 4OCTyna (KaTeropun nonb3oBaTernen), KOTOPbIM pa3peLleHbl
pa3paboTka, NnpuobpeTeHne nnn BHeOPEHUEe TEXHONOrMM nepeaayvn peynm B COOTBETCTBUM C
YCTaHOBMEHHbIMU POMSMU;

peanu3auusi napaMeTpoB HACTPOWMKW, MWCKMYAKLWMX BO3MOXHOCTb yAaneHHOM
KOHoMrypaumm yCTpOMCTB nepegaydn peyu;

peructpauus M aHanms cobbITUN, CBA3aHHbIX C paspaboTkon, npuobpeTeHMem u
BHEApPEHMEM TEXHONOMNIN Nepeaayun peyu;

NCKITOYEHNE BO3MOXHOCTM UCMONb30BaHUSA 3anpeLLeHHON TEXHOMOoMMM nepeaaym peyn
B MHPOPMALMOHHOM CUCTEME, a Takke pa3paboTkun, NPMoBpeTEHNA N BHEAPEHNSA TEXHONOMN
nepegaym peuym cybbektam pgocTtyna (nonb3oBaTensM), KOTOPbIM He paspelleHo ee
ncnosnb3oBaHue.

TexHonorusa nepegayn pedn BKOYaeT, B TOM Yncne, nepegady peyumn yepesd NHTepHeT
(B wactHocTm VoIP).

MpaBuna u npouenypbl KOHTPOMS WCMOMb30BaHMs TEXHONMOMMM nepefavn peun
pernaMmeHTUpyTCsS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKYMEHTax onepartopa no
3awmrte nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3UC.8:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3UC.8:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

31C.8 + +

Ycunenne 31C.8

3UC.9 KoHTpONb CaHKLMOHUPOBAHHOMN U UCKITHOYEeHUEe HeCAHKLMOHNPOBaHHOMU
nepepayv BuaeovHdopmaumm, B TOM Y1ucrne peructpaums cCoobITUN, CBA3aHHbIX C
nepepayeu BuaeonHdopmaLlmm, UX aHanus U pearupoBaHue Ha HapyLleHUsl, CBA3aHHbIe




C Nnepepayen BuaeonHdopmaymm

Tpeb6oBaHus k peanusauumn 3UC.9: OnepaTopoM SOMKHbI OCYLLIECTBIIATLCS KOHTPOIb
CaHKLUMOHNPOBAHHOIO M WCKNIOYEHWE HECAHKUMOHMPOBAHHOIO WMCMNOSIb30BaHUSA TEXHOMOIMMI
nepefayn suaeonHdopmauum B WMHGPOPMALMOHHOM CUCTEME, B TOM 4uCre perncrpauums
CcOObITUI, CBA3AHHLIX C WCNOSNb30BaHMEM TEXHOMNOMMA nepegayn BuAeOMHOPMaUMK, KX
aHanuM3 n pearMpoBaHMe Ha HapyleHUs, CBA3aHHble C WCNOMb30BaHMEM TEXHOSOrMn
nepegayvm BuaeouHdgopmauun. [lpyu KOHTpONE UCMNONb30BaHWUS TEXHOMOMMI nepegayn
BnaeomHpopmaLmm AomkHO bbITb obecneyeHo:

onpegeneHne nepedHss TexXHONnornmm (CepBMCOB) nepedayn BuaeouMHopMaumm
paspeLLeHHbIX U (MNn) 3anpeLLeHHbIX Ang NCNonNb3oBaHUs B MHPOPMaLMOHHOW CUCTEME;

onpegeneHne cybbekTtoB AocTyna (Kateropumn nonb3oBaTenen), KOToOpbiM pa3peLUeHbl
paspaboTka, npuobpeTeHne nnu BHeApeHUE TexXHOmnorvm nepefadv BugeovHdoOpMaumm B
COOTBETCTBUWN C YCTAHOBMEHHbLIMW POSSMU;

peanu3auus napaMmeTpoB HACTPOWKW, UCKIOYALWMX BO3MOXHOCTb  yAaneHHOW
KOHUMrypaumm yCTpPONCTB nepeaayvv BuaeonHgopmaumu;

permctpauus M aHanma cobbITUN, CBA3aHHbIX C paspaboTkon, npuobpeTeHnem u
BHEApPEHMEM TEXHOMOMMIN Nnepeaayn BMaAeoMHoOpMaumm;

UCKITIOYEHNE BO3MOXHOCTM UCMOSb30BaHUS 3anpeLLleHHON TexXHOMNormm nepegayn
BMngeomHpopmaumm B MHPOPMAaLMOHHON cucTeMe, a Takke paspaboTku, npuobpeTeHuss u
BHeApPEHWs1 TEXHOMOIMMI nepegayun BugeonHgopmauumn cybbektoB gocTyna (nonb3oBaTensam),
KOTOPbIM HE pa3peLleHO ee UCMNONb30BaHNE.

TexHonorna nepegavvM BuAeOMHOPMALMM BKOYAET, B TOM 4ucne, NpUMEHeHue
TEXHOMOrMM BUAEOKOH(EPEHLICBA3MN.

MpaBuna v npouenypbl KOHTPONA Nepefadn BUAEONHMOPMaLNN pernaMmeHTMpyoTCA B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX JOKYMEHTax onepaTtopa no 3awurte MHopMaumu.

Tpeb6oBaHus kK ycunenuro 3UC.9:

He ycTaHoOBMNEHbI.

CopepxaHue 6aszoBon mepbl 3UC.9:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

3nC.9 + +
Ycunenne 3UC.9

3UC.10 MoaTBepxxaeHUe NPOUCXOXAEHUA UCTOYHUKA MHOpMaLMK, Nofly4YyaeMoun B
npouecce onpeaeneHNs ceTeBbIX aApecoB Mo ceTeBbIM UMeHaM Unu onpeaeneHus
ceTeBbIX UMEH NO ceTeBbIM aapecam

Tpe6oBaHusa k peanusaumm 3UC.10: B wnHpOpMaUMOHHON cCuUCTEME [OSMKHA
obecneunBaTbCsi BO3MOXHOCTb NOATBEPXKAEHNSA NPOUCXOXAEHUS UCTOYHWKA U LLENOCTHOCTM
MHdopMauuK, Noriy4aemMon B npoLecce onpeaenieHnsi CeTeBbIX agpecoB N0 CETEBbIM MMEHaM
UM onpegereHns ceTeBbIX MMEH MO CeTeBblM agpecam, B TOM 4uCrie C UCMNOSib30BaHUEM
DNS-cepsepos. Mpn nogTBepXXAEeHUN NPOUNCXOXAEHUA NCTOYHMKA AOSMKHbI 06ecnevnBaTbCa:

ayTeHTudukauma B cootsetcteum ¢ VAD.7 n (unn) MAD.2 cepsepa, saBndatoLierocs
MCTOYHMKOM OTBETOB Ha 3anpocbl (cepBep [AOMeHHbIX wumeH unn DNS-cepsep) no
onpegeneHunio ceteBbix agpecos (IP-agpecoB) No ceTeBbIM MMEHaM (OOMEHHbIE UMEHA);

ayTeHTUukauua B cootseTctBum ¢ VIAD.7 n (unn) NAD.2 cepsepa, sBnstouierocs
WCTOYHMKOM OTBETOB Ha 3anpochbl (kawwmpyowmnn DNS-cepBep) no onpegeneHuo ceTeBblX




UMeH (JOMEHHbIX UMeH) Mo ceTeBbIM agpecam (IP-agpecam).

Tpeb6oBaHus k ycunenmro 3UC.10:

1) B MH(POPMaLMOHHON CUCTEME AOSPKEH OCYLLECTBATLCHA MNpouecc Bepudukaumnmn
LEeNOYKN OOBEPUS MEXAY OCHOBHbIM (KOPHEBBIM) U MNOAYUHEHHBIMU (QOYEPHMMWN) JOMEHAMM
(Hanpumep, C WUCNONb3OBaHMEM 3anMCeEN pPEeCcypcoB B CUCTEME [OOMEHHbIX WMEH,
COMOCTaBMALWNX CEeTEBOE MMS U CeTEeBOW afpec CPeACTB BbIYUCIUTENBbHOM TEXHUKA U
TEXHUYECKUX CPeACTB).

CopepxaHue 6azoBoun mepbl 3UC.10:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI

4 3 2 1

31C.10

Ycunenne 31C.10

3UC.11 ObecneyeHne NOANMHHOCTU CeTEeBbIX COeANHEHUN (CeaHCOB B3aMMoaeucTBuUA),
B TOM Yucrne Ans 3awuTbl OT NoAMeHbl CeTeBbIX YCTPONCTB U CEPBUCOB

Tpe6boBaHusa k peanusauumm 3UC.11: B unHMpOpMaUMOHHON cUCTEME [OSMKHO
ocyuwlectBnatbcs  obecnevyeHve  MNOASIMHHOCTM  CeTEBbIX  COeAMHEHMM  (CeaHCoB
B3aMMOAENCTBMS), B TOM 4YUcre AN 3almTbl OT NOLAMEHbI CeTeBbIX YCTPOWCTB U CEPBUCOB
(3awmTa oT aTak Tuna "4yenoBek nocepeanHe").

Ona noaTtBepXaeHWss  NOASIMHHOCTM  CTOPOH  CeTeBOro  CoeauHeHust  (ceaHca
B3aMMOOENCTBUA) M 3aWnuTbl CeTeBbIX YCTPOWUCTB W CEPBUCOB OT MOAMEHbI AO0SPKHA
OCYyLLEeCTBAATbCA UX ayTeHTUdukaumsa B coorsetctaum ¢ MIA®.2 n 31C.10.

KoHTponb UenocTHoCTU nepefnaBaeMon MHAOPMaUMK OOSMKEH BKIOYATb MPOBEPKY
LEenoCTHOCTU NepefaBaeMblX NakeToB (B YacTHOCTU B cooTBeTcTBMM ¢ 3/1C.3).

TpeboBaHus k ycunenmtro 3UC.11:

1) B UHpOPMaLIMOHHOM cUCTEME OMMKHO obecneynBaTbCs NpU3HaHWe ngeHTudgukaTopa
ceaHca CBS3M HeeNCTBUTESbHbIM MOCIIe OKOHYaHUSA CETEBOr0 COEAUHEHNS;

2) B MHPOPMALIMOHHOW CUCTEME OOSMKHA OCYLLLECTBSATLCS PErMcTpaums yCTaHOBNEHNUS
1 paspbiBa CETEBbIX COEAUHEHNI (CeaHCOB B3aMMOAENCTBNSA) B LENSX BbIABNIEHNSA BO3MOXHbIX
NHUNOeHToB (cobblTM GesonacHocTK);

3) B MHPOPMALIMOHHON CUCTEME OOSMKHA OCYLLECTBNATLCA reHepauus U NpUCcBOEHME
YHUKanNbHbIX WOEHTUPUKATOPOB (OAHOPA30BbIX) ANSA KaX40oro CeTeBOro CoeAnHeHus (ceaHca
B3aMMOAENCTBMSA) WU  KOHTPOSMb MX MNOAMMHHOCTM (BOCMPUMHMMATLCA AOSMKHbI  TOMbKO
NoeHTUMUKaTopbl, CreHepupoBaHHbIE NH(POPMALNOHHOW CUCTEMOW);

4) B WMHGOPMALMOHHOM CUCTEME AO0SMKHO obecnevmBaTbCA OOHapyXXeHWe MOoMbITOK
NOBTOPHOIO UCMOMNb30BaHUA UOEHTUPUKATOPOB CETEBLIX COEQMHEHUN N pearnpoBaHne Ha aTu
NonbITKM;

5) B WH(pOpMAUNOHHOW cUCTEME [OSHKHA OCYLWEeCTBNATbCA 3awuTta oT nogbopa
noeHTumkaTopoB, npucBamMBaeMblx Oyaoywmm  ceTeBbIM  COeAUHEeHMsM  (CeaHcam
B3aMMOLENCTBUS).

CopepxaHue 6azoBoun mepbl 3UC.11:

Mepa 3awuTbl MHOpPMaLMn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMBI
4 3 2 1

3NC.11 + +
Ycunenne 3UC.11 1




3UC.12 UcknioyeHne BO3MOXHOCTM OTPULIAHUA Nofb3oBaTenemM pakta oTnpaBKu
nHdopmauum Apyromy nornb3oBaTesnto

TpeboBaHua k peanusaumm 3UC.12: OnepaTtopom [omkHO obecnevmBaTbCA
NCKITIOYEHNEe BO3MOXHOCTW OTpuUaHus nonb3oBaTernieM dakra OTnpaBkM MHGOPMaLMK
Apyromy rnonb3oBaTernto.

Ona  ucknioyYeHnss BO3MOXHOCTM OTpuUaHUsA nonb3oBaTeneM dakra OThnpaBKu
MHdOpMaUUKn ApyroMy nosib3oBaTento JOMMKHbI OCYLLLEeCTBNATLCS:

onpegerneHme OOBLEKTOB WNU  TUMNOB WHGOpMauuK, Ana KOTopbix TpebyeTcs
obecneyeHne HeOTKa3yeMOCT OTNPaBKn (Hanpumep, coobLLEHNS SNEKTPOHHON NOYTbI);

obecrneyeHne UENOCTHOCTM uMHGOPMauUMM Mpu ee MNoAroToBKE K nepefade u
HenocpeacTBEHHOM ee nepefade no KaHanam cBasun B cootBeTcTeumn ¢ 3MC.3;

pernctpauuns cobbiTuI, CBA3aHHbIX C OTNPABKON MHAOPMALMKM APYroMy Nofib3oBaTesio
B cooTBeTcTBUMU C PCE.2.

Tpe6oBaHus k ycunenmto 3UC.12:

1) B HGP OpMaAUMOHHOM cUcTeMe OSmkHa obecnevmBaTbCAa reHepauusi cBuaeTenbCcTea
oTnpasneHns MHopMaLmm (HanpuMep, 3NEKTPOHHOW NOANUCHK);

2) B WVH(OpPMaLUMOHHON cucteme [oipkHa obecnednmBaTtbCa CBA3b aTpubyToB
oTnpasuTensa uHgopmaumm B cooTtBeTcTBUM C ydyeTtoM VIAD.1T n VAD.6 ¢ nonsamu
oTnpaBnsieMon nHgopmauum (TeKCToM coobLueHns);

3) B uvH(oOpMaUMOHHOM cuUCTEMe [OoimkHa ObiTb obecnevyeHa BO3MOXHOCTb
Bepudukaumm (NPoBepPKN) cBUOETENBbCTBA OTNPaBNEHNS NHoOpMauuu;

4) B MHGOPMALMOHHOM cucteme AofmkHa bbiTb obecneyeHa BO3MOXHOCTL 3anucu m
3alMLLEHHOrO0 XpaHEHNA B TeYeHWe YCTaHOBMEHHOro ornepaTtopoM BpeMeHu WHgopmaumm,
OTNpaBfeHHON Norib3oBaTenem apyroMmy nosb3oBaTenio.

CopepxaHue 6azoBoun mMepbl 3UC.12:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI

4 3 2 1

3nC.12 + +
Ycunenune 3UC.12

3UC.13 UckniovyeHne BO3MOXHOCTM OTpULIAHUSA NoNnb3oBaTenemM dakra nony4vyeHus
MHcpopmauum oT Apyroro nosib3oBaTens

TpeboBaHua k peanusauum 3UC.13: Onepatopom [OOMKHO obecneymBaTbCs
UCKIMOYEeHNEe BO3MOXHOCTU OTpuUaHUA nonb3oBateneM pakta nonyydeHns nHdopmauuun ot
Apyroro nonb3oBaTtens.

Ana  uncknioveHns BO3MOXHOCTM OTpuUaHMa nonb3oBaTenemM @akrta nonyyYyeHns
MHOPMaLUUKN OOSMKHbI OCYLLECTBASATLCS:

onpegeneHme OObLEKTOB wnM  TUMNOB MHAOPMaLMK, AONs  KOTOopbIX Tpebyetcs
obecnevyeHne HeoTKa3zyeMoCTH NonyyYeHus (CoOBLLEHNSA S3NEKTPOHHON NOYThI);

obecneyeHne LeNOCTHOCTM NONyYeHHON MHpopmauumn B cootBeTcTBumM ¢ 3MC.3;

permctpauus cobbITU, CBA3aHHbIX C MOMydYeHMeM WHdopmauum OT  Opyroro
nonb3osaTtens B cootBeTcTBUN ¢ PCE.2.

Tpeb6oBaHus k ycunenuro 3UC.13:

1) B nHbopMaLMOHHOM cucTeme OOMKHa obecneymBaTbCa reHepauus cBugeTenbcTea
nonyyeHns MHopmMaumm (3anpoc NOATBEPXKOEHNSA NONYYEHUS UK SNEKTPOHHAsA NOANUCH);

2) B MHGOPMALMOHHOM cucTemMe p[omkHa OblTb obecneveHa cBA3b aTpubyToB




nonyyatena uHdgopmauum B cootBetctBun ¢ NAD.1 n VMAD.6 ¢ nondamu oTnpaBnsemMomn
MHdopMauumn (TeKCToM coodLLeHns);

3) B WH(opmaumoHHOW cucteme JormkHa OblTb  obecrnedeHa BO3MOXHOCTb
Bepudmkauumn (MpoBepKkn) cemaeTenbcTBa noyyYeHns MHopmMaumm;

4) B MHCOPMALMOHHOW cucTeMe AofmKHa ObiTb obGecneyeHa BO3MOXHOCTb 3anucu u
3aLUULLEHHOrO XpaHEeHUss B TeYeHWe YCTaHOBMEHHOro onepaTopoM BpeMeHU MHGopMauumu,
Nnosly4eHHOM nonb3oBaTeneM OT APYyroro Nonb3oBaTens.

CopepxaHue 6asoBon mepbl 3UC.13:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI

4 3 2 1

3nC.13 + +
Ycunenune 3UC.13

31C.14 Ucnonb3oBaHMe YCTPOUCTB TEPMUHANbLHOro AocTyna Ana oopadboTku
MHcpopmauum

TpeboBaHusa k peanusaumm 3UC.14: OnepaTtopom ans obpaboTkm mHpopmaumm B
WH(POPMALNOHHON cUcTeMe [LOMKHbl NMPUMEHATLCS YCTPOWCTBA TePMMHANbHOrO AoCTyna,
obnagarowme MUHUMaNbHbIMU  (OYHKLMOHANbHBIMX  BO3MOXHOCTSIMU NO  0b6paboTke u
XpaHeHWo MHpopmMaLmn.

MpMeHeHne YCTPOWMCTB TepMMHAaNbHOrO AO0CTyna AOSMKHO ObiTb HanpaBneHo Ha
cocpeaoToYEHME OCHOBHbIX OYHKLMI N0 06paboTke n XpaHeHMO MHGOpPMaLUK Ha cepBepax (B
LeHTpax o06paboTknm [OaHHbIX), YMEeHblUeHMe cocTaBa Mep 3aluTbl  UHdOopMauuu,
peanuayeMbix Ha Kaxxgon paboyen cTaHuumM, U NePEHOC UX peanusalmm Ha cepBepbl.

K Takmm ycTponcTBam OTHOCATCH, B TOM yucne, 6esguckoBble paboune ctaHuuu, npu
NCNOSIb30BaHMM KOTOPbIX MHOPMaLMS TEKYLLIE CECCUN XPAHUTCA B ONepPaTUBHOM NaMATU UK
Ha  3aWWWEHHOM CbEMHOM  MalIMHHOM  HocuTene  uHdopmauuu,  YCTPOMCTBA,
noagep>xmBaroLLme TEXHONOMMI0 BUPTYanbHOro paboyero ctona, U UHble yCTPONCTBA.

Tpeb6oBaHus k ycunenuro 3UC.14:

He ycTaHOBNEHDI.

CopepxaHue 6azoBoun mepbl 3UC.14:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
31nC.14
Ycunenue 31C.14

3UC.15 3awmTa apxmBHbIX (hannos, NnapamMeTpoB HACTPOUKU CPEeACTB 3alUUTbI
MHdopMauun U NPOrpaMMHOro o6ecnevYeHuss U UHbIX AaHHbIX, HE NoAnexawmx
M3MeHeHUIo B npouecce ob6paboTkm nHcopmauum

TpeboBaHua k peanusauymm 3UC.15: B wvHPOpMaumMoOHHOM cucTEMe [OfKHA
obecneunmBaTbCa 3awMTa apxmBHbiX annoB, NapameTpoB HACTPOMKM CPEeACTB 3aluuTbl
MHpopMauun U NPoOrpamMmMHOro obecneyeHnst, NHbIX AaHHbIX, HE NOoANeXalmx N3MEHEHUIO B
npouecce 06paboTkn MHopmauuu.

3almTa apxuBHbIX (hannos, NnapaMeTpoB HAaCTPOUKU CPeACTB 3almTbl MHGOpMauum v
nNporpaMMHOro obecneyeHns U MHbIX AaHHbIX, He nognexaliMx WU3MEHEeHWIo B npouecce




obpaboTkn uHpopmaumm, obecneunBaeTcss NPUHATMEM Mep 3alnTbl  MHDOPMaLMK,
onpeaeneHHbIX onepaTtopoM B COOTBETCTBUM C HACTOALWMM METOOAMYECKMM [OOKYMEHTOM,
HanpaBleHHbIX Ha obecneyeHne Nx KOHPUOEHUNANBHOCTM N LENTOCTHOCTM.

3awmTa gaHHbIX, HE noAanexalumx N3MeHeHuo B npolecce obpaboTkm nHgpopmaumn,
obecneynBaeTcs B OTHOLUEHUM MHOPMAaLNKN, XPaAHSALLENCA Ha XXECTKMX MarHUTHbIX AUCKaX,
ANCKOBbIX HAKOMUTENAX U MHbIX HAKOMUTENSAX B MHOPMALIMOHHOW CUCTEME.

Tpeb6oBaHus k ycunenuro 3UC.15:

1) onepatopom gnsa obecnevyeHnsa KOHMUOEHUNANBbHOCTU U LENOCTHOCTU apXMBHbIX
dannoB, napamMeTpoB HaCTPOMKM CPeacTB 3alinTbhl  MHopmMauMm wn  NPOrpaMmMHOro
obecnevyeHnss M WUHbIX [OaHHbIX, He nognexawux W3MEHeHu B npouecce 06paboTkm
MHdopMauuKn, B COOTBETCTBMM C 3aKOHOA4ATeNbCTBOM Poccuinckon denepaunm npuMeHsaTCs
Kpuntorpadudeckue (LumncpoBanbHblie) cpeacTsa 3almTbl MHpopMaumn (AaHHbIX);

2) ucrnonb3oBaHWe HenepesanucbiBaeMblX HOCUTENEN UM HOCUTENEN C 3aLUmLLEHHON
obnacTtblo NnamaTn ons pasmeleHnst (XpaHeHns) napameTpoB HACTPOWMKM CPEACTB 3alunTbl
MHdOpMaLUUKM N NPOrpaMmMHOro obecnevyeHnst U MHbIX AaHHbIX, HE nognexawmux U3MEHEHNIO B
npouecce 06paboTkn nHopmauuu.

CopepxaHue 6azoBoun mepbl 3UC.15:

Mepa 3awwuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHON CUCTEMBI

4 3 2 1

3nC.15 + +
Ycunenune 3UC.15

3UC.16 BbisBneHue, aHanu3 n 6n1okMpoBaHme B UH(OPpMaLMOHHOM CUCTEME CKPbITbIX
KaHanoB nepegayvm nHcopmaumm B 06xoa peannsoBaHHbIX Mep 3awmTbl MHOpMaLuum
WNKU BHYTPU pa3peLleHHbIX CeTEBbIX MPOTOKONOB

Tpe6oBaHusa k peanusauum 3UC.16: OnepaTopomM [JOMKHbI  BbINOSTHATLCS
MEPONPUATUS MO BbISIBIIEHUIO U aHanu3y CKPbITbIX KaHanoB nepefadn wmHdopmaumm ans
onpegeneHns napameTpoB nepefadn MHGoOpMaumMn, KOTOopble MOryT MCMNOMb3oBaTbCA Ans
CKpbITOr0O XpaHeHusi uHOpMauuM W CKPbITOW nepefayM WHgopmauun 3a npegesol
MHOPMALNOHHOM CUCTEMBI.

BbisiBneHne, aHanu3 u OnNoKMpoBaHWE CKPbITbIX KaHanoB nepefadn wHgopmaumm
BbIMOSHAETCS C y4eTOM HauWoHarnbHbIX CTaHAAPTOB:

NIOCT P 53113-2008 WHopmaumoHHaa TexHonorus. 3awmta WHGOPMaLMOHHbIX
TEXHOMOMMA N aBTOMATU3NPOBAHHbLIX CUCTEM OT Yrpo3 WH(OpMaunoHHOW 6e30nacHOCTH,
peann3yeMblX C UCNOSIb30BaAHNEM CKPbITbIX KaHarnoB. YacTtb 1. O6Lme nonoxeHus;

MOCT P 53113.2-2009 WHcpopmaumnoHHass TexHonorms. 3awmta UH(OPMaLNOHHbIX
TEXHOSIOrMA M aBTOMATU3UPOBAHHbLIX CUCTEM OT Yrpo3 WMHAOPMaUMOHHOM ©Ge30nacHoCTw,
peanu3dyemMbiXx C WCMNOSIb30BAaHWEM CKpbITbIX KaHanoB. Yactb 2. PekomeHgauun no
opraHuMsaumn 3almTbl UHGOPMaLUUK, UHPOPMALIMOHHBIX TEXHOMOMMIN N aBTOMATU3NPOBAHHbIX
CUCTEM OT aTak C UCMONb30BaHNEM CKPbITbIX KAHANoB.

BbisiBneHne n aHanu3 CKpbITbIX KaHanoB nepegadn MHOpMaLnmn OCyLLIECTBISIETCA Ha
aTanax pas3paboTku 1 peanusaumm CUCTEMbI 3aLLMTbl UHOPMaLUK.

Tpe6oBaHus k ycunexnuro 3UC.16:

He ycTaHOBNEHLI.

CopepxaHue 6azoBon mepbl 3UC.16:

\ Mepa 3awmThl MHopMaLmn | Knacc 3awmieHHoOCT MHPOPMaLMOHHOW CUCTEMbI




31C.16

Ycunenne 3C.16

3UC.17 Pa3bueHne nHcpopmaLMOHHOU CUCTEMbI HA CErMeHTbl (CerMeHTupoBaHue
MH(OPMaLMOHHON CUCTEMbI) U 0becnevYeHue 3awmnTbl NepUMMeTPOB CErMeHTOB
MHOpMaLMOHHOWU CUCTEMBI

Tpe6oBaHua k peanusauum 3UC.17: OnepaTtopoM AOSMKHO OCYLLECTBIATLCS
pa3bueHne MHPOPMaLNOHHON CUCTEMbI HA CErMeHTbl (CErMEHTUPOBaHNE MHGAOPMaLMOHHON
cUCTeMBbI) M 0becneynBaTbCs 3amnTa NEpUMETPOB CErMEHTOB MHAPOPMALMOHHON CUCTEMBI.

CermeHTMpoBaHme MHPOPMALMOHHON CUCTEMbI MPOBOAMTCS C LIENb MOCTPOEHUSA
MHOrOYpPOBHEBOW (3LUENOHNUPOBAHHOM) CUCTEMbI 3alUMTbl MHOpMaUUM NyTemMm MOCTPOEHUS
CErMEeHTOB Ha pasnnyHbIX PU3NYECKNX AOMeHax unn cpegax. MNpuHUMNbI cermeHTMpoBaHms
MH(POPMALNOHHON CUCTEMbI ONPefensTCs OonepaTtopoM C y4eToOM (YHKUWNOHASbHbBIX W
TEeXHosiormyecknx ocobeHHocTen npouecca 06paboTkM WMHGOpMaunMm U aHanmsa Yrpos
6e3onacHOCTM MHAOPMAaLMK U OOSDKHbI 3aKMYaTbCA B CHMKEHUM BEPOSTHOCTU peanusaumm
yrpos u (unu) nx nokanusauuun B pamkax ogHoro cerMmeHTa.

CermeHTMpoBaHMe WMHMOPMALMOHHON CUCTEMbI TakkKe MOXET MPOBOAUTLCA C LESbH
pasgeneHns MHAPOPMALMOHHON CUCTEMbl Ha CEerMeHTbl, MMeloLWMe pasfuyHble Knacchbl
3aLlMNLWEHHOCTN NHGOPMALMOHHOW CUCTEMBI.

Mpn cermeHTupoBaHUM MHPOPMALMOHHOM CUCTEMbI JOMKHA ObITb 0becneyeHa 3awmTa
NnepMMeTpoB CErMEHTOB MHAOPMAaLIMOHHON cucTeMbl B cooTBeTcTBUM € YI11.3 n 3UNC.23.

TpeboBaHus k ycunenmto 3UC.17:

1) onepaTopoM OCYyLLECTBNSETCA BblAeNeHNe CErMeHTOB MH(OPMALMOHHOW CUCTEMBI
Ana pasmelleHuns obuwegoctynHom (ny6nmyHon) nHdopmMmauuu:

a) nyTeMm BblOeneHus  OTAEnbHbIX  (PU3NYECKUX  CETEBbIX  UHTepdencos
KOMMYHMKaLMOHHOro obopyaoBaHus u (unu) cpeacTts 3awmTbl NEPUMETPa;

0) nytem u3anyeckon u30NAUUM CErMEHTOB MHMOPMALMOHHON CUCTEMbl Ans
pasmeLleHnsa obuenoctynHon (nyénuyHomn) nHcpopmaumn.

CopepxaHue 6azoBoun mepbl 3UC.17:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

3nC.17 + +
Yceunenne 3NC.17

3NC.18 ObecneyeHmne 3arpy3kn 1 UICNOJSTHEHUA NPOrpaMMHOro obecneyeHus ¢
MaLUMHHbIX HOCUTeNnen MHopMaLmmn, AOCTYMNHbLIX TONILKO ANS YTEHUSA, U KOHTPOJb
LieSIOCTHOCTM AaHHOro NporpamMmMHOro obecnevyeHus

Tpe6boBaHua k peanusauum 3UC.18: B unHMpOpMaUMOHHON cUCTEME [OSMKHO
obecneuymBaTbCs:

BblAeneHne B COCTaBe oOnepauuMoHHOM CUCTEMbI W MPUKNALHOrO MPOrpamMMHOro
obecrneyeHna vacten, Hemoauduuupyembix B Mpouecce 3arpy3ku U BbINOSIHEHUS, W
pasMeLLeHne UX Ha MaLUMHHBIX HOCUTENSAX NMHAPOPMaLNUK, OCTYMHbIX TONBKO OS5 YTEeHUS,

3arpyska u BbINOSIHEHWE Ha CpeacTBax BbIYUCIUTESNIbLHOW TEXHWUKW, ornpeaensemMblX
onepaTtopoM, OrnepaLnoHHON CUCTEMbl C MALUMHHBLIX HOCUTENEeW UHgopMauuKn, OOCTYMHbIX




TONbKO A9 YTEHMS;

3arpyska M BbINOSIHEHWE Ha CpeacTBax BbIMUCIUTENBHOW TEXHUKA MNPUKNAOHOro
nporpammHoro obecnevyeHusi, onpegensseMoro onepaTtopoM, C MalUMHHbIX HOCUTEenen
NMHopMaUUK, OCTYMNHbIX TOMBKO A5 YTEHUS.

B kauecTtBe MalUMHHbLIX HOCUTENeW WHopMauun, OOCTYMHbIX TONbKO ANSA YTEHMS,
paccMmaTpmBaloTcsl, B TOM 4Yncne, ontuyeckme Hocutenn CD-R/DVD-R vnu nHble annapaTtHble
MaLUMHHbIE HOCUTENW WHOPMaUUK, BO3MOXHOCTb MNepesanMcn Ha KOTOopble MWCKYeHa
TEXHOMNOrMYeCcKu.

TpeboBaHus k ycunexnuro 3UC.18:

1) B cermeHtax (KOMMOHEHTax) WHGOPMALMOHHON CUCTEMbI, ONpeaensieMblxX
onepaTtopoM, MPUMEHSIIOTCA Henepes3anucbiBaemble (3allMLieHHble OT 3anucu) MallUHHbIE
HOoCUTEnu  WHopmaumn, ycTonumsble K cbosam B nporpaMMHOM  obecnevyeHum
NHPOPMALMOHHON CUCTEMbI U OTKITFOYEHMUIO MUTAHUS;

2) onepaTtopoM [JOSPKEH OCYLLUEeCTBASATLCA KOHTPONb LENOCTHOCTM NPOrpamMMHOro
obecneyeHns, 3anMcaHHOro Ha MallMHHbIE HOCUTENWN WMHopMaUUN, OOCTYMNHbIE TOMbKO AN
yTeHus, B cootBeTcTBUM ¢ OLLJT.1.

CopepxaHue 6azoBoun mepbl 3UC.18:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHON CUCTEMBI
4 3 2 1
31C.18
Ycunenune 31C.18

3UC.19 U3onsaumusa npoueccoB (BbINOJIHEHME NporpamMmm) B BblaerneHHon obnactu
namsaTu

Tpe6boBaHua k peanusaumm 3UC.19: B wnHpoOpMauUMOHHOM cCUCTEME [OOSMKHA
OCYLLIECTBMATLCA U30NAUMA MPOLIECCOB (BbINOMIHEHWE MpOrpaMm) B BblAeneHHon obnactu
namsaTu.

M3onsums npoueccoB (BbIMOMHEHME MporpamMm) B BblgeneHHonm obnactu namsatm
AomkHa obecneynBaTb HEAOCTYNHOCTb obGnacTe namsaTh, UCMONb3yeMblX Mpoueccamu
(nporpammamu) BbINOMHAEMbIMX OT MMEHW OAHOro nonb3oBaTtens (y4eTHOM 3anucu), ans
npoueccoB (MporpamMm), UCNOJTHAEMbIX OT UMEHWN 4PYroro nosnib3oBaTtens (y4eTHOW 3anuch).

M3onsums npoueccoB (BbIMOMHEHME MporpamMm) B BblgeneHHonm obnactu namsatm
peanuayeTcsi B CpeAcTBaxX BblYUCIIUTENbHON TEXHWKW, ONpeaerieHHbIX OnepaTopoM, M Kak
MUHUMYM [OOJSDKHA BKMHOYATh M30NALMIO NPOLECCOB, CBA3AHHbLIX C BbINOMIHEHNEM (OYHKLMN
6Ge3onacHOCTM CpeacTB 3aLmThl MHOPMaLMK.

Tpeb6oBaHus k ycunenmto 3UC.19:

He ycTaHOBNEHLI.

CopepxaHue 6aszoBou mepbl 3UC.19:

Mepa 3awuTtbl HpopmaLum Knacc 3awmieHHOCTU MHoOpMaLMOHHOW CUCTEMBI
4 3 2 1
31C.19
Ycunenue 3UC.19

31C.20 3awmTa 6ecnpoBoAHbLIX COeANHEHUN, NPUMEeHAeMbIX B UH(POpMaLMOHHOMN
cucreme




Tpeb6oBaHus k peanusauumn 3UC.20: OnepaTopom gormkHa ObiTb 0becneyeHa 3awmTa
6ecnpoBOAHbIX COEANHEHWUA, TMNPUMEHAEMbIX B WH(OPMALMOHHOM cucTeme. 3awmTa
6ecnpoBOAHbIX COeANHEHWI BKIIOYaET:

OrpaHNU4YeHMEe Ha MCMnonb3oBaHne B WMHPOPMAUMOHHOM cucTeme 6ecnpoBOAHbIX
coeguHeHmn (B yactHoctn 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA n uHbIX
6ecnpoBOAHbIX COeAMHEHMI) B COOTBETCTBUM C 3agadvyamu (PyHKUMAMKU) MHEPOPMaLMOHHON
CUCTEMBI, 119 peLleHns KOTOPbIX Takme coenHEHUs HeobXoaANMBbI;

npegocrasneHMe AocTyrna K napaMetTpam(M3MeHeHWto napamMeTpoB) HAaCTPOWKMK
6ecnpoBogHbIX COeAMHEHNIA TOSNBKO agMUHUCTPaTopamM MHPOPMaLMOHHON CUCTEMBI,

obecneyeHne BO3MOXHOCTM peanusaumm GecrnpoBOAHbIX COEOUHEHWUA TOMbKO 4vepes3
KOHTpOnupyemble WHTepdencobl (B TOM 4ucrne, nNyTeM MpUMEHEHUs CpeacTB 3aluuThbl
MHdopMauunn);

pernctpauus M aHanu3 coObITUIR, CBS3aHHbLIX C WUCNOSNb3oBaHMEM 6ecnpoBOAHbIX
COeANHEHWI, B TOM YMCne ANS BbISIBIIEHUS MOMNbITOK HECAHKLUMOHMPOBAHHOMO NOAKIMKOYEHNS K
MHOPMAaLMNOHHON cUcTeMe Yepes 6ecnpoBOaHbIE COEANHEHUS.

Mpn obecneyeHun s3awwmnTbl 6€CNPOBOAHbLIX COEOUHEHUIA B 3aBUCUMOCTU OT UX TUMOB
AOIMKHbI peann3oBbiBaTbCA Mepbl MO MAEHTUdUKALUUN N ayTeHTUMMKaLMM B COOTBETCTBUN C
NAD.1, NAD.2 n NAD.6.

Mpy HEBO3MOXHOCTU WUCKIOYEHUSA YCTaHOBReHUst 6ecnpoBOAHbIX COeAMHEHU U3-3a
npenenoB KOHTPONMUPYEMOM 30Hbl JOMMKHbI MPUHUMATBCA Mepbl 3alMLLEHHOrO yaaneHHoro
poctyna B cootBetctBum ¢ YI[.13 n 3VC.3.

MpaBuna v npouenypbl NPUMeHeHUs 6ecrnpoBOAHbBIX COEANHEHUIN PErfaMeHTUPYOTCS B
OpraHn3auUnoHHO-pacnopaanTerbHbIX JOKYMEHTax ornepaTtopa no 3awmre MHopmaLlmm.

Tpeb6oBaHus k ycunenuro 3UC.20:

1) onepatopom Ana 3awmtbl 6GecnpoBOAHbIX COEAMHEHUMW B COOTBETCTBUM C
3akoHopartenscteoMm  Poccuiickon — defepaumm  OOMMKHbI - MPUMEHATLCA  CpeacTBa
Kpuntorpaduyeckon 3amTbl MHOPMaLnK;

2) B WH(OPMALMOHHON CUCTEME AOSMKHbI MPUMEHSTLCA MNPOrpaMMHO-TEXHUYECKNE
cpeacTBa obHapyXeHusa, aHannsa n 61oKMpoBaHMA HECAHKLVMOHUPOBAHHOIO UCMONb30BaHMS
6ecnpoBOAHbIX TEXHOSTOMMA N NOAKITHOYEHUI K MHOOPMALMOHHON CUCTEME;

3) onepatopom [OMmKHO obecneunmBaTtbCa OGMOKMPOBAHME HECAHKLMOHMPOBAHHbIX
6ecnpoBOAHbIX MOAKMNHYEHUN K MHOPMALNOHHOW CUCTEME;

4) onepaTtopom AOomKHaA ObITb UCKIOYEHA BO3MOXHOCTb YCTAaHOBNEHUS 6ecrnpoBOAHbIX
COeOVHEHUI N3-3a NpeaesioB KOHTPOMPYEMOWN 30HbI.

CopepxaHue 6aszoBon mepbl 3UC.20:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

31C.20 + + +
Ycunenue 31C.20

3UC.21 UcknroyeHue aocTtyna nonb3oBartensi K UHopmaLm, BO3HUKLLEN B pe3yrbTaTte
OEeNCTBUM NpeabiayLero nonb3oBaTtens Yepes3 peecTpbl, onepaTuBHYH NaMATb,
BHELLUHMe 3anoMUHaloLlWmue YCTPOUCTBA U UHbIe OOLWue ANnA nonb3oBaTenen pecypcbl
MHpOPMaLMOHHON CUCTEMBI

TpeboBaHusa k peanusauum 3UC.21: B mHdopmaumMoHHON cucTteme OoSmkeH ObiTb
WCKNIKOYEH [JOCTYyN Mofib3oBaTeNid K MH@opMauuMn, BO3HUKLLEN B pesynbTaTte OeCTBUM
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npegblaywero  nosib3oBaTenss 4Yepe3  peecTpbl, OnepaTUBHYKD NaMATb, BHELIHUEe
3anoMuHaloLMe YCTPOWCTBA, pPecypCbl (annoBoM CUCTEMbI W WUHble obwne Onsa
nosib3oBaTerien pecypcbl UHPOPMALNOHHON CUCTEMBI.

WMcknioyeHne gocTtyna K MHgopmaumm 4depes obuime Ans nonb3oBaTernien pecypchbl
AOIMKHO obecneymnBaTtb 3anpeT AOoCTyna TeKylwemy nonb3oBaTento (y4eTHOW 3anucu) unm
TekyLleMy MnpoLeccy K CUCTEMHbIM pecypcam (peectpam, onepaTtMBHOW NamMAaTW, BHELUHUM
3arMoMUHaKOWMM YCTPOMUCTBAM) MPU MUX MOBTOPHOM WCMOMb30BaHWUU, B KOTOPbIX XpaHUTCSH
MHdopMaumsa gpyroro (NpeabiayLuero) nonb3oBaTens.

TpeboBaHus k ycunenuro 3UC.21:

1) B WHPOPMAUMOHHOM CUCTEME [OO/MKHA OblTb  UCKMNOYEHA BO3MOXHOCTb
MCNnonb3oBaHMs B KadecTBe OOWMX Ans nonb3oBaTenen pecypcoB MHGAOPMaUMOHHON
CUCTEMbI, KOTOPbIE UCMOMb3YTCS Kak MHTepdenc (namsaTb, OAHOHaNPaBeHHbIE UHTEPdENCHI
(ycTponcTBa) n ceTeBble KapTbl) B3auMMOOENCTBUS (CBS3M) C CUCTEMaMN, UMEOLWNMU Apyrue
Knacchbl 3aLlULLEHHOCTN.

CopepxaHue 6azoBoun mepbl 3UC.21:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

31nC.21 +
Ycunenune 3C.21

31C.22 3awmTa NHpOPMaLIMOHHON CUCTEMbI OT Yrpo3 6e3onacHOCTN MH(popmaLum,
HanpaBlieHHbIX Ha OTKa3 B 06Cny>XnBaHMmn 3Tom MHpOopMaLMOHHON CUCTEMDI

Tpe6boBaHua k peanusaumm 3UC.22: B wnHPOPMaAUMOHHOM CUCTEME OOSMKHA
obecneunBaTtbCs 3awmTa OT yrpo3 6e3onacHoOCTU MHOpMaUMN, HanpaBfeHHbIX HA OTKa3s B
obcnyXnBaHnMM 3TON CUCTEMBI.

OnepaTtopom JormKeH ObiTb onpeaeneH nepeyeHb yrpos (Tunos yrpo3) 6esonacHoCTH
MHdOpMaUUK, HanpaeneHHbIX HA 0TKa3 B 06CNyXMBaHUN.

3awmta oT yrpo3 6e3onacHOCTM WHGOPMaLMK, HamnpaBfeHHbIX Ha OTKas B
obcnyXnBaHun, OCyLLECTBNSAETCA NOCPEACTBOM peanusauum B UHPOPMALMOHHOW CUCTEME
Mep 3awuTbl UH(OPMALMOHHOW cucTembl B cooTBeTcTBuM C 3/C.23 M NOBbILWEHHbIMM
XapaKTepucTMkamm Nnpon3BoanTENbHOCTN TENEKOMMYHUKALMOHHOIO 060pya0BaHMs U KaHanos
nepegaym COBMECTHO C pe3epBUMPOBAHMEM WHOPMALMM UM TEXHUYECKMX CPenacTs,
nporpammHoro obecneyeHus, kaHanoB nepegayn mHdopmaumm B cootsBetcTBum ¢ O[T.2,
OAT.4 n OAT.5.

Tpeb6oBaHus k ycunenuro 3UC.22:

1) B WHMOPMAUNOHHOW cucTeMe o0becneynBaeTCa OrpaHVyYeHne BO3MOXHOCTEN
nonb3oBaTernien No peanusauumn yrpo3 6€3onacHoCTM MHopMaLnK, HanpaeneHHbIX Ha OTKa3 B
obCcnyXMBaHMN, B OTHOLLEHUN OTAENbHbIX CErMEHTOB MHOPMAaLUMOHHON CUCTEMbI U APYrnx
NHPOPMALMOHHBIX CUCTEM;

2) B WH(popmaumoHHOM cucteme obecneumBaeTcs ynpaBfeHWe XapakTepucTukamm
NPOVN3BOANTENBHOCTM  TENEKOMMYHUKALUMOHHOIO 060opyLoBaHMA W KaHanoB nepegayu
WHpopMauun B 3aBUCUMOCTM OT WMHTEHCUMBHOCTW peanu3aumm yrpo3 6e3onacHoCcTu
NMHpopMauuK, HanNpaBeHHbIX HA 0TKa3 B 06CNy>XMBaHWN;

3) onepaTopomM B YCTaAHOBMEHHOM nopsiake obecnevymBaeTcsi UCMONb30BaHME YCnyr
CTOPOHHUX OpraHusauun (npoBangepoB) Mo "oumctke" Bxoaswero Tpaduka (ana cbpoca
NMoTOKa MNakeToB, MCMNOMb3yEMbIX HapywmTenem Ansg peanusaumm yrpo3 6es3onacHocTw,
HanpaBfieHHbIX Ha 0TKa3 B 06CAy>XMBaHMM 3TON MHEOPMALMOHHON CUCTEMBI);




4) onepatopoMm obecneynBaeTca MpPUMEHEHME CpPeACcTB 3awuTbl MHbOpMaumm,
npegHasHa4YeHHbIX ONs HeuWTpanusaumm yrpo3 6e3onacHOCTW, HanpasfeHHbIX Ha OTKa3 B
oGcnyxmBaHuu;

5) B UHGhOpMALMOHHOM CUCTEME MePbI 3alLnTbl OT Yyrpo3 6e3onacHocTn nHgopmaumn,
HanpaBneHHbIX HA OTKa3 B OOCNY>XMBaHWUW, OOMKHbI 06ecneyYnTb BO3MOXHOCTb 3alinTbl OT
COOTBETCTBYHKOLLMX aTak Ha MHMOPMALMOHHYIO cucteMy 6e3 BO3AeNCTBUS Ha Tpaduk ceTu
(noaceTu), B KOTOPON PYHKUMOHUPYET MHPOPMAaLIMOHHAA CUCTEMA;

6) onepaTopom obecrneynBaeTca BO3MOXHOCTb B3aMMO4ENCTBUSA MO BONpocam 3alUnThbl
WHpopMauun OT Yyrpo3, HanpaBfeHHbIX Ha OTka3 B 06CnyXumBaHuMM, CO chneumanbHbIMU
cYcTeMaMm YNONMHOMOYEHHbIX OPraHoB € y4eToM TpeboBaHui No 3alumTe MHopMaLmu.

CopepxaHue 6azoBoun mepbl 3UC.22:

Mepa 3awwuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
31nC.22 + +
Ycunenune 3C.22

3UC.23 3awumTta nepumeTpa (hnsanyeckmnx m (MnN1) NOrmMYeCKUX rpaHuLl)
MHOPMALMOHHON CUCTEMbI NPU ee B3aMMOAENCTBUU C UHbIMU MHPOPMALIMOHHbIMU
cucrtemaMmm M MHGPOPMaLMOHHO-TENIEKOMMYHUKALMOHHBLIMU CETAMM

Tpe6boBaHua k peanusaumm 3UC.23: B wnHpOpMaUMOHHON cuCTeMe [OSMKHA
OCYWECTBNATbCA 3awmta nepumetpa (PU3MYeckux w  (MNK)  NOMMYECKUX  rpaHuL)
WHPOPMALNOHHOM CUCTEMBbI MNPU  €ee B3auMOOEUCTBMM C  UHbIMU  MH(OPMAaLMOHHBIMU
cucTtemMamum U MHPOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU, NpeaycMaTpuBaloLLas:

ynpasneHue (KOHTPOSib) BXOAAWNMN B MHPOPMALMOHHYIO CUCTEMY U UCXOOALLMMN U3
MHOPMALMOHHOM CUCTEMbI  MHAOPMALMNOHHBIMKM MOTOKaMKU Ha usndeckon u  (unum)
NOrnM4YecKon rpaHuLe NMHPOpMaUNOHHON cUCTEMbl (CErMEHTOB MHAPOPMALNOHHOM CUCTEMBI);

obecneyeHne B3aMMOAENCTBUS MHPOPMALMOHHON CUCTEMBI U (UNIM) €e CErMEHTOB C
WHBIMU MHAOPMAUNOHHBIMA CUCTEMAMU U CETSAMWU TONbKO Yepe3 ceTeBble MHTepPenchl,
KoTopble obecneunBaloT ynpaBneHne (KOHTPONb) WHMOPMAUMOHHBIMM MOTOKaMK C
NCrnonb30BaHMEM CPeACTB 3amThl MHopMmaLumu (ynpaBndemble (KOHTPoNMpyeMble) ceTeBbIe
WHTEPdENCbI), YCTAHOBMNEHHbIX Ha duanyeckom un (MAKU) JNOrMYEecKOM nepumeTpe
MHPOPMALNOHHOW CUCTEMbI UNN €€ OTAENbHbIX CEMMEHTOB (MapLUPYyTU3aTOPOB, MEXCETEBbIX
3KpaHOB, KOMMYTaTOpPOB, MPOKCU-CEPBEPOB, LWMNHO30B 0e30MacHOCTU, CPeacTB MOCTPOEHUS
BMPTYarnbHbIX YACTHbIX CETEN U MHbIX CPEACTB 3alUnThl MHGOPMALMK).

MpaBuna wn npouefypbl  3awnTbl  nepumeTpa  UHPOPMAaLUOHHOW  CUCTEMBbI
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbIX [OOKyMeHTax orepartopa no
3almTe nHpopmaumu.

Tpeb6oBaHus k ycunenmtro 3UC.23:

1) B MH(pbOpMaLIMOHHON cucTemMe AoSmkHa BbITb obecnevyeHa BO3MOXHOCTb pasMmeLleHuns
nybnmMyHbIX 06LLEeaOCTYNHbIX pecypcoB (B 4YacTHOCTM 0OwenocTynHeli  Beb-cepsep),
B3aMMOLENCTBYOLLNX C WHGPOPMALUUMOHHON CUCTEMOW 4Yepe3 oTaenbHble usnyeckme
ynpasnsiemble (KOHTPONMpyeMble) ceTeBble MHTEPGENCHI;

2) B UHPOPMALMOHHOW CUCTEME AOSMKHO ObiTb 06ecnedyeHo NpeaocTaBneHne goctyna
BO BHYTPEHHME CErMeHTbl WH(OPMALMOHHON CUCTEMbI (OEMUNUTAPU30BAHHYIO 30HY) U3
BHELLHMX MHGOPMALMOHHBIX CUCTEM N CETEN TOSMbKO Yepes cpeacTBa 3almThl nepumeTpa (3a
WCKMIOYEHNEM BHYTPEHHUX CErMeHTOB, KOTOpble creunanbHO BblAeneHbl Ans  Takoro
B3anMMOAENCTBUSA);




3) onepaTtop OOMKEH OrpaHUYUTb KONMUYECTBO TOYEK AOCTyna B WUH(OPMALMOHHYHO
CUCTEMY W3 BHELLUHMX WH(OPMALUOHHBIX CUCTEM U ceTern A0 MUHMManbHO HeobxoamMmoro
Jyucna Ana pelleHns NocTaHOBMIEHHbIX 3adad, a Takke obecneymBaroLlero NOCTOSHHbLIA U
BCECTOPOHHWUI KOHTPOITb BXOOALWNX U UCXOOALLMX MHPOPMALMOHHBIX MOTOKOB;

4) onepaTopoM B MHPOPMALNOHHON CUCTEME:

a) OOMMKEeH NPUMEHATLCA OTAENbHbIA (PU3NYECKNIA yripaBnseMbli (KOHTPOSIMPYEMbIN)
ceTeBON UHTepenc ansa Kaxxaoro BHELWHEro TeNeKOMMYHMKALMOHHOIO CEPBUCA;

0) OOMKHbI ObITb YCTAHOBMEHbLI NpaBuna ynpasneHna MHPOPMaLMOHHBIMU NOTOKaMuU
ANSA Kaxgoro omsmyeckoro ynpasnsemoro (KOHTpONMpyemMoro) ceTeBoro nHTepdenca;

B) JosmkHa obecneyvmBaTbCA 3auTa MHopMaLmMm Npu ee nepeaaye rno KaHanam CBS3Mu,
UMELWMM BbIXO4, 3a npeaenbl KOHTPONMpyemMon 30Hbl (Npy HeobxoaumocTu), nyTem
NPUMEHEHNA OpPraHU3auNOHHO-TEXHUYECKUX Mep WM  Kpuntorpaduyecknx MeTonoB B
COOTBETCTBUM C 3aKoHOAaTeNbLCTBOM Poccurckon degepaumm;

r) AOSMKHO obecneymBaTbCsl 0O0OCHOBaHME M AOKYMEHTUPOBAHNE BCEX UCKITHOYEHUI U3
npasun ynpasneHns MHPOpPMaLUMOHHbIMU NOTOKaMK, CBA3AHHbIX C peLleHneM onpeaeneHHbIX
3ajay B WH(MOPMAUMOHHOW CUCTEME, U onpeaeneHne npoaoIPKUTENbHOCTM NOTpebHOCTU
TaKUX UCKMOYEHWUN;

A) DomkHO obecnevmBaTbCsa yaaneHne BBEAEHHbIX UCKIMIOYEHUI N3 NpaBui yrpaBrieHus
NHPOPMaLNOHHBIMW MOTOKAMK NMOCE NCTEYEHUST YCTAHOBNEHHOIO BPEMEHMU;

5) B WHMOPMaAUMOHHON cCUCTEME [OMKEeH OblTb WUCKMAYEH BbIXOA (BXon) 4epes
ynpaensemble (KOHTpONMpyemble) ceTeBble MHTEPdENCbl MHGAOPMAaLMOHHbLIX MOTOKOB MO
yMOM4YaHuio (peanuaaumsi npmHUmMna "3anpeLleHo Bce, YTO He pas3peLleHo”);

6) onepatopom obecneynBaeTcs 3anpeT nepegadn uHoOpMauuu 3a npegensl
nepumeTpa MHMOPMALMOHHON CUCTEMbI Mpu OTKase (cboe) (byHKUMOHMPOBaHUS CPeacTB
3aWnTbl NEPUMETPa;

7) B WHPOPMAUMOHHOM CUCTEME [O/KHA OblTb UCKMNHOYEHA BO3MOXHOCTb
MHOPMALNOHHOIO B3auMOAEeNCTBUS MOBUIBbHBIX U MHBIX TEXHUYECKNX cpeacTB (YCTPOUCTB) C
BHELUHUMMU WHAOPMALMNOHHBIMU CUCTEMAMU N UHEOPMALMOHHO-TENEKOMMYHUKALMOHHbLIM
CeTsM B npouecce UX yaaneHHoro nogxknyeHns K 3amiaemMmon MHPopMaLumMoOHHOM CUCTEME C
NCNoNb30BaHMEM CPeaCTB NOCTPOEHUSA BUPTYarbHbIX YaCTHbIX CETEN;

8) B MH(OpMaUMOHHON cucTeme obecnedynmBaeTcs ceTeBoe CoeuMHEHNE BHYTPEHHUX
CErMeHTOB MH(OPMALMOHHON CUCTEMbI (OTAEMbHbIX CPEACTB BbIMUCIUTENbHBIX TEXHUKMN),
onpegeneHHbIX OonepaTtopoM, C YCTAHOBIIEHHbIMW WM  BHELWHMMW WNH(OPMaLMOHHBIMU
CUCTEMaAMM N CETAMMU 4Yepes3 MNPOKCU-CepBepbl, pa3MeLleHHble COBMECTHO CO cpeacTBamMu
3awmTbl nepumeTpa, obecneuymBatowme rnormposaHue (otcnexmBaHune) TCP-ceccun,
6noknpoBaHne koHKpeTHbIX URL, OoMeHHbIX umeH, |IP-agpecoB n gpyrum napameTpam
3anpocoB K BHELUHNUM UH(pOPMaLMOHHBbIM pecypcam;

9) B WHPOPMALMOHHON CUCTEME WCKNIOYAETCA BO3MOXHOCTb BbIXxoda 4epes
ynpaensemble (KOHTpONMpyemble) ceTeBble WHTepdencbl MHPOPMALMOHHbIX MOTOKOB,
cogepXalwimx BpefoHOCHOe nporpamMmHoe obecnevyeHne (BUPYCbl) UM NPU3HAKK
KOMMbIOTEPHbLIX aTak NPeacTaBslWMX Yrpo3y BHELWHUM WMHEAOPMALUMOHHBIM CUCTEMaM U
ceTam;

10) B MHOPMALMOHHOW CUCTEME MCKOYaeTCsl BO3MOXHOCTb YTEYKM MHOpMaLMK
Yyepes ynpasnsiemble (KOHTPONMpyemble) ceTeBble MHTEPGENCHI MyTEM TOYHOIO CobnoaeHMs
dopmMaToOB MPOTOKONOB, KOHTPONS WMCMNOMNb30BaHUA CTeraHorpadum, OTKNIOYEHUSI BHELUHUX
ceTeBbIX UHTephericoB, pasbopkn n cOOPKU NAKETOB OAHHbIX, KOHTPOMS OTKIIOHEHUSA TUMa u
o6bema MHPOPMALMOHHOIO NOTOKA OT YCTAaHOBIIEHHOIO NPOdUns;

11) B WHdOpMaLMOHHON cucteMe AofmkHa 6bITb obecnedeHa npoBepka agpeca
NCTOYHMKa MHAOPMAaLMOHHOIO NMoToKa M agpeca nonyvarens MHPOPMaUMOHHOIO MoToKa C
LUenbio NoaTBEPXOEHUA TOro, 4YTO WH(OPMALMOHHOE B3aMMOAENCTBME MexXay ITUMM



agpecamu paspeLleHo;

12) B WH(popmMaumoHHOM cucteme obecnevmBaeTcs 3awmTa nepumeTpa C
ncnonb3oBaHMeEM LWio3a 6e30MacHOCTU Ha YpOBHE Y3M0B (XOCTOB) ANs cepBepoB, paboumnx
CTaHUM1 U MOBUNBHbIX TEXHUYECKUX CPEeACTB;

13) B MHGOpMaLMOHHON cucTeme obecnevMBaeTCsi COKpbITUE CETEBbIX aApecoB
ncnosnb3yemMblX AN yrnpaBreHus cpeacTBamMm 3awmtbl nepumeTpa, MHPopMauns O KOTOPbIX
MOXEeT ObITb NONydyeHa 4yepe3 TEXHONOrmM onpeaerneHns YCTPOUCTB B CeTU (B YACTHOCTM
CUCTEMY IOMEHHbIX UMEH);

14) onepaTtopom obecneymBaeTca OTAENeHWe 4epe3 OTAeNbHbIA  PU3NYECKNI
ynpaBnsembii (KOHTPONMPYEMBbIN) ceTeBOM MHTepdenc yHKUMn 6e30nacHOCTH 1 yrnpaBneHns
(agMuHUCTPUpPOBaHUS) MHGPOPMALMOHHOW CUCTEMbBI, ONpeaernieHHbIX ornepaTopoM, OT APYrnx
(BHYTPEHHUX) KOMMNOHEHTOB MHPOPMALMOHHOW CUCTEMBI;

15) onepaTopom obecneunBaeTcsi UCKNMIOYEHNE BO3MOXHOCTU HECAHKLMOHUPOBAHHOIO
U3NYECKOro CeTeBOro MNOAKIKYEHNS K ynpasnseMbiM (KOHTPONMPYEMbIM) CEeTEBbIM
UHTepdgencam (ceTeBbiM MHTEpdENCaM CPeacTB 3almThl NepumeTpa);

16) B MHGOPMALMOHHOM CUCTEME AN KOHTpons (aHanusa) 3awuMueHHOCTU JOoCTyn
agMuHucTpaTopoB  obecrneynBaeTcsl 4Yepe3  BblAENEHHbIn  OoTAenbHbIA  PU3NYECKUI
ynpaBnsembi (KOHTPONMPYEMbIA) CETEBOWN NHTEPXENC;

17) onepaTopoM MNPUMEHAITCSA aBTOMaTU3NPOBaHHbIE cpeacTBa, obecnednBarolne
cTporoe cobnogeHne dopmaTta ceTeBbIX MPOTOKOMOB Ha YPOBHE MPUOXEHUN (NpoBepka
nakeToB Ha nNpegMeT cobntogeHns cneundukaumi NPoOToKoNa Ha YPOBHE NPUITOXEHNI);

18) B WHOPMAUMOHHOM CUCTEME OBECnevYMBaeTCa KOPPEKTHOE 3aBeplUEeHne ee
PYHKUMOHNPOBAHUA B Criydae HapyweHus QyHKUMOHMpoBaHnA (cbos, OoTKas3oB) cpencTts
3alWnTbl NepumeTpa;

19) B MH(OPMALMOHHOM cuUCTEME MNpU HEeobXoOMMOCTUM NpefocTaBnATb OOCTyn K
pecypcam MHOPMALUMOHHOM CUCTEMbl AOSMKHA OblTb OpraHM3oBaHa AeMuUnMTapu3oBaHHas
30Ha, cogepxallas OOCTYMNHbIE pecypchl.

20) B WHQOPMaAUMOHHOM cucTemMe [ormkHa ObiTb obecneyeHa BO3MOXHOCTb
pasmMelleHna nybnuyHbix  0BLWeOCTYyNHbIX  pecypcoB  (Hanpumep, o6LWenOoCTYMHbIN
BebG-cepBep), B3aMMOLEWCTBYHOLMX C WHPOPMALMOHHOM CUCTEMOM 4Yepe3 oTAerbHbIe
dusmyeckme ynpasnsemble (KOHTpPONMpyeMble) ceTeBble MHTEPENCHI.

CopepxaHue 6aszoBon mepbl 3UC.23:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
31nC.23 + +
Yceunenne 3NC.23 1,2,3,4a,46, | 1, 2, 3, 4a, 40,
4B, 5 4B, 4r, 41, 5,
6,7

3UC.24 lNpekpaweHne ceTeBbIX COeANHEHUN MO UX 3aBEPLUEHUN UM MO UCTEYEHUN
3afjaHHOro onepaTopom BpeMeHHOro UHTepBana HeaKTUBHOCTU CETEBOro CoeAMHEeHUA

TpeboBaHua k peanusaumm 3UC.24: B wnHPOPMALMOHHOMW CUCTEME [AOSMKHO
OCYLLIECTBMNATLCA 3aBepLUEHMEe CeTeBbIX COeAMHEHMN (HanpuMmep, OTKpensieHne napbl
nopt/agpec (TCP/IP)) no ux 3aBepweHun un (Mnu) no UCTEHEHMM 3afaHHOrO OnepaTopom
BPEMEHHOI0 MHTEepBara HeakTMBHOCTM CETEBOrO COeAMHEHUS.

Tpe6oBaHus k ycunenmro 3UC.24:

He ycTaHOBNEHDI.




CopepxaHue 6azoBou Mepbl 3UC.24:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
31C.24 + +
Ycunenune 31C.24

3UC.25 Ucnonb3oBaHne B MHPOPMALMOHHON CUCTEME UNN ee CerMeHTax pasnnyHbIX
TUNOB OOLWECUCTEMHOrO, NPUKIIaAHOro U cneyuanbHOro NporpamMmmMHoro obecne4eHus
(cozpaHue reteporeHHOM cpeabl)

Tpe6oBaHusa Kk peanusaumm 3UC.25: [IpoekTUPOBLUMKOM MNpU  CO34aHUM
NHOPMALNOHHOWN OOIMKHbI MPUMEHATBECS PasfuyHble TUMbl 0OLLECUCTEMHOrO, NPUKIaAHOro 1
cneunanbHOro nporpamMmmMHoro obecrneyeHus (cosgaHue reTeporeHHomn cpeabl).

leTeporeHHaa cpefa cos3gaeTca  MNyTeM  MPUMEHEHUS  PasfiMyHbiX — TUMOB
WH(POPMALMOHHBIX TEXHOMOTMA C LENb0 OrpaHUYEHUss BO3MOXHOCTEM MNOTEHUManbHbIX
HapyLmTenen no peanusaumm yrpo3 6e3onacHocTn tHopmaLmm (No HeCaHKLUMOHUPOBAHHOMY
AocTyny K WHdopMauuu, BHEOPEHWO BPeLOHOCHOro nporpaMmmHoro obecnedeHus
(kOMNBIOTEPHBIX BUPYCOB) U NO OpPraHn3aL M BTOPXXEHUN (MPOBEAEHNIO KOMMbIOTEPHbIX aTak)).

CospaHue reTeporeHHon cpefbl MOXeT OOCTUraTbCA B 4aCTHOCTU NMPUMEHEHWEM Ha
cepBepax nHdopmaumoHHonm cucteMbl UNIX-nogo6HbIX onepaumMoHHbIX CUCTEM, OTIIMYHbIX OT
ONepaunoHHbIX CUCTEM, MPUMEHSIEMbIX Ha aBTOMAaTU3MPOBaAHHbLIX paboymx MecTax Tuna
Windows un (Mnn) NpUMEHEHNEM B CMEXHbIX CETEBbLIX CErMEHTax MHOPMaLMOHHON CUCTEMBI
pasHbIX TMNOB CETEBOrO OOLLECUCTEMHOrO, MPUKNagHOro 1 (Unn) cneunansHOro NPOrpaMMHOro
obecneyeHuns.

Mpn co3gaHnn reTeporeHHon cpedbl HEOH6XOANMO YYMTbIBaTb MNOBbILLEHNE CMIOXXHOCTU B
ynpaBneHun KoHdurypaumen MHPOPMALMOHHOM CUCTEMbl U BO3MOXHOCTb YBENUMYEHUS
OLUMBOK KOHGUIypaLumn 1 BO3MOXHbIX YA3BUMOCTEN.

Tpeb6oBaHus k ycunenmto 3UC.25:

He ycTaHOBMNEH®LI.

CopepxaHue 6aszoBon mepbl 3UC.25:

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTy MHpopMaLMOHHON CUCTEMBI
4 3 2 1
3nC.25
Yceunenne 3NC.25

3UC.26 Ucnonb3oBaHMe NPUKNAAHOIO U cneuuanbHOro NPOrpaMMHOro o6ecne4vyeHums,
MMerLLEero BO3MOXHOCTb (PYHKLIMOHUPOBAHUA Ha Pa3fIUMHbIX TUNAX OofnepaLnoOHHbIX
cuctem

Tpe6oBaHua k peanusaumm 3UC.26: B unHMpOpMaAUMOHHON cCUCTEME [LOSMKHO
NPUMEHATBCH  MpUKNagHoe W cheuuanbHoe nporpaMmmHoe obecneyeHne, wumeroLllee
BO3MOXHOCTb  (DYHKUMOHMPOBAHUA Ha PasfiMyHbIX TUNax oOnepauuoHHbIX cUCTeMax
(He3aBucMMoe OT BMAa OnNepauMOHHON CUCTEMbI NPUKNAAHOE U crieumanbHOe NporpaMmMHoe
obecrneyeHue).

Llenbto npvMmeHeHuss He3aBUCMMOro OT nnatdopMbl  ONepauuoHHOW  CUCTEMB
NPUKNagHOro U1 cneuunanbHOro nporpaMMHOro obecrnedyeHns sBnaetTca obecneyeHue




6ecnepeborHoro (wtaTtHoro)  PYHKLMOHMPOBAHUSA npuknagHoro (cneumansHoro)
nporpamMmmHoro obecneyeHusa nyteMm nepesoja ero noj yrnpasrieHne onepaumoHHON CUCTEMBI
ApYyroro Tuna B criydae peanus3auun KOMMbITEPHOW aTakun (BO3HUKHOBEHMS MHUMOEHTA) Ha
OCHOBHYIO OMepauMoOHHY0 CUCTEMY [0 BOCCTaHOBreHUs 6e3onacHoro gyHKUWOHUPOBAHUS
MHOPMALNOHHOM CUCTEMBI.

[MpuMeHeHe He3aBMCMMOro oT Tuna (Buga) onepaumoHHOM CUCTEMbl NMPUKNAAHOro m
cneunanbHOro nporpaMmmHoro obecneyeHus AOCTUraeTcsl B YaCTHOCTU  MPUMEHEHUEM
nporpamMmmHoro obecneveHusi, PYHKUNOHUPOBAHME KOTOPOro BO3MOXHO KakK noj ynpasneHnem
UNIX-nogo6Hbix onepauuoHHbIX CUCTEM, Tak 1 NoA ynpaBneHneM ornepaunoHHbIX CUCTEM TUna
Windows nnu nHbIX onepaumoHHbIX CUCTEM.

MNepeyveHb NpuKNagHOro M cneumanbHOro MnporpammMHoOro obecrneyeHusi, MMeroLero
BO3MOXHOCTb  (DYHKLMOHMPOBAHUSA Ha pPasfnuyHbIX TUMax oOnepaumoHHbIX CcUcTemax,
onpegernseTcs onepaTopom.

Tpeb6oBaHus k ycunenmro 3UC.26:

He ycTtaHoBNEHbI.

CopepxaHue 6azoBoun mepbl 3UC.26:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHpOpPMaLMOHHOM CUCTEMBI
4 3 2 1
31C.26
Ycunenne 3UNC.26

3UC.27 Co3paaHue (amynsaums) NOXHbIX UHPOPMaLMOHHBIX CUCTEM UITU UX
KOMMNOHEHTOB, NpeAHa3Ha4YeHHbIX ANA oOHapyXeHus, permcTpauum u aHanusa
AeNCTBUN HapyLlUuTenen B NpoLecce peanusauum yrpo3s 6esonacHocTtu nHcdopmaumm

Tpe6oBaHua k peanusauymm 3UC.27: B unHDOPMALMOHHON CUCTEME OOSMKHbI
NPUMEHATBCS  CreuuanbHO  CO34aHHble  (3MYNUPOBAHHbLIE)  FIOXKHbIE  KOMMOHEHTbI
WHOPMALUMOHHON CUCTEMBbI UM CO30AKTCA  JIOXKHblIE  MH(POPMALMOHHbLIE  CUCTEMDI,
npegHasHa4YyeHHble Ons obHapyXeHusi, perucTpaumm n aHanusa OEeNCTBUW HapyluTenen B
npouecce peanusaumm yrpo3 6e3onacHoCcTn nHdopMaumu.

JlToXXHble MHOPMALMOHHbIE CUCTEMbI MMM MX KOMMOHEHTbl LOMKHbI BbICTynaTb B
KayecTBe uernen Ans HapyLwmnTensa npy peanvsaumm UM KOMNbIOTEPHOW aTakun n obecneymsaTtb
UMUTAUUIO  (PYHKUMOHMPOBaHUS  pearibHOW  MH(OPMAaUMOHHOW CUCTEMbI C  LENbi
obOHapyXeHusi, perMcTpaumm wn aHanusa AOencTBUMM 3TUX HapywmTenen no peanusauuu
KOMMbIOTEPHON aTaky, a Takke NPUHATUS Mep No NPeaoTBPALLEHMIO YKa3aHHbIX Yrpoa3.

MpaBuna u npoueaypbl NPUMEHEHUST TNOXHbBIX WH(OPMALMOHHBIX CUCTEM UMK KX
KOMMOHEHTOB pErnameHTUpyrTCa B  OpraHM3aunoHHO-pacnopsaauTenbHbIX  AOKYMEHTax
onepartopa no 3almTe NHpopmMauuu.

Tpe6oBaHus k ycunenmto 3UC.27:

1) B  WMHDOOPMAUMOHHOM  CUCTEME  MNPUMEHSIOTCA  JIOXKHbIE  KOMMOHEHTbI
WH(POPMALUNOHHON CUCTEMbI, BbICTyNawwme B KadecTBe LUenu Ans  BPegoHOCHOro
nporpaMmmHoro obecneyeHuss (Bupyca) UM nNpoBouMpylOWMne npexaeBpemeHHoe (0o
BO3AENCTBUSA Ha 3alyuLLaemMbli O6bEKT JOCTYNa) NPOsSBrEHME ero NPU3HaKoB.

CopepxaHue 6azoBoun mepbl 3UC.27:

Mepa 3awuTbl MHOpPMaLMn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMbI

4 3 2 1

3nC.27




Ycunenune 3UC.27 | | | ‘

3UC.28 BocnpousseneHme NOXHbIX U (UNN) CKPbITUE UCTUHHBLIX OTAENbHbIX
MHPOPMALNOHHbIX TeXHONOIMNA U (UNUN) CTPYKTYPHO-(PYHKLUMOHANbHbIX XapaKTepUCcTUK
WH(OPMaALMOHHOWN CUCTEMbI UK ee CerMmeHToB, obecneynBaloLlee HaBA3bIBaHUe Y
HapyLmTesns NOXHOro npeactaBrieHUsi 06 UICTUHHbIX MH(POPMALIMOHHBLIX TEXHONOMNAX U
(vnn) cTPYKTYPHO-(PYHKLUMOHANbHbIX XapakTepucTukax MHhopMaLuMOHHON CUCTEMbI

TpeboBaHua k peanusaumm 3UC.28: OnepaTtopom [omkHO obecnevmBaTbCA
BOCMNPOU3BEAEHNE JOXHbIX W (MNXN) CKPbITUE WCTUHHBIX OTAESbHbIX MHIOPMAaLUMOHHbIX
TEXHOSMOrMN KN (UNN)  CTPYKTYPHO-(PYHKUMOHANbHbBIX  XapaKTepUCTUK  MH(OpMaLMOHHON
CUCTEMbI UNN ee CerMeHToB, obecneuyvBalollee HaBA3bIBaHWE Y HapyLUUTENa JIOXHOro
npeacraBneHus 06 NCTUHHbIX MHGOPMAaLMNOHHbIX TEXHOSormsax n (vnn)
CTPYKTYPHO-(PYHKLUMOHASBHBIX XapakTepucTukax MHPOPMaLNOHHOMW CUCTEMDI.

BocnpoussegeHve (Buadyanusauusl) NOXHbIX M (UNM) CKpbITME (MacKkupoBaHue)
WUCTUHHBIX OTAENbHbIX MHPOPMALMOHHBLIX TEXHOMNOMMA N (MNKN) CTPYKTYPHO-(PYHKLMOHAMNBHbIX
XapaKkTepucTuk MHPOPMaLMOHHON CUCTEMbI UK €€ CErMeHTOB JO0STKHbI ObITb HanpaBneHbl Ha
CHUMXEHME BO3MOXHOCTM YCMEewWHOoW peanusaunm Hapywmtenem yrposbl 6Ge3onacHocTu
MHopMauun (KOMMbIOTEPHOW aTakn) nyTem BBeAeHWa B 3abnyxaeHwe HapywuTens
OTHOCMUTENbHO BO3MOXHbIX CMOCOBOB N CPEACTB KOMMbIOTEPHbIX aTak Ha MHAOPMALMOHHYHO
cucTemy.

Mpyn aTOM BU3yanu3auus NOXHbIX U (MNN) MacCKUPOBaHUE WCTUHHBLIX OTAESbHbIX
MHAPOPMALUMNOHHBLIX  TEXHOSMOMMA U (UNIKM)  CTPYKTYPHO-PYHKUMOHASBbHBIX  XapaKTepUcTUK
MH(POPMALNOHHON CUCTEMbI MO3BONAIOT CHU3UTb UMW UCKMKOYMTL 3aTpaTbl HA BHeApeHue
CNOXHbIX CPEACTB 3alnTbl UHOPMaLUW.

Tpeb6oBaHus k ycunenmro 3UC.28:

1) BU3yanusauus NOXHbIX NHPOPMALNOHHbIX TEXHOS0ormm " (nnn)
CTPYKTYPHO-(PYHKLMOHANbHbLIX XapakTePUCTUK OCYLLECTBMASETCH B NPOU3BOSIbHOM NOpsiaKe C
nepuoanYHOCTbIO, onpegensaeMon onepaTopom.

CopepxaHue 6aszoBou mepbl 3UC.28:

Mepa 3awuTbl MHOpMaLMn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMBI
4 3 2 1
31C.28
Ycunenune 31C.28

3UC.29 lNepeBoa nHpopMaLMOHHON CUCTEMbI USTU €e YCTPOMUCTB (KOMNOHEHTOB) B
3apaHee onpeaeneHHy KOHuUrypaumro, obecneymBaroLlyro 3awmTy nHcpopmaumum, B
cnyyae BO3HMKHOBEHUSA OTKa30B (c60eB) B cucteme 3awmTthbl MH(popmaumm
MHOpMaLMOHHOWU CUCTEMBI

Tpe6oBaHusa k peanusaumm 3UC.29: B wnHMpOPMaALMOHHON cCuUCTEME [LOSKEH
OCYLLEeCTBNATLCA Nepesos MHAPOPMALMOHHON CUCTEMbI UMNN ee YCTPOMUCTB (KOMMOHEHTOB) B
3apaHee ornpeaeneHHy KoHduUrypauuio, obecnevmsaroLLylo 3almTy MHopMaumu, B cnyyae
BO3HMKHOBEHMM OTKa3oB (cb6oeB) B cucTeme 3alimTbl MHGOpPMaUMM MHPOPMaLMOHHOM
CUCTEMBI.

[MNepeBon MHMOPMALMOHHOMW CUCTEMbI UMW ee YCTPOUCTB (KOMMOHEHTOB) B 3apaHee
onpeferieHHylo  KoHdurypaumio gormkeH obecnevvBaTb  3awWwuTy  MHoOpmauun  npu




HacTynneHmn (BO3HWMKHOBEHWUWN) OTKa30B (C60eB) B PYHKLUMOHMPOBAHMM MHEOPMALMOHHOM
CUCTEMBbI UMNN ee CerMeHTOoB, KOTOpPble MOTYT NPUBECTU K HAPYLUEHUIO KOH(PMAEHUMANBHOCTH,
LEenoCTHOCTU 1 (MNKN) OOCTYNHOCTM 3TOW MHPOPMaLMN.

OnepaTtopoM A0MMKHbI ObITb OnpefeneHbl TUMbl OTKa3oB (CO0OEB) B cucTteme 3aliuTbl
MHOpPMaUUN  NHPOPMALIMOHHONW CUCTEMbI, KOTOpPble MOryT TMPUBECTU K HapyLUEeHUIO
KOH(PMAEHUMANbHOCTU, UENOCTHOCTM W (MNK) [OCTYMHOCTU 3TOW WMHopmauun, u npu
HacTynneHuu (BO3HMKHOBEHUW) KOTOpPbIX  OOJDKEH obecneunBartbcs nepesoq
MHOPMALMOHHOM CUCTEMbBI UM €e YCTPOWUCTB (KOMMOHEHTOB) B 3apaHee onpeneneHHyr
KOH(purypaumtio.

3apaHee onpegeneHHaa KoHdwurypauuss WHPOPMALMOHHOM CUCTEMbI  OOSKHa
cogepxatb MHOPMaUUID O COCTOSAHUU UHAPOPMALNOHHOM CUCTEMbI U €e CUCTEME 3alUnTbI
MHopmauun (cucTtemHasa MHopMaLums, NapaMmeTpbl HACTPOEK NporpamMHoro obecneveHus,
BKNtOYaa CpenCcTB 3almTbl UHGOPMaLUK), A4OCTAaTOMHOM ANg nepesanycka MHOopMaLMOHHOM
cUCTeMbl 1 obecneyeHnsa ee OYHKLUMOHMPOBAHUSA B LUTATHOM peXunme, Npyv KOTOPOM Takke
obecne4vnBaeTcs 3awWwmTa MHPoOpMaLmu.

PesepBupoBaHne TeEXHUYECKUX CpPeacTB, MNPOrpamMHOro obecnedyeHusi, KaHaros
nepegaym uHdopmauumu, cpencts obecneyeHuss QYHKUMOHUPOBAHUSA WHAOpPMALMOHHOM
cucTeMbl ocyllecTensieTcsa B cootBeTcTBum ¢ OL1T.2, pe3epBHOE KonMpoBaHne MHdopMauum -
B cooTBeTcTBUM ¢ OT 4.

KoHTponb 6€e30Tka3Horo yHKLMOHUPOBAHNSA TEXHUYECKUX CPeACTB MHAPOPMALMOHHOM
cucTeMbl ocyllecTsnsieTca B cootseTcTBum ¢ O T.3.

Ob6ecneyeHne BO3MOXHOCTM BOCCTAHOBMEHNA MHOpMaUUn ¢ pe3epBHbIX MalLUMHHbIX
HocuTenen WHgopmaumm (pe3epBHbIX KOMUKA) B TeYyeHue YCTaHOBMIEHHOro BPEMEHHOro
WHTepBana ocyuiecTenseTcs B coorsetctaumn ¢ OT.5.

Tpeb6oBaHus k ycunexnuro 3UC.29:

He ycTaHOBNEHDI.

CopepxaHue 6azoBoun mepbl 3UC.29:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
31C.29
Ycunenune 31C.29

31C.30 3awmTa MOOUINBbHLIX TEXHUYECKUX CPeacTB, NPUMEHAEeMbIX B
MHcopMaLUOHHON cUCTEME

Tpe6oBaHus k peanusaumm 3UC.30: OnepaTopomM OMKHA OCYLLECTBNATLCA 3aLlmTa
NPUMEHSIEMbIX B MIHGOPMALMOHHOM CUCTEME MOBUITbHBIX TEXHUYECKUX CPEACTB.

K MOOGMNBbHBbIM TEXHMYECKMM CPeAcTBaM OTHOCATCA CbEMHble MalUWHHbIE HOCUTENW
nHpopmauun (pNaL-HaAKONUTENMW, BHELUHWE HAKOMUTENW Ha XECTKUX [OUCKax W UHble
HOCUTENK), a TakkKe MNOPTATMBHbIE BbIMUCNUTENbHbIE YCTPOMCTBA U YCTPOWCTBA CBSA3U C
BO3MOXHOCTbI0 06paboTkn nHdopmMaumm (Hanpumep, HOyTOYKK, HETOYKW, NNaHLWeTbl, COTOBbIE
TenegoHbl, UMGPOBLIE KAMepbl, 3BYKO3anucbiBatoLLmne YCTPONCTBA U MHbIE CPeaCTBa).

3awmta MOBUIbHBIX TEXHUYECKNX CPEACTB BKITHOYAET:

Peanusauuio B 3aBUCMMOCTM OT MOOWMBHOrO TEXHMYECKOro cpegcrea (Tuna
MOOMMBHOrO TEXHWYEeCKOro cpeacTBa) Mep No wumaeHTudukaumm wn ayteHTudukauum B
cootBeTcTBUM ¢ MAD.1 n NAD.5, ynpasneHuto goctynom B cooteetcteumn ¢ YI10.2, YII4.5,
YI4.13 n YIO.15, orpaHndeHunto nporpammHon cpegbl B cootBetctBun ¢ OlC.3, 3awute
MalUWHHBLIX HOcuTenenm wHdopmauum B cootBeTctBum ¢ 3HW.1, 3HW.2, 3HW.4, 3HW.S,




permctpauumn cobbitun 6esonacHoctn B cooteBetctBun ¢ PCE.1, PCE.2, PCBE.3 n PCE.5,
aHTMBMPYCHOM 3awmTe B cooTBeTCTBUM ¢ AB3.1 1 AB3.2, KOHTPONIO (aHanNn3y) 3alumLLeHHOCTH
B cooTtBeTcTBUM ¢ AHS3.1, AH3.2 n AHB3.3, obecnedyeHnto LENOCTHOCTU B COOTBETCTBUU C
oun.1.

ouncTKy (yganeHue) wuHdopmaumm B MOOUNBHOM TEeXHMYECKOM CpeacTBe nocne
3aBepLUeHMs ceaHca yaaneHHoro oCcTyna K 3almiaemMon nHopmauumn Unm NpUHATUE NHbIX
Mep, UCKITHYaOLWMX HECAHKLUMOHNPOBAHHbLIN JOCTYN K XpaHUMOW 3aLiuuiaemMon nHopmauuu;

YHUYMTOXEHNE CbEMHbIX MaLUMHHBLIX HOCUTENen MHgopmMmaunn, KoTopble He nognexar
OYUCTKE;

BbI6OPOYHbIE NPOBEPKN MOBUITbHBIX TEXHUYECKUX CPEACTB (Ha NpeaMeT UX Hanu4ums) u
XpaHsaLWenca Ha HUX uHgopmauun (Hanpumep, Ha NpeameT OTCYTCTBUA MHAOPMaLMK, He
COOTBETCTBYHOLLEN MAPKUPOBKE HOCUTENSA MHpOPMaLNN);

3anpet BO3MOXHOCTM aBTOMaTMyeckoro 3anycka (6e3 komaHAbl nosib3oBaTensl) B
WH(POPMALNOHHON cuUcTeEMe NporpaMMHoOro obecnevyeHuss Ha MOOWUIbHBLIX TeXHUYECKUX
cpencreax.

MpaBuna n npouenypbl 3aWnUTbl MOBUITbHBIX TEXHUYECKUX CPEaCTB perfnaMeHTUpyTcs
B OpraHu3aLMOoHHO-pacnopaguTenbHbIX JOKYMEHTax ornepatopa no 3awmnte nHdopmMauuu.

Tpeb6oBaHus k ycunenmtro 3UC.30:

1) onepaTtopoM AO0SMKHbI NPUMEHATLCS CPeACTBA OrpaHNYeHns JocTyna K MHopmaLmm
Ha CbEMHbIX MALUMHHBIX HOCUTENAX MH(POpMaUUKN C UCMOMb30BAHMEM Crneunann3npoBaHHbIX
CbeMHbIX MAaLUWHHbIX HOCUTENENn MHGOPMAaLMM U CPEOCTB KOHTPOSIS CbEMHbIX MalLMHHbIX
HocuTenen nHpopmauum ¢ yyetom 3HW .4,

2) onepatopoM pJormkHa obecneymBaTbCA oyucTka (ydaneHue) uHdopmauum B
MOOMMIBHOM TEXHUYECKOM CPpeacTBe:

a) npu nNpeBbIWEHNM OOMYCTUMOrO 4McCna HeycnelwHblX MOoMnbITOK BxoAa
NHAPOPMALMOHHYO CUCTEMY MOA KOHKPETHOWM YY4ETHOM 3annchbio (4OCTyna K MHPOPMaLMOHHO
cucTeMe), OCyLeCcTBNAeMbIX C MOBUITbHOIO YCTPOMUCTBA;

6) Npu npesBbIlEeHUN OOMNYCTUMOrO MHTEpBana BPEMEHW C Hayana OCyLLEeCTBEHUS
NnonbITOK BXOA4a B WHMOPMAUMOHHYKO CUCTEMY [MOA KOHKPETHOM YYEeTHOW 3anuchbio,
OCYLLIECTBNSAEMbIX C MOBUNBHOIO YCTPOWNCTBA;

3) onepaTopoM JOMMKHO obecnevymBaTbCa NPUMEHEHNE TEXHUYECKMX CPEACTB 3aliuThbl
nepumeTpa ypoBHS y3na, ycTaHaBfMBaeMblX Ha NOPTATUBHbIE BblYUCIIUTENBbHbIE YCTPOMCTBA;

4) onepaTtopoM JoImKHO obecneunBaTbes ucnonb3oBaHne pagunomeTtok (RFID- meTok)
AN KOHTPOMS BHOCA UMK BbIHOCA MOBUITbHBIX TEXHUYECKMX YCTPOMCTB M3 NOMELLEHUSA U (UNn)
KOHTPOSNIMPYEMOW 30HbI B LIESIOM;

5) onepaTtopom obecneumBaeTca WMGPPOBAHME XPAHMMOW Ha HocuTene MoOUNbHOro
TEXHUYECKOro cpeacTaa nHopmaumm ¢ npUMEHeHNneM Kpuntorpadomyeckmx MeTo40B 3alLnThl
nHdopMauum B COOTBETCTBUM C 3akoHodaTernbcTtBoM Poccuinckon ®egepaunn.

CopepxaHue 6azoBoun mepbl 3UC.30:

B
7

Mepa 3awuTbl HpopmaLuunm Knacc 3awmueHHOCTU MHGOOPMaLNOHHOW CUCTEMbI

4 3 2 1

31C.30 + + +
Ycunenue 31C.30

MpunoxeHne N 1

K Mepam 3awmTtbl HopmMaLmumn

B rocyaapcTBeHHbIX NHOPMaLMOHHbIX
cucremax
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TepMUHbI U onpeaeneHus, NPMMeHsieMble A Lere HacTosLero MeToau4eckoro
AOKYMeHTa

AamuHucTpatop [cucTeMHbIW, Ge3onacHocTU]: nosib3oBaTesib, YNONHOMOYEHHbIN
BbINOSIHATL HEKOTOpble AENCTBUSA  (MMEKLWMA MNOMIHOMOYUSA) N0 agMUHUCTPUPOBAHUIO
(ynpaBreHuio) MHpopMaunoHHOW cucTeMbl (aQMUHUCTPATOP CUCTEMHbLIN) U (UNN) ee CUCTEMB
3awmTbl MHGoOpMauum (agMmHucTpatop ©6e30nacHOCTU) B COOTBETCTBUM C YCTAHOBIIEHHOM
pOsibIo.

AHanus ysa3BUMOCTEN: MEPOMNPUATUSA MO BbISBNEHWUIO, UAEHTUMUKALUNN U OLEHKe
YA3BMMOCTEN WHPOPMALMOHHOM CUCTEMbI B UMHTEpecax onpeferneHns BO3MOXHOCTU
peanusauuun yrpo3 6e3onacHoCTu nHgopmMauumn 1 cnocoboB npeaoTBpalLeHns yuwepba.

AyTeHTUMKaUMOHHanA uHcpopmauusa [MHopmaums ayTeHTUMKaumm]:
MHpopmauusa, ucnonbdyemass ans yCTaHOBMEeHUs MNOASIMHHOCTU (Bepudmkauumn) cybbekTa
AocTyna B MUH(POPMaLMOHHON cucTeMe.

AyTeHTUMKaumMA: NnpoBepka NPUHAONEXHOCTN CyObekTy AoCTyna npeabsiBIIEHHOro
UM naeHTudukaTopa (NoaTeepXxaeHue NoaNMMHHOCTU cybbekTa AocTyna B MHPOPMaLNOHHON
cucteme).

BasoBbin Habop Mep 3awmTbl MHOPMaLUKU: MUHMMATbHBLIM Habop Mep 3alnTbl
WHpopMauuKn,  YCTAHOBMEHHbIW AN COOTBETCTBYHLIEro  Krnacca  3allMLEeHHOCTU
MHOPMALNOHHON CUCTEMBI.

Buptyanusauua: TexHonormsa npeobpasoBaHne dopmata WM napaMmeTposB
NPOrpaMMHbIX UK CETEBbLIX 3anpoCOB K KOMMbIOTEPHBLIM pecypcam C uenblo obecrneyeHus
HEe3aBUCMMOCTM npoueccoB 00paboTkm WHGoOpMauuM OT MNPOrpaMMHOM UMK annapaTHOW
nnaTgopMbl NHPOPMALIMOHHON CUCTEMBI.

BuptyanbHasa MmawwuHa: BblMUCAUTENBbHAA CUCTEMa, 3aMynvMpyemas C MOMOLLbIO
TEXHOSOrMM BUpTyanusauuu, B KOTOPOW YCTaHOBIIEHa rocteBasi onepauuoHHasi cuctema u
obecneynBaeTca BbINOIHEHNE MPUKITAAHOro NPOrpamMmMHOro obecneyeHus.

BHewHssn MHcpopmMaLMOHHanA cucrtema: MHOPMaLMOHHasA cucrtema,
B3aMmogencTeylowaa ¢ MHGPOPMaLUNOHHON CUCTEMOW onepaTopa u3-3a NpeaerioB rpaHuL
MHOPMAaLMOHHOM CUCTEMBI OnepaTopa.

BHewHsanA MHMOPMaLNOHHO-TeNeKOMMYHMUKaLMOHHaA ceTb:
MHPOPMALNOHHO-TENEKOMMYHUKALNOHHAA CeTb, B3auMOAEeWCTByoWas ¢ UHGOPMaLMOHHOM
CUCTEMOWN onepartopa 13-3a NpeaesioB rpaHuL, MHPOPMaLIMOHHOM CUCTEMbI oneparTopa.

BpemeHHbIn daun: dann, cos3gaBaembliii ONepauuoHHOW CUCTEMOW WA MHbIM
nporpaMMHbIM obecneyeHnemM ANa COXpaHEeHUs NMPOMEXYTOYHbIX pe3ynbTaToB B npolecce
PYHKUMOHNPOBAHUA UIK nepefadn aHHbIX ApYroMy nporpaMmMHoMy obecrneyeHmio.

MnepBusop: nporpamma (nNporpammHoe obecneyeHue), cosgawwas cpeay
PYHKUMOHNPOBAHUSA OPYrMxX NporpamMm (B TOM Yucne gpyrmx runepsu3opos) 3a CHET MMUTaL MK
annapaTHbIX CpPeACTB BbIMUCIUTENBLHON TEXHWUKU, YNpaBneHus OaHHbIMW cpeacTBamMu U
rocTeBbIMU ONepaLMoHHbIMU CUCTEMaMU, PYHKLMOHNPYIOLLMMW B @HHOW cpeae.

FocTteBas onepauuoHHasAs cucTema: onepauuoHHasi cUCTeMa, YCTaHOBMeHHad Ha
BUPTYyanbHOM MaLUUHE.

OemMunutapusoBaHHasa 30Ha: SKPAHUPOBAHHbLIV CErMEeHT MHPOPMaLIMOHHON CUCTEMBI,
pasMeLlleHHbIN Ha ee BHEeLUHEW rpaHuue U BbINONHAWUNA (PYHKUMN "HeuTparibHOM 30HbI"
(bychbepHor 30HbI Be3onacHOCTM) Mexay 3awuwaemMon WHGOPMAUUOHHOM CUCTEMOWN
oneparopa n BHeLUHeNn MHGOpMaLVOHHON cuctemom unu
MHPOPMALNOHHO-TENEKOMMYHUKALNOHHOMN CETbIO.

[oBepeHHasn 3arpy3ka: 3arpyska onepaumMoOHHON CUCTEMbI CPeACTBA BblYNCITUTENBHON
TEXHUKN C 3apaHee onpeAeneHHbIX NOCTOSAHHbIX MalUMHHBLIX HOocuTenen npu obssatensHoM
YCMNELWHOM MNPOXOXAeHUN npouenyp NpOBEpPKM LErOCTHOCTU MPOrpaMMHON M annapaTtHOWn



cpeabl U MaeHTMduKaumm n ayTeHTndmkaumm.

[oBepeHHbIN KaHan: MexaHu3M B3aMMOOENCTBUA Mexay CcpeacTBamMu 3alluThbl
NHPOPMALMOHHON CUCTEMbI UNU MEXAY CPEACTBOM 3aluTbl MHOPMALMM U NPOrPaMMHbIM
obecnevyeHnem MHPOPMALIMOHHON CUCTEMBI.

[loBepeHHbIN MapLpyT: MEXaHU3M B3aMMOLENCTBMA Mexay CybbekToM gocTtyna m
CpeACTBOM 3aLlmTbl UHOPMaLUK MHPOPMALMOHHOW CUCTEMDI.

HdoctynHocTb MH(opMaLmmu: CBOMCTBO 6e30nacHOCTM MHOpMauuKn, Npu KOTOPOM
cybbekTbl JOCTYyNa, MMeloLLmMe npaBa JocTyna, MoryT 6ecnpenaTCTBEHHO UX peanu3oBaTb.

3awmiieHHbIe NMMHUKU CBA3U: NUHUK (KaHanbl) CBA3W, Npu nepegade nHgpopmauumn no
KOoTopblM obecrneunBaeTcs TpebyeMbli YpOBEHb €€ 3alULLEHHOCTN (KOH(PUAEHUMANbHOCTb,
LEenoCTHOCTb U (M) AOCTYMHOCTb MHOPMaLUN).

UpeHTtudukarop: npegcrasneHune (cTpoka CYMBOJIOB), O[JHO3HA4HO
ngeHTuduumnpyolee cybbekT n (Mnn) obbekT gocTtyna B UHPOPMaLNOHHOW CUCTEME.

UpeHntudmkauma: npuceoeHne cybbektam  gocTtyna, obbektam  goctyna
NOEHTUPMKATOPOB (YHUKASTbHBLIX UMEH) U (M) CpaBHEHUE NPeabABNEHHOIo naeHTuguKaTopa
C NepeyHem NpUCBOEHHbIX MAEHTUENKATOPOB.

MHdopmaunmoHHaa cuctema: COBOKYNHOCTb codepxawencs B 6asax [gaHHbIX
MHopMmauum un obecneumBarowmnx ee 06paboTKy MHMOPMALMOHHBIX TEXHOMNOMNN U
TEXHUYECKNX CPeacCTB.

MHUMpeHT: HenpeaoBmaoeHHOE wWnM HexenaTternbHoe cobbiTue (rpynna  cobbiTuin)
GesonacHoCcTM, KOTOpoe npuBesnio (MOryT MNpPUBECTU) K HapyLeHU (YHKLVMOHNMPOBAHMS
WHPOPMALMOHHOM CUCTEMbI UMW  BO3HUKHOBEHUIO yrpo3 6GesonacHOCTM UMHGOopMauum
(HapyLweHno KOHPMAEHUNANbHOCTN, LLENOCTHOCTU, AOCTYNHOCTN).

KomMnoHeHT nporpamMmmHOro obecneyeHms: coctaBHas YyacTtb (MporpamMMHbIA MOAYIb)
nporpamMmmMHoro obecneveHunsi, BbINOMHSAOLWAA ONpeaenieHHY QYHKLMIO.

KoMnoHeHT WHMpOPMaALMOHHON CUCTEMbI: YacTb WH(POPMALMOHHON CUCTEMBI,
BKMNtOYaroLLaa HEKOTOPYK COBOKYMHOCTb MHopMauun u obecrneymBarowmx ee obpaboTky
OTAENbHbIX NH(POPMALNOHHBIX TEXHOOMMIN N TEXHUYECKNX CPEACTB.

KoHTponupyemass 30Ha: NpoCTpaHCTBO (TeppuTopus, 34aHuMe, 4YacTb 34aHus), B
KOTOPOM MCKIIOYEHO HEKOHTponupyemoe npebbiBaHne nul, a Takke TPaHCMOPTHbIX,
TEXHUYECKUX UM UHbIX CPEACTB.

KoHdmaeHumanbHoCcTb MHMOpMaymn: cBoMcTBO 6e3onacHOCTU MHGOpMaumm, npu
KOTOPOM JOCTYN K HEWN OCYLLECTBIIAIOT TONbKO CyObEKTLI OCTYNA, MMEIOLLME Ha HEro Npaeo.

JNlokanbHbIM pgocTyn: [OocTyn CyObLEeKkToB AocTyna K obbektam  [OCTyna,
OCYLLIECTBMSAEMbIA  HEMOCPEACTBEHHO 4Yepe3 MNOAKIYEHWEe (OOCTyn) K  KOMMOHEHTY
WH(POPMALNOHHON CUCTEMbI WKW Yepe3 FOoKanbHYK  BblMUCAUTENBbHYKD ceTb (6e3
NCNosib30BaHMA UHPOPMALNOHHO-TENEKOMMYHUKALMOHHOW CeTn).

MHorocpakTopHaa ayTeHTUpUKaUumMA: ayTeHTUPUKaAUMSA C UCNOSIb30BaHUEM [OBYX
(aByxdakTopHas) nnmn 6onee pasnuyHbix QakToOpoB ayTEHTUUKALNN.

MoOGunbHbIN KOA: HECAMOCTOSATENBbHOE NporpammMHoe obecneveHve Unu KOMMOHEHT
nporpamMmmMHoro obecnedeHnst (CKPUNTbl, MaKPOCbl, NHbIE KOMMOHEHTbI) Nony4yaemMble 13 MecT
pacnpoctpaHeHns MobunbHOro Koga, nepegaBaeMble MO CETU U BbINOSHAEMblEe Ha
KOMMOHEHTax MHOPMaLMOHHOM CUCTEMbI (B MECTaxX MUCMONb30oBaHUs MOOMbHOro koaa) 6es
npegBapuUTenbHON  YCTAHOBKM  (MHCTannauuu)  nonb3oBaTeneM  And  pacluMpeHuUs
BO3MOXHOCTEWN CUCTEMHOrO 1 (MnK) NPUKNagHOro NporpaMMHoro obecneveHus.

HenpuBunernpoBaHHas y4yeTHas 3anuchb: y4eTHas 3anucb Nonb3oBatensd (npouecca,
BbINOJSTHAEMOro OT ero MMeHn) MHPOPMAaLIMOHHON CUCTEMBI.

O6bekT gocTyna: eavHvua MHAPOPMaLMOHHOIO pecypca UH(POPMaLNOHHON CUCTEMDBI
(cbann, TexHn4yeckoe cpeacTBo, y3en ceTW, NMHUS (KaHan) cBsi3u, MOOWNbHOE YCTPOWCTBO,
nporpamma, TOM, KaTtanor, 3anucb, Mone 3anMcem U MHble OOBLEKTbI), OOCTYN K KOTOPOM



pernamMeHTUpyeTca npasBunaMy pasrpaHMyeHus OOCTyna WM Mo OTHOLIEHUI K KOTOPOU
cybbeKkTbl JOCTYNa BbINOMHAT onepawumu.

OnepaTtop WH(GpOPMALMOHHOM CUCTEMbI: TIpaXxgaHWH WK puguyeckoe nuuo,
OCYLLeCTBNSALWME AeATENbHOCTb MO 3KCnnyaTaumMm MHPOPMaLMOHHON CUCTEMBI, B TOM YUCre
no obpaboTtke nHpopmaumm, cogepxawlenca B ee 6asax gaHHbIX.

OTka3 B obcnyXuBaHUU: NPensTCTBME CaHKLMOHUMPOBAHHOMY AOCTYNy K pecypcam
MHOPMALNOHHOM CUCTEMbBI UK 3aZieprKKa onepauun n pyHKUUN HPOPMaLMOHHOW CUCTEMBI.

MepumeTp MH(pOPMaAUMOHHOM cUCTEMbI: m3myeckas n (Unu) nornyeckasa rpaHuua
MHPOPMALNOHHON CUCTEMbI (CerMeHTa WMHPOPMAaLUNOHHOM CUCTEMbI), B npeaeriax KoTopou
onepaTtopom obecneuymBaeTcs 3almTa HopmaLmm B COOTBETCTBUM C €ANHBIMW NpaBuinamun
npoueaypamMmmu, a Takke KOHTPOIb 3a peann3oBaHHbIMU MepamMu 3aLUnTbl MHpopMaLunn.

Monb3oBatenb: NUUO, KOTOPOMY paspeLleHO BbINOMHATL HeKoTopble OeNcTBUs
(onepauuun) no obpaboTke MHpoOpMaUMN B UHAPOPMALMOHHON CUCTEME UM UCMONb3yloLlee
pesynbTaTbl €€ PYHKLNOHUPOBAHWS.

MoTeHuMan HapywwuTensa: Mepa YCUNUKW, 3aTpavvMBaeMblX HapywmTenem npu
peanusauuun yrpo3 6e3onacHoCTU MHdopMauum B MHEOPMAaLNOHHOW CUCTEME.

MpuBunernpoBaHHas Yy4yeTHas 3anuUCb: Y4yeTHas 3anucb agMUHUCTpaTopa
MHGOPMaLMOHHON CUCTEMDI.

MporpammHasa cpepa: COBOKYMHOCTb MPOrpamMMHOro obecneyeHusi, UCNosb3yemMoro B
MHGOPMAaLMOHHON cUcTeMeE ANS peLleHnst OOHOM UM HECKOSMbKNX 3a4au.

Ponb: npeponpeneneHHas COBOKYNHOCTb MpaBwusl, yCTaHaBMMBaOLWMX O0NYyCTUMOE
B3aMMoZeNCTBME MeXay nonb3oBaTenemMm n nHpopmMmaLMOHHON CUCTEMOW.

CerMeHT MHOPMALUMOHHOU CUCTEMbI: COBOKYMHOCTb HECKOSIbKUX KOMMOHEHTOB
MHOPMALMOHHOM CUCTEMbI, UCMONb3yHLWKMX 06y (B TOM 4ucne pasgensiemyto) cpeay
nepegaym n 06beauUHEHHbIX ANS eAMHCTBA peLlleHns YHKUMOHANbHbIX 3a4av.

CobbiTHe 6e3onacHocTn (vHdbopmaLnoHHOMN): naeHTnnunpoBaHHoe
BO3HUKHOBEHME  COCTOSIHUS  MH(OPMALMOHHOW  CUCTEMbl  (CerMeHTa, KOMMOHEeHTa
MH(POPMALMOHHON CUCTEMBI), CEPBUCA UMK CETU, yKasbiBaloLlee Ha BO3MOXHOE HapyLleHue
B6esonacHocTM uHopMaumMn, unnm cbon CcpeacTB 3awuTbl UHOPMaAUMK, WKW paHee
HEN3BECTHYIO CUTYyaLMI0, KOTOpas MOXET ObITb 3Ha4YMMon Ans 6e3onacHoCTM MHGOPMaLMK.

Cy6beKkT gocTtyna: nosib3oBaTesib, NPOLECC, BbINOMHAKOLWME onepauum (4encTems) Haq
obbekTamn JoCcTyna v OEeNCTBUA KOTOPbIX PernaMmeHTUMpYTCA npaBuiliamMmu pasrpaHuyeHus
aoctyna.

TexHunyeckoe cpeacTBO: annapaTtHoe WNM NporpamMHO-annapaTtHoe YCTPOWCTBO,
ocyuwiectengowee ¢opmmposaHme, o06paboTky, nepegayvyy unu npuemM WUHoOpMauun B
MHGOPMAaLNMOHHOW CUCTEME.

TexHonorum MOOMNBLHOrO Kopa: peanu3oBaHHble B MporpaMmMHOM obecrneyeHuu
npoLecchbl CO34aHNA U MCMNOMb30BaHNA MOOUNBLHOrO Koda (B 4aCTHOCTU TexHomnoruu Java,
JavaScript, ActiveX, VBScript).

YpaneHHbIN 4OCTYN: NPOLECC NosydeHnsa OoCTyna (Yepes BHELUHIO CeTb) K 00bekTam
AocTyna MHPOPMaLMOHHON CUCTEMbl U3 APYron UHAOPMALNOHHOM CUCTEMBI (CETU) Unn co
CpeAcTBa BbIYMCIUTENBHOM TEXHUKW, HE SBMSIOWErocs MOCTOSIHHO (HenocpenCTBEHHO)
COENHEHHbIM (PU3NYECKN WUNU JIOTMYECKU C MH(OPMALMOHHOM CUCTEMOW, K KOTOPOM OH
nosfiy4yaet AocTyn.

YnpaBneHue [OCTYNOM: OrpaHUYEHME M KOHTPOSb AOCTyna CybbekToB AocTyna K
obbektam pgoctyna B MHGOPMAUMOHHOW CUCTEME B COOTBETCTBUM C YCTAHOBIIEHHbIMM
npasuiiamun pasrpaHMyeHns ocTyna.

YCTpOMUCTBO: KOHCTPYKTMBHO 3aKOHYEHHbIN TEXHUYECKUA OneMeHT, UMerLwmin
onpegeneHHoe (PyHKUNOHanbHoe Ha3HavYyeHne B MHPOpPMaLMOHHOM CUCTEME.

Ya3BuMocTb "HymneBoro AHA": yA3BMMOCTb, KOTOpas CTaHOBWUTCA W3BECTHOW [0



MOMEHTa BblMycka pa3paboTyMkoM nporpammMmHoro obecneveHnsi UHOPMaLNOHHOW CUCTEMDI
Mep 3aLmMTbl MHOPMaLMKM MO ee YCTPaHEHUIO, UCMPaBEeHMI OLLIMOOK UM COOTBETCTBYOLLINX
OBGHOBNEHUN.

YAasBuMocTb MHcOpMaLMOHHOMN CUCTeMbI: HefoCTaToOK (cnabocTtb)
MHPOPMALMOHHON CUCTEMBI, KOTOpbIN (KOTOpas) co3gaeT MoTeHuuanbHble WM pearnbHO
CyLleCcTBylOLIME YCNOBUA ANS peanu3auunm  wunu  nNposiBfieHna  yrpo3  6GesonacHocTu
MHdOpMaUuK.

XocToBasi onepauvMoHHasi cucTemMa: OrnepauuoHHas cuctema, B cpefe KoTopou
YHKUNOHUPYET rMnepBm3op.

LlenocTtHOoCTb MH(opmMmaumu: cBonMCcTBO 6e3onacHocTM MHdOopmaumu, Npu KOTOPOM
oTCcyTCTBYET ntoboe ee M3MeHeHue nMbo nmamMeHeHue cybbekTamum JOCTyna, MMEKLWMMN Ha
Hero npaso.

MpunoxeHune N 2

K Mepawm 3awmtbl Hopmaumumn

B rocyAapCTBEeHHbIX UH(OPMaLMOHHbIX
cuctemax

CopepxaHue 6a30BbIX Mep 3alUTbl MH(OpMaLMK AN COOTBETCTBYHOLWEro Knacca
3aWMLLEeHHOCTU MH(POPMALMOHHON CUCTEMDbI

YcnosHoe Mepbl 3aLWmnTbl MHOpMaLmn B Knaccbl 3almieHHOCTH
o603HaveH MHGOPMaLUMNOHHBIX cUcTeMax MHGOPMAaLMOHHOW CUCTEMBI
men 4 3 2 1
HOMep
Mepbl

I. UmeHTUMKauma n ayteHTMdpmnKauma cyoLeKkToB goctyna n ooekros goctyna (MAD)

NAD.1 NoeHTndpukauma n ayteHTumnkaums + + + +
nonb3oBaTtenen, ABnaLNXCA 1a, 2a, 3 | 1a, 2a, 3,
paboTHMKaMun onepaTtopa 4

NAD.2 VaeHTudukaums n ayteHTudukaums + +

YCTPOWCTB, B TOM YucCre
CcTaunoHapHbIX, MOBUNBHBIX K

nopTaTUBHbLIX

NAD.3 YnpasneHne ngeHtudukaTtopamu, B + + + +
TOM 4ucne co3gaHue, NpUCBOEHME, 1a, 2a 1a, 2a 16, 26
YHUYTOXEHNE MAEHTU(PUNKATOPOB

NAD .4 YnpasrneHue cpeacresamu + + + +
ayTeHTUuKaummn, B TOM vncne 1a 16 1B 1r

XpaHeHue Bblgava, MHuumManmsaums,
GrnokupoBaHue cpeacTs
ayTeHTMdUKaUMM N NpuHATUE Mep B
cnydvae yTpatbl U (Unu)
KOMMnpomeTauun cpencTs
ayTeHTudukaumm

NAD.5 3awwmta obpaTHOM CBA3M Npu BBOAE + + + +
ayTeHTUUKaUMOHHOM MHOpMaLmn

NAD.6 WpoeHTndukauma n ayteHTuunkaums + + + +




nonb3oBaTenen, He ABNSIOLWNXCA
paboTHMKaMn onepaTopa (BHELLHMX
nonb3oBaTtesien)

NAD.7

WpoeHTndpukauma n ayteHTumnkaums
00beKTOoB harnoBoO CUCTEMBI,
3anyckaeMblX U UCMONHAEMbIX
mMoaynen, o6bEKTOB CUCTEM
ynpaBneHus 6aszamun gaHHbIX,
06beKkToB, co3aaBaeMbIX
NpUKNagHbIM U cneumnasnbHbIM
nporpaMmmHbIM 06ecnedYeHnem, NHbIX
006beKTOB gocTyna

Il. YnpaBneHue goctynom cy6bLeKToB foctyna K oobekram goctyna (YNAQ)

yrng.

YnpaBneHue (3aBegeHune, aktmsaums,
GOKMpPOBaAHNE N YHUUTOXEHNE)
y4YeTHbIMK 3anncammn Nonb3oBaTenen,
B TOM YMCIe BHELUHUX
nonb3oarenien

+

+
1,2

+
1, 2, 3a

yna.2

Peanusauus Heobxoaumbix MeTOO0B
(ANCKPELMOHHBIN, MaHAATHbIN,
pONIEBOM UNN MHOK MEeTOL), TUNOB
(4TeHue, 3anncChb, BbIMOMHEHNE U
WMHOWN TKM) 1N NpaBuI pasrpaHnyeHmns
goctyna

yna.3

YnpaBnenue (punbtpauus,
MapLupyTu3auus, KOHTPOIb
coeVHEeHUI, OAHOHanpaBneHHas
nepegada u nHble cnocobbl
ynpasneHus) MHPOpPMaLMOHHbIMU
noToKamMu Mexay yCTponcTesamu,
cermMeHTaMmn nHopMaLOHHON
CUCTEMBI, a Takke Mexay
MHPOPMALNOHHBIMX CUCTEMAMMU

yria.4

PasneneHnune obsaszaHHocTen
NOSTHOMOYMI (ponen),
aAMUHMUCTPATOPOB U NN,
obecneunBaroLLmx
PYHKUMOHNPOBaAHME
MHGOPMAaLMOHHOW CUCTEMBI

YNO.5

HasHayeHne MruHMManbLHo
HeobxoaMMbIX NpaB U NPUBUMErUii
nonb3oBaTeniaM, agMuUHUCTpaTopam u
nvuam, obecnevmBaroLLIUM
YHKUMOHNPOBaAHME
MHPOPMaALMOHHOW CUCTEMbI

o+

YN0.6

OrpaHu4yeHne HeycneLHbIX NOMNbITOK
BX04a B MHOOPMALMOHHYI CUCTEMY
(@ocTtyna K nHhopmMaLmMOHHOM
cucTeme)




yna.7

MpeaynpexaeHne nonb3oBaTens npu
ero Bxoge B MHpOpMaLNOHHY0
CUCTEMY O TOM, YTO B
NHJOPMAaLIMOHHON cUCTEME
peann3oBaHbl MepbI 3aLLUThbl
NHopmauum, n o0 HeobxoaMMoCTH
cobnogeHnsa M yCTaHOBMNEHHbIX
onepatopom npasun o6paboTku
NHopMauunn

MRS

OnoselleHVe nonb3oBaTens nocne
yCneLlHoro Bxoaa B
NH(OPMAaLNOHHYIO CUCTEMY O €ro
npegblayliemM Bxoae B
MHAOPMAaLIMOHHYIO CUCTEMY

yna.o

OrpaHun4yeHne yncrna napannenbHbIX
CeaHCoB [OCTyna Ans Kaxaomn
y4yeTHOW 3anncu nosnb3oBaTens
MHGOPMAaLMOHHOW CUCTEMDI

1a, 3

yrna.10

BrnokupoBaHue ceaHca gocTtyna B
NHOPMALMOHHYO CUCTEMY MNOCIe
YyCTaHOBMEHHOIO BPEMEHU
6e3nencteus (HEaKTUBHOCTH)
nonb3oBaTenNsa UNn No ero 3anpocy

1a, 2

16, 2

yrng.11

PaspelleHue (3anpeT) oencTenm
nonb3oBaTenewn, paspeLLeHHbIX 4O
naeHTUUKaLmMm n ayTeHTdukaumnm

yna.12

Mopaepxka n coxpaHeHne aTpubyToB
B6esonacHocTn (MeToK
6e30nacHOCT), CBSA3aHHbIX C
MHopMauunen B npoLecce ee
XpaHeHus n 06paboTkn

yrn.13

Peanusauus 3alwmweHHoro
yAaneHHoro goctyna cybbektos
gocTtyna k obbektam goctyna yepes
BHELLHME
NHOPMaLMOHHO-TENEKOMMYHUKaLMO
HHblE CeTU

2,3

1,2,3,5

yra.14

PernameHTaumsi n KOHTPOnb
NCnonb3oBaHWs B MHPOPMALMOHHOM
cucTeme TexHorormm 6ecnpoBogHOro
gocTyna

H

1,3

1,3,4,5

yna.15

PernameHTaumsi n KOHTPOnb
NCMonb30BaHUs B MHOOPMaLMOHHOMN
cucteme MOBUITbHBIX TEXHUYECKNX
cpeacTs

1,2

1,2

YIa.16

YnpaBneHne B3anMogenCcTBNEM C
MHPOPMALMNOHHBIMU CUCTEMaMU
CTOPOHHUX OpraHn3auun (BHeELLHWE
MHPOPMALIMOHHbIE CUCTEMDI)

1a

1a, 10

1a, 10

1a, 16

yng.17

Ob6ecneyeHne 4OBEPEHHOW 3arpy3Ku




cpencTB BblHUCITNTEST bHOW TEXHUKMN

| |

lll. OrpaHnyeHune nporpammHoun cpeasbl (OlNC)

oric.A1

YnpaeneHue 3anyckom
(obpalleHnaAMn) KOMMNOHEHTOB
nporpammMHoro obecnevyeHuns, B TOM
yucre onpeneneHve 3anyckaemMbix
KOMMOHEHTOB, HacTpoWka
napameTpoB 3anycka KOMMNOHEHTOB,
KOHTPOb 3a 3aryCKOM KOMMOHEHTOB
nporpaMmmHoro obecnevyeHuns

orc.2

YnpasrneHne yCcTaHOBKOM
(MHCTAannAunen) KOMMNOHEHTOB
nporpamMmHoro obecrneveHusi, B TOM
yucre onpeneneHve KOMNOHEHTOB,
noanexalnx ycTaHoBKe, HacTponka
napameTpoB YCTaHOBKM
KOMMOHEHTOB, KOHTPOIb 3a
YCTaHOBKOW KOMMOHEHTOB
nporpamMmmHoro obecnevyeHus

Oric.3

YcTaHoBKa (MHCTannAumns) TorbKo
paspeLUeHHOro K UCNOMNb30BaHUIO
nporpamMmmHoro obecneveHus n (Mnu)
€ro KOMMOHEHTOB

orc.4

YnpasneHne BpemMeHHbIMU hannamu,
B TOM 4YuMCne 3anpeT, pa3peLueHue,
nepeHanpasneHve 3anucu, yaaneHue
BPEMEHHbIX (hannos

IV. 3awmTa MaWMHHbIX HOCcUTenen nHegop

mauumn (3HW)

3HW.1

YyeT MalMHHBIX HOCUTENen
MHopMaLmnn

+

+

1a

1a, 10

3HW.2

YnpaBneHne 40CTYNOM K MalUUHHbIM
HOCMTENsSIM MHbopMaLMK

+

+

3HW.3

KoHTponb nepemeLyeHns MaLlLuMHHbIX
HocuTenen nHpopmauum 3a npegenbl
KOHTPOJSIMPYEMOW 30HbI

3HW.4

McknoyeHmne BO3MOXHOCTH
HeCaHKUMOHNPOBAHHOIO
O3HaKOMJSIEHUS C COAEPXKAHMEM
MHOpMaUUK, XpaHaLLEenCcs Ha
MaLUMHHBIX HOCUTENSX, U (Unn)
NCMonb30BaHUs HOcUTernemn
MHOPMaLNKN B UHBIX
MHPOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb ncnosb3oBaHus
MHTepdencoB BBoAa (BbIBOAA)
MHOpPMaUUKN Ha MaLLUVHHbIE
HOCUTENN MHpOopMaLnK

3HW.6

KoHTponb BBOAA (BbIBOAA)




MHOpPMaUUKN Ha MaLLUVHHbIE
HocuTenn nHopmMaLuum

3HW.7

KoHTponb NoAKNiYeHns MalvHHbIX
HocuTenen nHpopmauumm

3HW.8

YHu4TOXEHME (CTUpaHue)
NHoOpMaLUN Ha MaLIMHHbIX
HOCUTENAX NP UX Nepefaye Mexay
nonb3oBaTensAMn, B CTOPOHHME
opraHusauuu ons peMoHTa unu
yTUnu3aumm, a Takke KOHTPOIb
YHUMTOXEHUA (CTUpaHUS)

ba

1, 56

1, 5B

+
1,2,3,5r

V. Peructpaumnsa cobbiTum 6esonacHoctu (PCB)

PCBb.1

OnpegeneHne cobbiTui
©e3onacHocTK, nognexawmx
perncTpauumn, 1 CPOKOB UX XPaHEHNS

+

+

1,23,
46

PCB.2

OnpepneneHne coctaea u
coaepxaHma nHgopmaumm o
cobbITUAX 6e3onacHOCTH,
nognexalwmnx permcrpaumm

+ 1a

PCB.3

Cb6op, 3anucb n xpaHeHue
MHopMaUnmn o cobbITUAX
BGes3onacHoOCTM B TeyeHue
YyCTaHOBMIEHHOIO BPEMEHWN XpPaHEHUS

o+

PCB.4

PearnpoBaHue Ha cbou npu
pernctpaunmn cobbiTum 6esonacHocTy,
B TOM 4YMCle annapaTHble 1
nporpaMmmHble ownbkun, cbon B
MexaHuamax cbopa nHgpopmauum m
OOCTWXKEHWe npegena unm
nepenonHeHs obbema (eEMKOCTH)
namsaTm

1a, 2

PCB.5

MoOHUTOPUHI (NPOCMOTP, aHanun3)
pes3ynbTaToB permcrpaumm cobbiTui
BGesonacHOCTM 1 pearnpoBaHue Ha
HUX

PCB.6

"eHepupoBaHne BpeMEHHbIX METOK U
(M) CUHXPOHM3aLUUA CUCTEMHOIO
BpeMeHU B MH(pOpMaLMOHHOW
cucTteme

PCB.7

3awmTta nHdopmaLmm o cobbITHsAX
Oe3onacHocTU

H

o+

PCb.8

Ob6ecneyeHne BO3MOXHOCTH
npocmoTpa 1 aHanunsa nHgopmaumm o
AENCTBUSAX OTAENbHbIX
nosnib3oBarerien B UHPOPMaLNOHHOMN
cucTeme

VI. AHTUBMpYCHas 3awmTa (AB3)

AB3.1

| Peanusaums aHTMBMPYCHON 3alUnThl |

+




H

1,2

1,2

AB3.2

O0OHoBEeHWe 6a3bl AaHHbIX
NpM3HaKoB BPEeAOHOCHbIX
KOMMNbIOTEPHbIX Nporpamm (BUpycoB)

H

VIl. O6bHapyxeHue BTopxxeHun (COB)

COB.1

O6HapyXeHne BTOPXXEHUI

N

COB.2

O6HoBneHne 6a3bl peLuaroLmx
npaBuI

N +|N +

VIil. KoHTponb (aHanu3) 3awuiieHH

ocTn nHcpopmauummn

(AH3)

AH3.1

BbisiBneHne, aHanms ysa3sMmocTen
MHPOPMALMOHHON CUCTEMBI U
onepaTMBHOE yCTpaHeHNe BHOBb
BbIsIBITEHHbIX YSI3BUMOCTEN

+
1,4

1,2,4

1,2,4,7

AH3.2

KoHTponb ycTaHOBKM OOHOBMEHNN
nporpaMmmHoro obecneveHus,
BKItoYas obHOBMEHME NPorpaMMHOro
obecneveHuns cpeacTs 3aWmThl
nHdopmMauunmn

AH3.3

KoHTponb paboTtocnocobHocTH,
napameTpoB HAaCTPOWKUN U
NpPaBUIbHOCTM PYHKLNOHNPOBAHUS
nporpaMmmHoro obecneveHuns un
CpeacTB 3almThl MHOPMALMM

H

AH3.4

KoHTponb cocTtaBa TEXHUYECKMX
cpencTts, NPOrpamMmMHOro
obecneyeHnsa n cpeacTs 3allnThl
MHopMaLUn

'_\

1,2

AH3.5

KoHTponb npaBun reHepauunmn u
CMeHbl Naporen nonb3oBaTenen,
3aBefieHNd N yaaneHus y4eTHbIX
3anucen nornb3oBaTenen,
peanusaunn npasBun pasrpaHnyeHns
AOCTYNOM, MOSTHOMOYUN
nonb3oarteriern B MIHPOPMaLMOHHOM
cucteme

H

IX. ObecneyeHme LENOCTHOCTU MH(POPMALMOHHOMN CUCTEMbI U MH(hOopMaLIUK

(oun)

o1

KOHTpOrb LenocTHOCTH
nporpamMmHoro obecneveHus,
BKIOYMasa nporpaMmHoe obecneveHme
CpeacTB 3alMTbl MHOPMaLMK

+
1,3

1,3

oun.2

KOHTpOrb LenocTHOCTH
nHdopmauun, cogepKallencs B
6asax gaHHbIX MTHHPOPMAaLMOHHOM
CUCTEMBI

oun.3

ObecneyeHne BO3MOXHOCTU
BOCCTaHOBNEHWUS NPOrpaMmMHOro

4+




obecneyeHus, Bko4vas
nporpamMmmHoe obecneveHne cpeacTs
3aWwnTbl MHdopMauun, Npu
BO3HMKHOBEHWUWN HELLTATHbIX
cuTyauum

oun.4

O6HapyxeHune n pearmpoBaHue Ha
nocTynsieHne B MHOOPMaLNOHHYIO
CUCTEMY He3anpaluvBaeMblX
9NEKTPOHHbIX COObLLEHMI (NUCEM,
AOKYMEHTOB) 1 MHOM MHG)OpMaLUK, He
OTHOCALMNXCS K PYHKLNOHNUPOBAHMIO
MHPOPMALMOHHOM CUCTEMBI (3alumTa
OT cnama)

OoLun.5

KoHTponb cogepxaHna nHopmMauuu,
nepegasaemMon U3 MHPOPMaLNOHHOMN
cucTeMbl (KOHTENHEPHbIN,
OCHOBAaHHbIN Ha CBOMCTBax obbekTa
A0CTyna, N KOHTEHTHbIN, OCHOBAHHbIN
Ha Noucke 3arnpeLLleHHON K nepegaye
NMHpopmMauun ¢ NCnonb3oBaHNEM
CUrHaTyp, Macok 1 UHbIX METOAOB), U
NCKNIOYEeHE HenpaBoOMEpPHON
nepegayv nHgopmaumm 13
MHGOPMAaLMOHHOW CUCTEMDI

oun.6

OrpaHnyeHne npas nonb3oBaTenen
no sBoay nHopmauum B
NHPOPMALMOHHYIO CUCTEMY

oun.7

KOHTponb TOMHOCTU, MONHOTHLI 1
NpaBUNbHOCTU AaHHbIX, BBOAUMbIX B
MHPOPMALIMOHHYIO CUCTEMY

oun.s

KoHTponb owmnbo4HbIX 4ENCTBUIA
nons3oBaTenen no Beogy u (unu)
nepegade nHopmaumm n
npegynpexaeHue nonb3osartenen 06
OLLUNOOYHBIX ENCTBUAX

X. ObecnevyeHne JOCTYNHOCTU

nHdopmaumm (OAT)

oAT.1

Mcnonb3oBaHe 0TKa30yCTONYMBBIX
TEXHUYECKMX CpeacTB

oAT.2

Pes3epBupoBaHne TEXHUYECKNX
cpeacTs, NPOrpamMMHoOro
obecneyeHus, kaHanoB nepegayv
MHopMauun, cpeactTs obecnedeHuns
PYHKLNOHNPOBaHUSA
NH(OPMALMOHHON CUCTEMBI

oAT.3

KoHTponb 6e30Tka3Horo
PYHKLMOHMPOBAHUSA TEXHNYECKMX
cpeacTs, ObHapyXeHue n
nokanusaumsi oTka3oB

YHKUMOHMPOBAHWS, MPUHATNE Mep

=




MO BOCCTaAHOBIEHMIO OTKa3aBLUNX
CPeACTB U UX TECTUPOBaHUE

oAT.4

lMNepuoanyeckoe pesepBHOE
KonMpoBaHne nHopMaumm Ha
pe3epBHble MalUVMHHbIE HOCUTENU
nHdopmMauunm

1,2

1,3

oAT.5

Ob6ecneyeHne BO3MOXHOCTH
BOCCTaHOBNEHWS UHpopMaLmm ¢
pe3epBHbIX MaLUMHHbIX HOCUTENEN
NHopMauunmn (pe3epBHbIX KONU) B
TeYeHne yCTaHOBIEHHOIroO
BPEMEHHOI0 MHTepBana

4+

OAT.6

Knactepusauunsa nHgpopmalMoHHON
cucTemMbl 1 (UNn) ee CerMeHToB

oaT.7

KoHTporb cocTosiHMA 1 kKadecTBa
npegocTaBneHns yrnornHOMOYEHHbIM
NMLOM BbIYUCTIUTESBHBLIX PECYPCOB
(MoLLHOCTEN), B TOM YKcrie no
nepegade nHpopmaumm

Xl. 3awumTa cpeabl BUpTyanusauum

(3CB)

3CB.1

NoeHTndpukauma n ayteHTumnkaums
CybbeKkToB JOCTYNa U 00BHLEKTOB
AocTyna B BUPTYyanbHOM
NH(pacTpyKType, B TOM Ymcne
aAMWHNCTPATOPOB YrpaBrieHns
cpeacTesaMun BupTyanusaumm

+

H

 —

3CB.2

YnpasneHue JoCTyrnoMm cyObekToB
AocTyna Kk obbektam gocTyna B
BUPTYaribHOM NHAPACTPYKType, B TOM
4yuncne BHYTPU BUPTYyasibHbIX MaLUWH

1,2

1,2

1,2

3CB.3

Peructpauusa cobbiTnin 6e3onacHocTm
B BUPTYyalibHOW MHGPACTPYKTYpe

3CB.4

YnpaBnenue (punbtpauus,
MapLUpyTU3aLUus, KOHTPOIb
coeaHeHWs, O4HOHanpaBneHHas
nepegava) notokamm nHgopmMaumm
MeXay KOMMOHEHTaMn BUPTYyarbHON
NHPPaCTPYKTYpbI, @ TaKkKe Nno
nepuMeTpy BUPTYyanbHON

NHAPACTPYKTYPbI

1,2

3CB.5

[loBepeHHas 3arpy3ka cepBepoB
BMpTyanusauum, BUpTyanbsHomn
MaLnHbl (KOHTEHepa), cepBepoB
ynpaBreHust BUpTyanusaumnem

3CB.6

YnpaBneHne nepemMeLLleHnem
BMPTYanbHbIX MaLlWH (KOHTENHEPOB)
n obpabarbiBaeMbIX Ha HUX AAaHHbIX

H

1,2

3CB.7

KoHTpOnb LenoCTHOCTU BUPTYanbHON
NHAPACTPYKTYPbI N ee KoHurypayum

w

1,3




3CB.8

PesepBHOEe KOnNMpoBaHue OaHHbIX,
pe3epBNpPOBaHMNE TEXHNYECKNX
CpeAacTB, NPorpaMMHOro
obecneyeHuns BUpTyanbHOM
NHPPaCTPYKTYpbI, @ TaKke KaHanos
CBSA3M BHYTPUW BUPTYyasribHON

NHAPACTPYKTYPbI

3CB.9

Peanusauus v ynpaesneHue
aHTUBMPYCHOWN 3aLUnTON B
BUPTYasibHON MHQPACTPYKTYype

H

3CB.10

PasbueHne BupTyanbHOM
NH(PPaCTPYKTYpbl HA CErMEHTbI
(cermeHTUpOBaHMe BUPTyanbHOM
NHPaCTPYKTYpbl) Anst 06paboTku
NHpopmauumn oTaenbHbIM
nonb3oBaTenieMm u (MnNu) rpynnown
nonb3oBartesnien

XIl. 3awmTa TeXHMYEeCKUX cpeacTB

(3TC)

3TCA

3awwmta nHdopmaumm,
obpabaTbiBAEMON TEXHUYECKUMN
CcpeacTBaMu, OT ee YTeYKN Mo
TEXHUYECKMM KaHanam

3TC.2

OpraHusauusi KOHTPONMPYEMOW 30HbI,
B Npegenax KoTopon NOCTOSAHHO
pa3meLLalTCcsa CTaluMoHapHble
TeXHUYecKkue cpeacTea,
obpabaTbiBatoLine nHopmaumio,
cpeacTea 3awmThl MHopmaumm, a
Takke cpeacTea obecneveHns
PYHKLMOHNPOBAHNS

3TC.3

KoHTpornb 1 ynpasneHne punsnyecknm
AOCTYMNOM K TEXHUYECKUM CpeacTBam,
cpeacTBaMm 3alUmTbl MHpopMaLuu,
cpencrteam obecneyeHus
PYHKUNOHUPOBAHWS, a Takke B
NOMELLEHNS N COOPYXKEHUS, B
KOTOPbIX OHM YCTaHOBIIEHbI,
ncKkNYvaroLme
HeCaHKUMOHNPOBAHHbLIN (PU3NYECKUN
A0CTyn K cpeactBam 06paboTku
MHopMauuKn, cpeacTeam 3aluTsl
MHopMaUnKn 1 cpeacrTeam
obecneyeHnsa PyHKLMOHMPOBAHNSA
MHJOPMAaLNOHHOW CUCTEMbI U
NOMELLEHNS N COOPYXEHUS, B
KOTOPbIX OHM YCTaHOBIIEHDI

3TC.4

PasmelleHne yCcTponcTB BbiIBOAA
(oTobBpakeHust) tHdopmauuu,
NCKMYarwLlee ee




HecaHKLI,I/IOHVIpOBaHHbIIZ NnpPoOCMOTP

3TC.5

3aluTa oT BHELLUHUX BO3AENCTBUN
(BO3OENCTBUM OKpYXatoLen cpeapbl,
HeCcTabunbHOCTM ANEKTPOCHABXEHNS,
KOHANLMOHNPOBAHUSA N NHbIX
BHELLIHMX PaKTOpPOB)

Xlll. 3awuTa nHpopMaLMOHHON CUCTEMBI, €e CPeACTB, CUCTEM CBSA3M U Nepenaum

AaHHbIX (S3UC)

31C.1

PasgeneHue B MHpopMaLMOHHOM
cucTeme (PyHKUMI Mo yrnpaBrieHno
(aAMMHUCTPUPOBaAHUIO)
MHPOPMaLMOHHOW CUCTEMOWN,
ynpaBneHunto (agMMHUCTPUPOBAHNIO)
CUCTEMOW 3aLLMTbl MHGOPMAaLUWK,
dyHKUMn No o6paboTke nHpopmaumm
N UHBIX PYHKLMIN MHGOPMALMOHHOM
CUCTEMbI

3nC.2

MpenoTBpalleHne 3aaepXKKku Unm
npepbIBaHUS BbINOMHEHNSI NPOLIECCOB
C BbICOKMM MPUOPUTETOM CO CTOPOHbI
NPOLLECCOB C HNU3KMM NMPUOPUTETOM

31C.3

O6ecneyeHune 3awmTbl MHGPOPMaL MK
OT pacKpbITUsi, MOANDUKALMMN U
HaBs3blBaHWs (BBOA4A NOXHOM
MHopMauun) Npu ee nepegaye
(nogroToBKe k Nnepegadye) nNo kaHanam
CBSA3M, UMEIOLLMM BbIXO 3a Npeaenbl
KOHTPONMPYEMOW 30HbI, B TOM YnCre
6ecnpoBOAHbIM KaHanam CBS3M

3nC.4

ObecnevyeHne ooBEpPEHHbIX kKaHana,
MapLipyTa Mexay agMUHUCTPaTopomM,
nonb3oBaTenem u cpeacTtsamm
3awmTbl MHopmaumm (PYHKLMSMN
6Ge3onacHOCTM CpeacTB 3alnThl
nHdopmauunn)

3nC.5

3anpeT HeCaHKLMOHNPOBAHHOW
yAarneHHOW akTMBauum Bugeokamep,
MUKPOIOHOB U UHbIX NepuepumnHbIX
YCTPOWCTB, KOTOpble MOTyT
aKTMBUPOBATbLCS yaaneHHo, n
onoselleHve nonb3oBaTenen oo
aKTMBaLMW TaKUX YCTPONCTB

H

1,2

3NC.6

lMepenaya v KOHTPOSb LLENTOCTHOCTU
aTpmbyToB 6e3onacHoOCTM (METOK
6e3onacHOCTK), CBA3AHHbIX C
MHopmauuen, npm obmeHe
MHdopMaumnen ¢ NHbIMU
MHPOPMALNOHHBIMN CUCTEMAMM

3nC.7

KOHTpOsb CaHKUMOHMPOBAHHOIO U




UCKMOYEHNE HeCaHKLMOHNPOBAHHOMO
MCMNONb30BaHUSA TEXHOOMIA
MoBUbLHOro koaa, B TOM Ynucne
permcTpaumsi cCobbITUI, CBA3AHHbIX C
MCNONb30BaHNEM TEXHOMOIUI
MOBMMNbLHOrO Koda, X aHanMs u
pearnpoBaHue Ha HapyLLeHus,
CBsi3aHHbIE C MCMNOJIb30BaHNEM
TEXHOMOrMin MOBUINBLHOTO Koaa

1,2

31C.8

KOHTponb CaHKLMOHNPOBAHHOIO U
NCKIMOYEHNe HeCaHKLMOHUPOBaHHOIO
NCMONb30BaHUA TEXHOIOTUI
nepegadv peuu, B TOM Yncre
permcTpauust cobbITUI, CBSI3AHHBIX C
NCMONb30BaHMEM TEXHOIOrmi
nepegadv peuu, ux aHanus u
pearnpoBaHue Ha HapyLLeHus,
CBSI3aHHbl€ C UCMONb30BaHMUEM
TEXHOIOMIn NepeaaYn peym

3nC.9

KOHTpOnb CaHKUMOHMPOBAHHOW U
NCKIMoYEeHE HeCaHKLMOHUPOBAHHOMN
nepegayv BugeonHgopmauum, B TOm
yucne perncrtpauuns cobbiTun,
CBsI3aHHbIX C nepegaven
BUageonHdopmaLmm, Nx aHanms un
pearMpoBaHue Ha HapyLLeHus,
CBsi3aHHble C nepegaden BMaeo
nHdopmMauunm

3nC.10

MoaTBepxaeHne NponcxoXxaeHns
NCTOYHUKA MHpopMaLmK,
nosly4aemomn B npouecce
onpeaeneHnsi CeTeBbIX agpecoB Nno
ceTeBbIM MMEHaM U onpeaeneHns
CETEBbIX MMEH MO CETEBLIM agpecam

3nNC.11

ObecnevyeHne NOASIMHHOCTU CEeTEBbIX
coeauHeHun (ceaHcoB
B3aMMoOencTeuns), B TOM Yncne ans
3aluTbl OT NOAMEHbI CETEBbIX
YCTPOWCTB 1 CEPBUNCOB

|

3nC.12

WcknioyeHrne BO3MOXHOCTU
oTpuLaHns nonb3oBaTtenem dakra
oTnpaBku MHpopMaLMK OpyroMy
nonb3oBaTento

3nC.13

WcknioyeHrne BO3MOXHOCTU
oTpuLaHns nonb3oBaTtenem dakra
nonyyeHust Hcpopmauum oT Apyroro
nonb3oBaTens

3nC.14

Mcnonb3oBaHne yCTpOUCTB
TEepPMUHaNbBHOro JOCTyna ans
obpaboTkn nHbopmauum




3nC.15

3alwmTa apxmBHbIX bannos,
napameTpoB HaCTPOWKU CPeaCTB
3aWwnTbl MHopMaLmn n
nporpaMmHoro obecnevyeHms N UHbIX
AaHHbIX, HE NoAnexalmx USMeHEHNI0
B npouecce 06paboTkm nHpopmaumm

3nC.16

BbisBneHue, aHanus n 6nokmpoBaHune
B MHPOPMAaLMOHHOWN cucTeme
CKPbITbIX KaHanoB nepegayu
MHopMauun B o6xoa
peann3oBaHHbIX Mep 3al1Thbl
WMHopMaunn nnu BHyTPU
paspeLleHHbIX CETEBbLIX NMPOTOKOJIOB

3NC.17

Pa3bneHne nHpopmaumnoHHON
CUCTEMbl Ha CErMEHTbI
(cermeHTMpOBaHUe
MHPOPMALIMOHHOW CUCTEMBI) U
obecneyeHune 3alnTbl NEPUMETPOB
CerMeHToB MHGOPMaLNOHHOM
CUCTEMbI

3nC.18

ObecneyeHune 3arpysku u
NCMNONHEHNSA NPOrPaMmMHOro
obecneyeHnst C MalLNHHbIX
HocuTenen nHpopmaumm, JOCTYMHbIX
TONbKO ANS1 YTEHUS, U KOHTPONb
LeNOCTHOCTM JAHHOro NPOrpamMmMHOro
obecneyeHus

3nC.19

M3onsums npoueccos (BbINOMHEHWE
nporpamMmm) B BblAeneHHon obnactu
namsaTn

3nC.20

3awwmTa 6ecnpoBOAHbBIX COEOUHEHWMN,
NpUMEHsIEMbIX B MHGOPMaLMOHHOM
cucTeme

31nC.21

WckntoyeHne goctyna nonb3oBaTtens
K MHGOOpMaLnK, BOSHUKLLEN B
pesynbTate AeNCcTBUM NpeabiayLero
nonb3oBaTens Yepes peecTpbl,
onepaTtuBHY NaMsTb, BHELUHNE
3anoMuHaroLme yCTpoMCTBa U UHbIE
obLwme ons nonb3oBaTtenen pecypchbl
MHPOPMaALMOHHOW CUCTEMbI

3nC.22

3awuTta NHOPMaLMOHHOM CUCTEMBI
OT yrpo3 6e30nacHOCTU MHGOPMaLMMK,
HanpaBfieHHbIX Ha OTKa3 B
obcnyxMBaHUN MHPOPMALMOHHOWN
CUCTEMbI

3nC.23

3awmTa nepumeTpa (prM3n4ecKnx n
(Mnn) nornyecknx rpaHnL)
MHPOPMALNOHHON CUCTEMBI NpU ee
B3aMMOOENCTBUN C UHBIMU

1,2, 3,
4a, 40,
4B, 5

1,2, 3,
4a, 40,
4B, 4r,




NHOPMAaLMOHHBIMU CUCTEMAMU U
NHOPMaLMOHHO-TENEKOMMYHUKaLMO
HHbIMW CETAMU

4|Du 5= 6,

31C.24

[NpekpalleHne ceTeBbIX COeaUHEHNN
Nno Mx 3aBepLUEHNN U N0 UCTEYEHUMU
3aaHHOro onepaTopoM BPEMEHHOIO
WHTepBasra HeakTMBHOCTU CETEBOIO
coeuHeHus

3nC.25

Vcnonb3oBaHue B MHGOPMaLMOHHOM
CUCTEME UNN ee CerMeHTax
pasnU4YHbIX TMNOB OBLLIECUCTEMHOTO,
NPVKNagHoro 1 cneumansHoro
nporpaMmmHoro obecnevyeHuns
(cosgaHue reteporeHHon cpeapbl)

3NnC.26

Mcnonb3oBaHue nNpuknagHoro u
crneumnanbHOro NPorpaMmMHoOro
obecnevyeHus, MerLLUX
BO3MOXHOCTb (DYHKLIMOHMPOBAHNSA B
cpenax pasnuyHbIX onepaumoHHbIX
cucTeMm

3nC.27

CospgaHue (amynaums) NoXHbIX
NHPOPMALMOHHBIX CUCTEM UNKN NX
KOMMOHEHTOB, NpeAHa3Ha4YeHHbIX Ans
obHapyXeHusi, permctpaumm um
aHanusa 0encTBUA HapyLunTenen B
npoLecce peanu3auum yrpos
6e3onacHoCTM nHopmaumm

3nC.28

BocnpoussegeHne noxHbIxX 1 (Mnu)
CKPbITUE UCTUHHBIX OTAENbHbIX
MHPOPMALIMOHHBIX TEXHONOIMI U
(Mnn) CTPYKTYPHO-PYHKLMOHANbHbIX
XapakTepucTUK MHopMaLMOHHON
CUCTEMbI UNIN €€ CEerMeHTOB,
obecneyunBaroLLiee HaBA3bIBaHNE
HapYyLUMTENO NOXHOMO
npegcraBneHns 06 NCTUHHbIX
MHPOPMALMOHHBIX TEXHONOIMAX U
(MnK) CTPYKTYPHO-(PYHKLMOHAMNBbHbBIX
XapakTepuctmkax HPopMaLNoHHON
CUCTEMbI

3nC.29

MNepeBoa MHOPMALMOHHON CUCTEMbI
UM ee yCTPOMUCTB (KOMMOHEHTOB) B
3apaHee onpefeneHHyo
KOHdUrypaumio, obecneymsaroLLyto
3awmTy nHdopmauuu, B cnyyae
BO3HMKHOBEHMM OTKa30B (cboeB) B
cucTeMe 3almTbl MHopMauuu
MHJOPMaLNOHHOW CUCTEMBI

3nC.30

3aLwmnTa MOOUIbHBIX TEXHUYECKUX
CpeacTB, NPMMEHSEMbIX B




| MHdopMaLWOHHOI cucTeme | | | |

"+" - Mepa 3awuTbl MHGPOPMauMM BKMoYeHa B 6GasoBblM Habop Mep AOns
COOTBETCTBYIOLLEro Kracca 3alMWeHHOCTM WHAOPMALMOHHOW CUCTEMbI W OOJTKHbI
BbINOSTHATLCA TPebOoBaHNA K peanusauun AaHHOW Mepbl 3almTbl MHPOPMaLnN, YKkasaHHble B
pasferne 3 HacTosLwero AoKyMeHTa nog pybpukon "tpeboBaHus Kk peanusauyumn”.

"undppa" nnn "undpa"'dykea" - 4OMKHbI BbINOMHATLCA TPEOOBAHUSA K YCUMNEHUIO AaHHOM
Mepbl 3alnTbl MHOPMaUuK, ykasaHHble B paserie 3 HacTosLWero AoOKyMeHTa B nogpasgene
"TpeboBaHWs K YCUNEHUIO Mepbl 3awmTbl nHdopMaumn”. Lindpbl n 6ykBbl, HE BKIHOYEHHbIE B
Tabnuuy wn ykasaHHble noA pybpukamu "TpeboBaHWA K YCUMNEHU" MPUMEHSAIOTCS Mpu
apgantaumm 6a3oBoro Habopa Mep M yTouHeHUW agantupoBaHHoro 6asosoro Habopa mep, a
Takke npu paspaboTke KOMMEHCUPYHOLLMX Mep 3awuTbl MHpOpMaUun B MHGOPMaLMOHHON
CUCTeMe COOTBETCTBYIOLLErO Krnacca 3aluLLEeHHOCTH.

Mepbl 3awmTbl MHGOPMaLMKM, He OBO3HaYeHHble 3HakoM "+", MpUMEHSATCA npu
aganTtauuun 6asoBoro Habopa mMep M YyTOYHEeHUn aganTupoBaHHOro 6asoBoro Habopa mep, a
Takke nNpu paspaboTke KOMMEHCUPYHOLLMX Mep 3almTbl MHopMauun B MHGOPMaLMOHHOMN
CUCTEeMe COOTBETCTBYIOLLErO Krnacca 3aluLLEeHHOCTH.



