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YBII/IH - yrpo3sl 6€301acHOCTH TEPCOHATBHBIX TAHHBIX

1. TepMuHBI U oNIpeaAeIeHUsI

B HaCTOAICM JOKYMCHTC HMCIIOJIB3YIOTCA  CIACAYIOIHNC TCPMHHBI W HX

OIIpE/ICIICHUSI:
ABTOMATH3HMPOBAaHHASI CHCTEMa - CHCTEMa, COCTOSIIAasl W3 TEpCOHala W
KOMIUIEKCA  CpPEICTB  aBTOMATH3AallMM  €r0  JICATeIbHOCTH,  peaTu3yroIias

MH(POPMAITMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS! YCTAHOBICHHBIX (PYHKIIUM.

AyTeHTH(PUKAIMA OTHPABUTENs] MJAHHBIX - TOJATBEPKICHUE TOrO, YTO
OTIIPABUTEND MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be3omacHOCTh NMEPCOHAJBHBIX JAHHBIX - COCTOSIHHE  3alIUIIEHHOCTH
MEPCOHANIBHBIX  JaHHBIX,  XapaKTEPU3yeMO€  CIOCOOHOCTBHIO  TMOJIb30BaTENeH,
TEXHUYECKUX CpPENCTB 151 MH(pOPMAITMOHHBIX TEXHOJIOTUH obecrne4nTh
KOH(DUIEHIIMAIBHOCTD, 1EIOCTHOCTh U JOCTYMHOCTh MEPCOHAIBHBIX JAHHBIX MPU HX
00paboTke B MH(OOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX IAHHBIX.

BioknpoBaHue MepcOHANBHBIX JAHHBIX - BPEMEHHOE IpeKpaileHue coopa,
CHUCTEMATHU3alluM, HAKOIUIEHHUs, HWCIOJIb30BAHUS, PACHPOCTPAHEHHUS, NEPCOHAIBHBIX
JAHHBIX, B TOM YUCJIE UX MEepEeaayuH.

Bupyc (koMnbHOTEePHBbIl, IPOrPAMMHBINA) - UCIOJIHAEMbBI MMPOrPAMMHBIN KO
WIM  UHTEPIPETHPYEMBIM  HA0Op  WHCTPYKIHM,  oOjagaroumii  CBOMCTBaAMHU
HECAHKIIMOHUPOBAHHOTO PACHPOCTpaHEHUs] U camoBocnpousBeacHus. (Co3naHHbIE
TyOIMKaThl KOMITBIOTEPHOTO BHUpPYCa HE BCEr/la COBMANAIOT C OPUTHHAJIOM, HO
COXPaHSIOT CIIOCOOHOCTD K JalbHEHIIEMY PacpOCTPaHEHUIO U CAMOBOCIIPOU3BEACHHUIO.

Bpenonocnas mporpamma - nporpamma, npeaHa3HauY€HHas Al OCYLIECTBICHHS
HECAHKIIMOHUPOBAHHOTO JOCTYIA U (WJIM) BO3JCUCTBUSI HA NIEPCOHAIBHBIC TAHHBIE WIIH
pecypchbl UHPOPMAITMOHHON CUCTEMbI TTEPCOHANIBHBIX TaHHBIX.

BcnomorartejibHbIe TeXHHYECKHE cpeacrBa M CHCTEMbI - TCEXHHUYCCKHC



CpEICTBAa M CHUCTEMBI, HE MpeAHa3HAuUCHHBIC A Tepenadyn, oOpaboTKM M XpaHEHUs
NEPCOHANBHBIX JIAHHBIX, YCTAaHABIUBAEMbIE COBMECTHO C TEXHMYECKUMHU CPEICTBAMHU U
CHUCTEMaMH, TPETHA3HAUYCHHBIMU i1 OOpabOTKH TEpPCOHANBHBIX JaHHBIX, WU B
MOMEIICHUSIX, B KOTOPBIX YCTAHOBIICHBI WH()OPMAIMOHHBIC CHCTEMBI MEPCOHATHHBIX
JTaHHBIX.

JlocTynn B ONepanMOHHYI0 cpely KoMmnbloTepa (MHGOPMALMOHHOH CHCTEMBbI
NEePCOHANIbHBIX [AHHBIX) - TIOJYYCHHE BO3MOKHOCTU 3allycka Ha BBINOJHEHUE
MTaTHBIX KOMaHJA, (GYHKUHHA, TPOLEAYyp OINEpPalMOHHOM CHUCTEMbl (YHUYTOXEHUS,
KOMUPOBAHUS, IEPEMEILICHUS U T.11.), UCTIOTHAEMBIX (DAIOB MPUKIATHBIX TPOTPAMM.

Joctyn K uH(OpPMAUMH - BO3MOXHOCTh TOJy4eHHS HWHGOpPMAIMM U €e
HCIIOJIb30BaHUS.

3akJiaiouHOe YCTPOMCTBO - 3JIEMEHT CPEACTBa CheMa HMH(OpPMALUHU, CKPBITHO
BHEJIPSIEMbIN  (3aKJIaJbIBAEMBI HMJIM BHOCHMBIN) B MeCTa BO3MOXHOTO CheMa
nHpopmaiuu (B TOM YHUCJIE B OTPaXKJCHHE, KOHCTPYKIIUIO, 000PYIOBaHUE, MPEAMETHI
MHTEpbEpa, TPAHCIIOPTHBIE CPEICTBA, a4 TAKXKE B TEXHUYECKHE CPEICTBA U CHUCTEMBI
00paboTKK MHPOPMALINH).

3amumaemas wuHpopmamuss - uHboOpMalMs, SBIAOWAACA MPEAMETOM
COOCTBEHHOCTU M TOJUIeKAIasi 3alllUTEe B COOTBETCTBUU C TPEOOBAHUSIMHU TMPABOBBIX
JIOKYMEHTOB WJIA TPEOOBaHUSIMU, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM MH(POPMAIIUH.

Nnentudukanusa - mnpucBoeHHe CyObeKTaM U OOBEKTaM  JIOCTyma
uneHTudukaTopa U (WaM) CpaBHEHUE MPEABSIBISIEMOTO HIAEHTH(UKATOpPA C MEpEeYHEM
MIPUCBOCHHBIX UJEHTU(PUKATOPOB.

NudopmaTuBHbII CHUTHAJ - DJIEKTPUYECKHE CUTHAJbI, aKyCTHYECKHE,
AJIEKTPOMAarHuTHHIC U Jpyrue (U3ndecKue MmoJs, mo napaMmerpaM KOTOPBIX MOXKET OBITh
packpbiTa KOoH(DUAeHITMaIpHass nHopMalus (IepcoHalbHbIE JaHHBIE), oOpabdaThiBaeMas
B MH(POPMAITMOHHOM CUCTEME MEPCOHAIBHBIX IAHHBIX.

NudopmanuonHasi cucTeMa NMepcoOHAJbHBIX JAHHBIX - 3TO MH(OpPMaIMOHHAS
CHUCTEMa, TPEACTaBIAIOIIAs COO0M  COBOKYMHOCTh  TMEPCOHAIBHBIX  JaHHBIX,

COZICPIKAIIUXCA B 0aze JaHHBIX, a TaAK¥XKEC HH(lJOpMaI_[I/IOHHBIX TEXHOJOTUH U TEXHUUYCCKUX
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CPEICTB, TO3BOJISIFOIINX OCYIIECTBIATh OOpaOOTKY TaKHX IEPCOHATBHBIX JAHHBIX C
UCIIOJIb30BAaHUEM CPEJICTB aBTOMATHU3AIMHU WIIH 0€3 UCTIOIb30BaHUS TAKUX CPECTB.

NudopmanuoHHbIe TEXHOJOTHHU - TIPOIIECCHI, METO/IBI TIOUCKA, cOOpa, XpaHEHMUS,
00paboOTKHM, TPENOCTABICHUSA,  pACHpOCTpaHEHUsS  HWHPOPMAMK W CIIOCOOBI
OCYIIECTBJICHUS TAKUX MPOIIECCOB U METOJIOB.

HcTounuk yrpo3sl Oe3omacHocTd uHGOPMANUM - CYOBEKT JOCTYIIA,
MaTEepUAIbHBIA ~ OOBEKT WM  (PU3UYECKOE SIBICHHE, SBISIOMIMECS MNPUUYUHON
BO3HMKHOBEHHUS YTPO3bl 0€30MacCHOCTH HH(OPMAITUH.

Konrposupyemasi 30Ha - »3TO TMPOCTPAHCTBO, B KOTOPOM HCKIIFOYEHO
HEKOHTPOJIMpyeMOe TMpeObIBaHUE COTPYJHUKOB U IOCETUTENEW omeparopa U
MMOCTOPOHHUX TPAHCIOPTHBIX, TEXHHYECKUX W UHBIX MaTePUATIbLHBIX CPEICTB.

KonpuaeHunanibHOCT, MEPCOHAIBHBLIX JAHHBIX - 00s3aTelbHOE  JIs
COOJIIO/ICHUS OTEPAaTOPOM I MHBIM TMOJYYUBIIUM JIOCTYN K MEPCOHAIBHBIM JTAHHBIM
JTUIIOM TpeOOBaHWE HE JIONMYyCKAaTh HX paclpocTpaHeHus Oe3 coryacusi cyObeKTa
MEPCOHANIBHBIX TAHHBIX WU HAIMYUS WHOTO 3aKOHHOT'O OCHOBAHUSI.

MexceTeBOM IKpaH - JIOKAIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAJIBHO-
pacripeqieieHHOe MporpaMmMHoe (IporpaMMHO-anmnapaTHOEe) CpeACTBO  (KOMILIEKC),
peanusyroiiee KOHTPOJIb 3a HWH(OpMmaruei, moctynaroneii B HHPOPMAIUOHHYIO
CUCTEMY MEPCOHANBHBIX TAHHBIX M (MJIH) BBIXOASIICH U3 HHPOPMAITMOHHON CHCTEMBI.

Hapymurennr 0e30acHOCTH MEPCOHANBHBIX JAaHHBIX - (uU3MYECKoe IUI,
CIIy4ailHO WM TpeJHAMEPEHHO COBEpINAOINIee JCHCTBUSA, CIEICTBHEM KOTOPBIX
ABJISIETCSl HapyllIeHHe Oe30MacCHOCTU MEePCOHAIBHBIX JAHHBIX MpU HUX 00padoTKe
TEXHUYECKUMHU CPEACTBAMU B MH(DOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX.

HenekgapupoBaHHbIe BO3MOKHOCTH - (YHKIIMOHAJIBHBIC BO3MOYKHOCTH CPEJICTB
BBIYMCIIUTEIILHON TEXHUKH, HE ONMUCAHHBIC WM HE COOTBETCTBYIOIINE OIHMCAHHBIM B
JIOKyMEHTAIIH, Opyd  HUCHOJB30BAaHMM  KOTOPHIX  BO3MOXKHO  HapyIlIeHHE
KOH(HUIECHIIUAIBHOCTH, TIOCTYITHOCTH WJIM IIEJIOCTHOCTH 00OpabaThIiBaeMOi HH(POpMAITUH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKUMOHUPOBAHHBbIC [ACHCTBHUA) -

gocTyn K uHpopManuu wuiaM  AeHcTBUS ¢ MHGpOpMalued, OCYIIECTBISIEMbIE C

4



HapyIICHHUEM YCTAHOBJICHHBIX NpaB W (WJIM) TPaBHI JAOCTYNa K HHQOPMAIUH WIH
JNEUCTBUN C HEW C MPUMEHEHUEM IITaTHBIX CPEICTB MH(POPMAIIMOHHON CUCTEMBI WUIIU
CPEICTB, AaHAJIOTUYHBIX UM TI0 CBOUM (PYHKIHMOHAJIBHOMY TpEAHA3HAUYCHUIO W
TEXHUUYECKUM XapaKTEPUCTHKAM.

Hocurenb nndgopmanum - Gpuznueckoe JUIO WIK MaTepUATbHBIA O0OBEKT, B TOM
yrcie (U3nUecKoe Moje, B KOTOPOM HH(OpMAIKsS HAaXOJUT CBOE OTPaXECHUE B BUJC
CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEHICHUI U MPOIECCOB, KOIMUYECTBEHHBIX
XapaKTEPUCTUK (PU3NYECKUX BETUUHH.

O0paboTka nepcoHAJBLHBIX JAHHBIX - ICUCTBUA (OMEpaIuu) ¢ MePCOHATBHBIMU
JaHHBIMHU, BKJIIOYas cOOp, CHCTEMaTH3allMI0, HAKOIUIEHUE, XpPaHEHUE, YTOUHEHHE
(oOHOBJEHME, UBMEHEHHE ), UCIIOJIB30BAHNE, PACIIPOCTPAHEHUE (B TOM YHCIIE Mepeaady),
00e3/IMunBaHNe, OJOKUPOBAHNUE, YHUUTOXKEHUE TIEPCOHATIBHBIX JaHHBIX.

Omnepatop - rocyaapcTBEHHBIH OpraH, MyHHUIMNAJIbHBIM OpraH, HOPUIXYECKOE
unu  (U3MYECKOE JIMI0, OpraHu3ywIue W (WIM) OCYIIECTBISIOMMNE 00paboTKy
NEPCOHANBHBIX JaHHBIX, a TaKXe ONpEIeNSIoINe LEeNH U CcoJep)KaHue 00paboTKH
MEePCOHANBHBIX JTAaHHBIX.

IlepexBar (MH(poOpManMM) - HENPABOMEPHOE TOJy4YeHHE HMHPOPMALUU C
HCIIOJIb30BaHUEM TEXHUYECKOTO CPEJCTBA, OCYIIECTBISAIONIEr0 OOHApyKEHHE, MIPUEM U
00pabOTKy MH(DPOPMATUBHBIX CUTHAJIOB.

IlepconasibHbIEe JaHHBIE - T100as HH(GOpPMAaLKs, OTHOCALIASCS K ONPENeICHHOMY
WJIM OTIpEJIeTIIEeMOMY Ha OCHOBAaHUHU Takoi mH(opmaiuu ¢puzndeckoMmy Uiy (CyObeKTy
MEPCOHANBHBIX JAaHHBIX), B TOM YHCJIE €ro (Gamuius, UMs, OTYECTBO, JaTa U MECTO
POXKICHHUSI, aJipec, ceMeiHOoe, COIMalIbHOE, UMYIIIECTBEHHOE TOJI0KEHUE, 00pa30BaHue,
npodeccus, T0X0oAbl, Apyras HHPOpMAIHSI.

IMo6ouHbIe 3JIEKTPOMATHUTHBIE U3JIyYeHUS] U HABOAKH - DJICKTPOMArHUTHEIC
U3IIy4CHHUS]  TEXHUYECKHMX  CPEIACTB  00pabOTKM  3ammiiaeMod  uH(opmaruu,
BO3HUKAIOIIME KaK MOOOYHOE SIBICHWE W BBI3BAaHHBIC DJIEKTPUUECKUMH CUTHAJAMH,
JICHCTBYIOLIUMH B UX AJIEKTPUYECKUX U MAarHUTHBIX LEMSX, a TAKXKE dJIEKTPOMAarHUTHbIE

HAaBOJIKH 3THX CUT'HAJIOB Ha TOKOIIPOBOAAIINC JIMHNH, KOHCTPYKIUN U ICIIN MU TAHNUA.
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IMoab30BaTe/ b HHPOPMALNMOHHON CHCTEMbI NMEPCOHAJIBHBIX JAHHBIX - JIUIIO,
ydacTBylomee B (YHKIHMOHUPOBAHUU HWH(POPMAIMOHHOM CHCTEMBI IEPCOHATBHBIX
JAHHBIX WJIM UCTIONB3YIOIIEE PE3YIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHu4eHus A0CTynA - COBOKYITHOCTb paBuI,
pErlaMeHTUPYIOINX MTpaBa J0CTyIa CyObEKTOB JOCTYIA K 00bEKTaM JOCTyIa.

IIporpammHasi 3aKjaJKa - CKpPbITHO BHECEHHBI B MPOrpaMMHOE OOECreueHHE
(GYHKIMOHATBHBIM  OOBEKT, KOTOPBIM TIPU  ONPENEICHHBIX YCIOBHSIX CHOCOOEH
o0ecneunTh HECaHKIMOHMPOBAaHHOE IporpaMMHoe BozneicTBue. I[Iporpammuas
3aKiaZka MOXET OBITh peajnu30BaHa B BHJAE BPEIOHOCHOM NPOrpamMMbl WU
IIPOTrPaMMHOT0 KOJA.

IIporpammHoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/IelCTBHE -
HECaHKIIMOHUPOBAHHOE BO3/IEHCTBUE Ha pecypcbl aBTOMaTU3UPOBAHHOMN
MH(GOPMALIMOHHON CHCTEMBI, OCYLIECTBISIEMOE C MCIOJIb30BAHUEM BPEJOHOCHBIX
Mporpamm.

Pecypc uH(popManMOHHON CHCTEMbI - WMEHOBAHHBIM BJIEMEHT CHCTEMHOIO,
MPUKIAAHOTO WIM annapaTrHoro odecrnedeHus: (PyHKIMOHUPOBAHUS HH(POPMALMOHHON
CUCTEMBI.

CpeacrBa BBIYHCJIUTENIbHOM TEXHUKH - COBOKYNHOCTh IPOIPAMMHBIX U
TEXHUYECKUX DBJIEMEHTOB CHUCTEM OOpabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH
CaMOCTOSTEJIEHO WIIM B COCTABE IPYTUX CHCTEM.

CyOobekT aocryma (Ccy0beKT) - JIMIIO WM TMpolecC, JASHCTBUS KOTOPOIO
pErlaMeHTUPYIOTCS TTpaBUIaMU pa3rpaHUyEHUs JOCTYyIa.

Texnunueckue cpeacrsa HMHPOPMALMOHHOM CHCTEMBbI MEPCOHAJbHBIX
JAHHBIX - CPEJCTBA BBIYMCIHUTEIBHON TEXHUKH, HH(GOPMAIIMOHHO-BBIYUCIUTEIbHBIC
KOMILJIEKCHl M CE€TH, CpEeACTBAa M CHUCTEMbl TNepelaud, IpueMa U 00paboTKu
IIEPCOHAJIBHBIX JAHHBIX (CpEeICTBA W CHUCTEMBI 3BYKO3aIllUCH, 3BYKOYCHJIEHUS,
3BYKOBOCIIPOU3BE/ICHMS, IEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CpEACTBA
U3rOTOBJICHHS, THUPAXXUPOBAHHUS JTOKYMEHTOB M Jpyrue€ TEXHUYECKHE CpEJICTBA
00paboOTKM pedeBol, rpapuueckor, BUAEO- U OYKBEHHO-IM(PPOBON HHOpMamn),
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MIPOrpaMMHBIE CpPEJICTBA (ONEpAlMOHHBIE CHUCTEMBI, CUCTEMBI YIpaBlieHHs Oa3amu
JAHHBIX U T.11.), CPEJICTBA 3AIIUTHI HH(DOPMAIUH.

TexHuyeckuil KaHaJl YTeYKH MHPOPMAUUM - COBOKYIHOCTb HOCHUTENS
uHdpopmarmu  (cpeacTBa  00pabOTKM), (PU3MYECKONW  Cpeabl  pachpOCTpaHCHUS
UH(GQOPMATUBHOTO CHUTHajla M CPEACTB, KOTOPBIMU JOOBIBAETCS  3aluiaemas
uHbOopMaIusl.

Yrpo3sl 0e30MaCHOCTH NMEPCOHAJBHBIX JTAHHBIX - COBOKYIHOCTh YCIIOBHN M
($akTOpOB, CO3AAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIy4ailHOTO,
J0CTyIa K IEPCOHATIBHBIM JTAHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHUUYTOKEHUE,
U3MEHEHUE, OJIOKUPOBaHKE, KOIUPOBAHKE, PACIPOCTPAHEHNE NTEPCOHATIBHBIX JaHHbBIX, a
TaK)K€ MHBIX HECAaHKIIMOHUPOBAHHBIX JEUCTBUI MpU X 00paboTKe B MHPOPMALMOHHOM
CUCTEME NIEPCOHATILHBIX JaHHBIX.

YHUYTOKEHHE NEPCOHAJBHBIX JAaHHBIX - JCHCTBUS, B PE3yJlbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBHUTH COJEP’KAHHUE MEPCOHAIBHBIX JAHHBIX B MH(POPMALMOHHOMN
CUCTEME TNIEPCOHAJIBHBIX JAaHHBIX WJIH B PE3yNbTaTe KOTOPBIX YHHUYTOXKAKOTCS
MaTepuaibHble HOCUTENIH NEPCOHAIBHBIX TaHHbIX.

Yreuka (amumaeMoi) HHPOPMAUMHM 1O TEXHUYECKHUM KaHAJaM -
HEKOHTPOJIUPYEMOE pacnpoCcTpaHeHue HHQPOpPMAIMK OT HOCHUTENs 3allUIIaeMoil
uH(popmanuu yepe3 GU3NUECKYyI0 Cpely A0 TEXHUUECKOTO CPEACTBA, OCYIIECTBIISIFOLIETO
nepexBaT HHPOPMAIIUH.

Ya3BUMOCTD - HEKasi Cl1ab0CTh, KOTOPYIO MOKHO HMCIIOJIb30BATh ISl HAPYIICHUS
CUCTEMBI UJTK COZAEpIKaIlecs B Hell nH(pOpMaITUH.

HenocTHocTh uHpOpMAUMU - COCTOSHUE WHPOPMAIMK, TIPH KOTOPOM
OTCYTCTBYET J1000€ €€ W3MEHEHUE JIMOO M3MEHEHHE OCYIIECTBIISIETCS TOJIbKO

MpeHAMEPEHHO CyOBEKTaMH, UMEIOLIIMMHU Ha HETO MPaBo.

2. O01IMe moJI0KeHus



Hactosmas "ba3oBas momenb yrpo3 0€30MacHOCTH NMEPCOHATBHBIX TaHHBIX TMPHU
ux 00paboTke B MH(GOPMAIIMOHHBIX CUCTEMaX MEepCOHANbHBIX JaHHBIX" (nanee - Mojaenb
yIpo3) COZIEPKUT CUCTEMaTU3UPOBAHHBIN EpPEYECHb yrpo3
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX npu 150, 00paboTke B
MH(OPMAIIMOHHBIX CUCTEMaX MMEPCOHAIBHBIX IAaHHBIX. OJTH  yIpo3bl  OOYCIOBIJICHBI
NpeIHAMEPEHHBIMH WM HENpeAHAMEPEHHBIMU  JIEHCTBUSMHU  (PU3MYECKHX  JIHII,
NEUCTBUAMM  3apyOCKHBIX  CHEICIYX 0 WIM  opraHu3zanuii (B TOM  4YHCIEe
TEPPOPUCTUYECKHUX), a TaKXKe KPUMHMHAJIbHBIX TPYNIUPOBOK, CO3JAIOLIUX YCIOBUS
(IpeAnoChIIKK) AJI HApyLIeHUs] 0€30MacHOCTH NepcoHanbHbIX AaHHbIX (I1/]H), koTOpoe
BEJIET K ylIepOy *U3HEHHO Ba)KHBIX UHTEPECOB JIMYHOCTH, OOILLECTBA U TOCYJapCTBA.

Mopnenb yrpo3 COAEpKUT €IMHbIE MCXOJHbIE JaHHBIE MO yrpo3aM 0e30MacHOCTU
MEPCOHANIBHBIX ~ JIaHHBIX, O00pa0aThiBa€MbIX B  HMH(POPMALMOHHBIX  CHCTEMAX
nepcoHanbHbIX JaHHbIX (UCII/IH), cBSI3aHHBIM:

c nepexBaroM (cbemoM) II/lH MmO TEXHHMYECKMM KaHajaM C LeJIbl0 HX
KOIMPOBAHUS WIM HEMPAaBOMEPHOT'O PaCIPOCTPAHEHHUS];

C HECAaHKLIMOHUPOBAaHHBIM, B TOM 4HCIIEe ciaydaiHbeiM, goctynom B MCIIIH ¢
LEIbI0 WM3MEHEHHUs, KOMHUPOBAHUSA, HEMpPaBOMEpPHOro pacnpoctpanenus I[IJ[H wnm
JIECTPYKTUBHBIX Bo3zaeicTBuil Ha anemMeHThl CII/IH u obpabareiBaembix B HUX [1JIH ¢
UCIIOJIb30BAHUEM MPOTPAMMHBIX UM MPOTrpaMMHO-aNNapaTHbIX CPEACTB C  LEJbIO
YHUYTOXEHUS Wi 6mokuposanus [1/1H.

Mopnens yrpo3 sBISETCS METOJWYECKHM JIOKYMEHTOM W IIpeJHAa3HadyeHa Ui
roCyJAapCTBEHHBIX U MYHUIIUIIAJIBHBIX OPraHOB, OPUANYECKUX U (W) PUINYECKUX JTUI]
(mamee - omepaTropoB), OPTAHU3YIOMIMX W (WJIK) OCYIIECTBIsIOMMX oOpaborky [1/1H, a
TaK)Ke ONpeNesomux Ueau u cojepkanue oOpadotku I[I/[H, 3aka3uukoB u
pa3zpabotunkoB MCIIJIn u ux noacucteM. C npumeHeHneM Mojieau yrpo3 pemaroTcs
CIIEAYIOIIUE 3a1a4u:

pa3paboTka 4yacTHBIX Mojener yrpo3 0e3omnacHoctu [1In B konkpetHbix UCIIIx
C YYETOM UX Ha3HAYEHUs, YCIOBUN U 0coOeHHOCTEN (DYHKIIMOHUPOBAHMS;

ananmu3 3ammmenHoctd HWCII[ln ot yrpo3 Oesomacuoctu IIJlH B xo0me
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OpraHU3alliy U BBIMOJHEHUS paboT 1o odecnevueHuto 0ezonacHoctu [1/1H;

pa3pabotka cucteMbl 3amuThl [I/lH, oOecneunBarome HEHTpaIM3aLUIO
MPEANoaraéMbplX yrpo3 C MCHOJIB30BAHUEM METOJI0OB U crnocoOoB 3ammTel [1J[H,
MPEIYyCMOTPEHHBIX JIsl COOTBETCTBYIOMIEro Kiacca UCIT/IH;

MIPOBEIECHUE MEpONPUATHUH, HaIlpaBJICHHBIX Ha peAOTBPAIICHUE
HECAHKIMOHUPOBAHHOTO Aoctyna K [I/In u (unm) mepepaun vX JulaM, HE HUMEIOIINM
paBa J0CTyMNa K Takoi nHhopMaIny;

HEJIONYIIEHUE BO3AecTBUA Ha TexHuueckue cpencrBa WMCII[AH, B pesynbrare
KOTOPOTO MOXKET OBITh HAPYIIEHO UX (YHKIITMOHUPOBAHUE;

KOHTPOJIb 00€CTIeueHUs YPOBHS 3aIUIIIEHHOCTH NIEPCOHATBHBIX JAHHBIX.

B Mogaenun yrpo3 nano o6o6menHoe onucanne MCII/IH kak 0OBEKTOB 3aIUTHI,
BO3MOXKHBIX HMCTOYHHKOB YIPO3bl 0€30MacHOCTH MepcoHANbHBIX JaHHBIX (YBIIIH),
oCHOBHbIX KilaccoB ys3Bumocter WCII/IH, BO3MOXHBIX BHUAOB JI€CTPYKTHBHBIX
Bo3jeiicTBuil Ha [1/[H, a Tak)Ke OCHOBHBIX CITIOCOOOB UX peaTu3aliu.

VYrpo3sl 6e3onacHoctu [1/IH, oOpabGareiBaembix B MCII/IH, comepkamuecss B
HacTosmer Mojenu yrpo3, MOTYT YTOUHSITBCS U JOTIOJHSITHCA MO MEpE BBISBICHUS
HOBBIX HMCTOYHMKOB YIPO3, Pa3BUTHSI CIOCOOOB W cpeAcTB peanuzaruu YBIIIn B
NCIIJH. Buecenue nsmenennit B Mogens yrpo3 ocyuectsisiercs @CTIOK Poccun B

YCTaHAaBJINBACMOM IIOPAIKE.

3. Knaccupukanusi yrpo3 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX

CoctaB u coxepxanue YDBIIJ[H omnpenenseTcss COBOKYNHOCTBIO YCIOBUU U
(akTOpoOB, CO3AAOUIMX OMACHOCTh HECAHKIMOHHUPOBAHHOI'O, B TOM YHKCJE CIy4anlHOTO,
nocryna K I1/1H.

COBOKYITHOCTh ~ TakuX ycloBUHW u  GakTopoB (opmMupyercs ¢ ydeToM
XapaKTEPUCTHUK NCII/]H, CBONCTB cpeabl (myTn) pacrpoCTpaHeHUs

MH(OPMATUBHBIX CUTHAJIOB, COJIEpKALLUX 3aIMIaeMyto HH(popMaluio, u



BO3MOKHOCTEI UICTOYHUKOB YTPO3BbI.

K xapakrepuctukam WCII[IH, oOycnoBiauBaronuM Bo3HuKHOBeHHEe Y BIIJIH,
MOXHO OTHECTH Kareroputo u o0bem obOpadarbiBaeMbix B MCII/IH mepcoHambHBIX
nanHblX, ctpykTypy UCIIH, Hammuue nogkmouennid MCII/IH k ceTsaM cBsizu oOniero
MOJIb30BaHUS W (WJIM) CeTIM MEXAYHapOJHOro HH(OpPMAIMOHHOTO OOMEHa,
XapaKTEepUCTHKU ToncucteMmbl Oe3omacHoctn [1J[H, oOpabGarepiBaembix B HWCII/IH,
peXUMBl 00pabOTKH MEPCOHATBHBIX JAHHBIX, PEXKUMBl pa3TpaHUYCHHS MpaB JIOCTYIIa
nosib3oBateneit MCIIJIH, MECTOHAX0XIEHHE M YCIOBHS PA3MELIEHUS TEXHUYECKHUX
cpencts UCII/IH.

Uudopmarnmonnsie cucrembl [IJ[H mpeacTtaBisitor coO0M  COBOKYMHOCTB
MH(POPMAITMOHHBIX u IPOrpaMMHO-aNnapaTHbBIX AJIEMEHTOB, a TaKXKe
MH()OPMAIIMOHHBIX TEXHOJIOTUH, IPUMEHSIEMBIX ITpH 00padoTke [1/1H.

OcnoBHbiMHU 251eMeHTamMu UCIT/IH sBisitoTCS:

NEPCOHANIbHBIE JITaHHbIE, cojeprKaluecs B 0a3ax JaHHBIX, KAK COBOKYIHOCTb
uHdopmaiuu u ee Hocutenel, ucnoib3yeMbix B UCII/IH;

MH(OPMAIMOHHBIE TEXHOJOTUHU, TpUMEHsieMble pu o0padoTke [1]1H;

TeXHUYECKUE CpeACTBa, ocyulecTBiswonme o60padotky IIJI[H  (cpenctBa
BBIYMCIIUTEILHON TEXHUKH, WH()OPMAIMOHHO-BBIYUCIUTEIIbHBIE KOMIUIEKCHl U CETH,
CpelcTBa M CHUCTEMbl Iepenauu, npuema u obpadotku IIJIH, cpencTtBa m cuCTEMbI
3BYKO3aIINCH, 3BYKOYCHUJICHUS, 3BYKOBOCIIPOU3BE/ICHHS], IIEPETOBOPHBIE "
TEJIEBU3UOHHbBIE YCTPOWCTBA, CPEICTBA MU3TOTOBJIEHUS, TUPAKUPOBAHUS JIOKYMEHTOB U
Jpyryue TEXHUYECKHUE CpeacTBa 00pabOTKHU pedyeBol, rpaduueckoi, Buaeo- U OyKBEHHO-
nudpopoit nHbopmarun) (ganee - rexunueckue cpeacrsa UCII/Ix);

porpaMMHBIE€ CpecTBa (OnepaliOHHbIE CUCTEMbI, CUCTEMBI yIIPaBJICHUs OazaMu
JAHHBIX U T.11.);

CpeIiCTBa 3alUThl HH(OPMAITUH;

BCIIOMOTaTeNIbHbIC TeXHUUecKkue cpeactBa U cuctembl (BTCC) -  TexHuueckue
CpeICTBa U CUCTEMbI, X KOMMYHUKAIIUHU, HE MpeaHa3HaueHHble st oopadotku [1/1H,

HO pa3MelleHHblE B MOMEUICHHSX (Jajnee - CIyXKeOHble MOMEIIEHHsS), B KOTOPBIX
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pacnonoxensl MCII[IH, ux TexHWYecKue CpeacTBa (pazIU4HOrO poja TenedOHHbIE
CPEACTBA W CHUCTEMBI, CpPEICTBA BBIUHMCIHUTEIBHON TEXHUKH, CPEICTBA M CHCTEMBI
nepeayu TaHHbIX B CUCTEME PAIMOCBSI3H, CPEACTBA U CUCTEMbI OXPAHHOUN U MOKapHOU
CUTHAJIN3ALIMU, CPEACTBA M CHUCTEMBI OINOBEHICHHWS W CUTHAJIM3ALUU, KOHTPOJBHO-
U3MEPUTENbHAS allaparypa, CPeICTBA U CUCTEMbl KOHIWLIHMOHUPOBAHUS, CPEACTBA U
CUCTEMbI TPOBOJHON PATUOTPAHCIISIIIMOHHON CETH U MpUEeMa MporpamMM paJroBEIIaHus
U TEIEBUACHUSA, CPEICTBA DJIECKTPOHHOW OPITEXHUKH, CpPEACTBA M  CHUCTEMBI
ANEKTPOYACOPUKALIHH).

CpoiictBa cpenpl (myTH) pacnpocTpaHeHUss HWH(OPMATHBHBIX CUTHAJIOB,
coJiepKallluX 3allUIIaeMyl0 HHGOPMAIMIO, XapaKTepU3YyIOTCs BUIAOM (PU3NYECKON
cpenpl, B KOTOpou pacnpoctpanstores [1/1H, u onpenenstorcs mpu OLEHKE BO3MOKHOCTH
peamm3anuu Y BII/H.

Bo3moxuoctn ncrounukoB YBII/IH 00ycioBiIeHBI COBOKYIMHOCTBIO CIOCOOOB
HECAHKIIMOHUPOBAHHOTO U (MJu) ciaydaitHoro goctymna K IIJ[H, B pe3ynbraTe KOTOPOro
BO3MOXKHO  HapylleHHe KOH(QUIEHIMATBHOCTH  (KOMUPOBAHHE, HEMPAaBOMEPHOE
pacrpocTpaHeHue), IEJOCTHOCTH (YHUUTOXKEHUE, HW3MEHEHHME) U  JOCTYIMHOCTH
(6noxkupoBanue) [1/1H.

VYrpo3za Oezomacnoctu [IlH peamusyercs B pesyibTaTe oOpa3oBaHUs KaHala
peanuzaruu YBII[H MeX Ty HCTOYHUKOM YIpo3bl U HocuTeneM (uctounukoMm) I1/1H, uto
co3JlaeT yCJIOBHUA Il HapymieHus Oe3omacHocTu II/[H (HecaHKIIMOHWPOBAHHBIA HIIH
CIIy4allHbIN TOCTYII).

OCHOBHBIMU 3JIeMeHTaMU KaHama peanusanun Y BI1/IH (pucyHok 1) sBasiroTCs:

uctounuk YBIIJIH - cyObekT, MaTeprabHBI O0BEKT WK (PU3HUECKOE SIBJICHHE,
co3naromue YBbIIJIH;

cpena (myth) pactipoctpaHenus [1/[H win Bo3aecTBU, B KOTOpOoH (U3UYECKOE
0JI€, CUTHAJ, IaHHBIE WU MPOrPAMMBbI MOTYT PACIPOCTPAHATHCS U BO3AEHCTBOBATh HA
3aluIaemMble CBONCTBA (KOH(GUICHIIMATBHOCTh, IIEJI0OCTHOCTD, 10CTYNMHOCTD) [1/1H;

Hocutenb [1JIH - pusmyeckoe MU0 WM MaTEPUAIBHBIA OOBEKT, B TOM YHCIIC

¢buszmdeckoe mojie, B koTopoMm IIJ[H HaxomsT cBoe OTpaK€HHWE B BHJE CHUMBOJIOB,
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O6pa3OB, CHUI'HAJIOB, TCXHHNYCCKUX pemeHHﬁ h  [IponecCoB, KOJIMYCCTBCHHLIX

XApaKTCPHUCTHUK (1)H3H‘I€CKI/IX BCIINYHH.

| | | Cpena pacnpocrpanenus | |

| VICTOUHUK | | I[IIH 1 BOBIOEMCTBUN | |
|

|yrp03 6e30naCHOCTM|—<—>-| [TpreMHMK |—<—>| Hocurens IIIH
|

| I0u | | MHOOPMAaTUBHOTO CHUI'HaJjJa | |
|

| | | [lepenaTumk | |

| BO3IEMCTBYNIETO CHUI'HAJa |

Pucynok 1. O000meHHasi cxeMa KaHaJIa Peajin3aluu yrpo3 0e30nacHoOCTH NEePCOHATBLHBIX JaHHBIX

Hocuremu I1JIn MoryT conepsxath HHGOpPMAIINIO, PEICTABICHHYIO B CJICTYIOITUX
BUAAX:

akyctuueckas (peueBasi) unopmarusi (PU1), comeprkaiascsi HEMOCPEICTBEHHO B
npousHocumoii peun moas3oBarens WCII[H npu ocymectBieHnd uM  (QyHKITUH
rojocoBoro BBoaa I[I/ln B WCII[JH, nubo Bocmpou3BoauMasl aKyCTHUYECKHUMU
cpenctBamu UCIIIH (ecnu Takue GyHKIMH TPETYCMOTPEHBI TEXHOJIOTHEH 00pabOTKH
[1/IH), a Takxe comepxkaasics B 3JEKTPOMAarHUTHBIX MOJISIX U SJIEKTPUUYECKUX CUTHAJaX,
KOTOPBIC BO3HUKAIOT 3a CUET MpeoOpa3oBaHUl aKyCTHYECKONU HH(pOpMAITUH;

BunoBas mHpopmarus (BU), mpencraBinenHas B BUIE TEKCTa U HM300paKCHHIM
Pa3JIMYHBIX YCTPOMCTB OTOOpakeHUsI HHPOPMAITUU CPEICTB BHIUUCIUTEIILHON TEXHUKH,

I/IH(i)OpMaL[I/IOHHO-BBI‘{I/ICJ'II/ITCJ'H:HBIX KOMILIICKCOB, TCXHHUYCCKHUX CPCIACTB O6pa6OTKI/I
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rpadgudeckoit, BUACO- U OyKBEHHO-IM(POBOH wWHOOpPMAINK, BXOIAINIAX B COCTaB
NCIIH;

uHdopmarusi, oOpabateiBacmas (uupkynmpytomas) B MWCIIJln, B Buze
AIEKTPUUYECKUX, DIICKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

nHdopmarnus, oopadareiBacmas B MCII/IH, npencrabienHas B Bujae Out, Oair,
(halIoB M IPYTUX JIOTHYECKUX CTPYKTYP.

B wnensax dopmupoBanus cucremarusupoBaHHoro mnepedyHs YBIIJIH npu ux
ob6pabotke B UCIIJIH u pa3paboTke Ha MX OCHOBE YaCTHBIX MOjIENIel MPUMEHHUTEIHLHO K
koHKpeTHOMy Buay WMCIIJIH yrpo3sl KiaccuUUUpPYIOTCI B COOTBETCTBHUH CO
CIICAYIONIMMHU NPU3HAKAMHU (PUCYHOK 2):

no Buay 3amuiaemon ot YBII[IH nndopmanmu, conepxanieit [1/1H;

110 BUJaM BO3MOXKHBIX UCTOYHMKOB Y BIIJIH;

no tunty MUCII/IH, Ha koTOpbIE HanpasiieHa peanu3anus Y BI1/IH;

o cnocoOy peanuzauuu Y bI1JIH;

Mo BUJY HapyIIaeMoro cBOMCTBa HMH(opMaiuu (BUIY HECAHKIIMOHUPOBAHHBIX
nencTBuil, ocyuiectBisieMbix ¢ [1J[H);

10 UCITOJIB3YEMOM YS3BUMOCTH;

110 00BEKTY BO3/ICHCTBUSI.

[To Bumam BO3MOXHBIX MCTOYHHMKOB YDBII/IH BBIAEISIOTCS CIEAYIOIINAE KIIACCHI
yIpos:

YIPO3bl, CBA3AaHHBIE C TPEAHAMEPEHHBIMU WJIM HETIPEIHAMEPEHHBIMU JIEUCTBUSMHU
muu, nMmeromux goctyn k MCII/IH, Bxmrouas nosb3oBarenend MCII/IH, peanm3yromux
yrpo3sl HenocpenctBeHHO B UCII/{H (BHYTpeHHUI HAPYIIUTEND);

YIPO3bl, CBA3aHHBIE C TPEAHAMEPEHHBIMU WJIM HETIPEITHAMEPEHHBIMU JICUCTBUSIMHU
mun, He uMeronux gocryna k UCIIIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBS3U
o01ero mosb30BaHUsl W (WJIHM) CETEH MEXIyHapOJHOTO HWH(POPMAIMOHHOTO OOMEHa
(BHEUIHUI HAPYIIUTEb).

Kpome Toro, yrpo3sl MOTYyT BO3HHMKATh B pPe3yJbTaTe€ BHEAPEHHS anlapaTHBIX

3aKJ1a/10K U BPEJOHOCHBIX MPOTPaAMM.
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[To Tuny MCII/IH, Ha koTopble HampaBieHa peamu3auus YBIIJIH, BbIaenstoTcs
CJIEIYIOLIUE KIIACChI YIPO3:

yrpo3bl 6e3onacHocTH [1/1H, oO6pabaTteiBaembix B MCIIJIH Ha Ga3e aBTOHOMHOTO
aBTOMAaTH3MpOBaHHOTO pabodero mecra (APM);

yrpo3bl Oe3zomacHoctu [IJ[H, oOpabGatsiBaembix B HWCII[In Ha 06aze APM,
MOJKIIIOUEHHOTO K CeTH OOIero Tmojib30BaHUsA (K CETH  MEXIYyHapOJIHOTO
nH(}popMaIMoHHOTO 0OMEHa);

yrpo3bl Oe3zomnacHoctu [1JIH, oOpabarsiBaembix B MCII[IH Ha 6a3e JIOKaIbHBIX
MH()OPMAIIMOHHBIX CHUCTEM O€3 MOJKIIOYEHHs K CEeTH OOIIEro Mosib30BaHUs (K CETH
MEXyHapOAHOT0 HH(POPMAIIMOHHOTO OOMEHA);

yrpo3bl O0e3onacHoctu [1J[H, oOpadarsiBaembix B MCII/IH Ha 0a3ze JOKaJIbHBIX
WH(POPMAIMOHHBIX CHCTEM C TOJKIIOUYEHHEM K CETH OOIIer0 MOJb30BaHUS (K CETH
MEXyHapOAHOT0 HH(POPMAITMOHHOTO OOMEHA);

yrpo3bl  Oe3omacHoctu II/IH, oOpaGateiBaemMbix B UWCII[IH Ha 0Oaze
pacnpesieieHHbIX HH(GOPMAlMOHHBIX CUCTEM O0€3 TMOAKIIYEHHUS K CEeTH OOLIero

MOJIb30BaHUs (K CETU MEXAYHAPOIHOTO MH(DOPMAIMOHHOTO 0OMEHA);

Mo enay saumuaemoil o VBATa nndopraun, conepaaneii LAn

Vrposu PH ] ; Vepose BH ] [ Vroser nnopaitin, copacateizactol 5 TCOM | VTpo3l AHgopmMaLus, obpadatwizacoii 8 AT |
1lo Buxam BO3IMOMKHBIX HCTOUHNKOB YBILINn .
: _ ; N
CosnapaehiLie 1apyLiTeney Co3napaemLie annapaTHoR [ L"ma‘”‘f""o‘:‘e o mocHb J
(u3uvecknm nunom} 3aK1KOH po!p:

- TPOrpaMMHoli 3aKAAAKOH. nporpaMMou THa TPOAHCKHI KOKE™ ‘

[ CoAnaRaEE BHY TPEHHHNM | Cozjtaraeibie RCTPOSHHOM J

! 3aknankoii
| Hapywmrenem ;i S - e NPOrPAMMHbIM BHPYCOM ]
Co3RaBAEMBIE BHEUIHNM ) i. | CosaabaeMble aBTOHOMHOH — — - ]
HapywuTEIeM | zaxnazkod BPCIOHOCHOH MPOrPAMMOL. PACIPOCTPARAIOLCHCA MO CCTH (CCTCBBIM HCPBEM)
APYFHMU BPEIOHOCHBLIMH NPOCPAMMAME, NPEAHAIHAYENNBIMY AN
ocymecnmemm IIC)J (nonGopa naponek, ¥aaneulloro Ioctyna 1 ap.)
Tlo BEAY HApYWaemoro caoiicTBa und: (8uay T X ueucraun OCYLIECTRANEMEIX € IlLlH]
[ Y rpoiel KORPMACHLMAIBHOCT] (YTCHKN, ICPCXBATA, ChEMA. ‘ Vrposbt LEenoCTHOCTH ()TpaTbl YIUMUTORKEUH, ‘ Yrpo3s AOCTYMHOCTH ’

i KOTIHPOBAHWS, XMILENNA, pasrnallenns) HHPOpMaLnH Moandukaums) urdopmaumn (6n0KMpoBatIiL) HHDOPMALILH

o runy HCTTy, na koropwic nanpasaena pea.usauns YBTITn

Yrpo3ul Gesonactocti [1/10, 08padaThiBagMLIN B
UCTIu Ha Gase pacrpeneieHnbIX
HHOOPMAIMOHHBIX CHCTEM (C IIOTKIEOUEHHEM,

Vipoip esonacnocty [N, o6padaTLiBagMLIX B
UCTT/TH na §a3e N0KaAILHOH BuI4UCINTe ILHOH
CeTH (€ NOAKIFOYEHHEN 11 63 HOIKIOUEHHS K

Yrposw 6e3ouacHocTi [1IH,
oGpadarpiaemsrx B HCTTH Ha Gaze APM (¢
HO;UCTIONCHUEM 11 563 MOAKMOMERNS K

BBIYHCANTENbHOT ceTh) PacnpeseNeHHON RbIMUCIHTENLHOM ceTh) | | 6e3 noikrrouenna k cetit ofiinero nosn3oRasHuA)
Mo cuocoBam pea.mauun VBILIn
- - h
l Vrposbl cneumansiibix Boznehcrsuli na UCIM o : Y pmn HCJ1 8 UCTT/TH ’ ‘ Yrpoasl yTedkn uagopMauim no
— i TEXHHUHUECKHM KdHANIAM

—{ Mexanniieckoro posneicTsia VIPost, peaTHayebic ¢ npHMenenHem
~ [ XWMITECKOTO BO3ACHCTRH] SACKTPMECCKIMI: HPOIPAMMILIX CPEACTB ONEPAUHONHOH CHCTEMBI l 1O PATMOKAHATY

- [aKyCTHHECKOTO B Biozncﬁcrmm : . AMOyIBCaMi Yrpossl yteaky PU

[ nosnexrpnueckomy xanany
;

i
——{Bnomoruueckoro Bo3neHcTEMA 3NEKTPOMATHHTHBIMK
i

M3V UEHHAMH 110 OUTHYECKOMY Kanany

YTpOskl, pearsyemLIe C NPHMEHEHHEM —
cneunankio paspadoTaiuloro 11C ;- Yrposmsl yTeuku BU
. i s
lcTBnd TIO aKyCTAMCCKOMY —_————-
TEPMIYECKOTO BO3ENCTRYA Mamnmbm Tlo1em VTpO3bl, PEAT3YCMBLE C npnmcncnucm Buopag MOHHOMY) KaHamy . . Yrpost yTeuku
urgopMaNI Mo kKaHarav

3 BPEAOHOCHBIX TTPOTPa
«{3 ERTPOMATHHTHOTO No CMelaniiLIM E
BOINCHCTRM N (MapaMETPUHECKUM) KAHATAN TI9MUH

110 nenoabiyenoii yRiBnvocTn
C ucnonb3opaHuenM C ncnonk30RaHHEM € uenonk3oRaHHEM € MCToMs30RAHUEM YA3BUMOCTEI,
YAIBUMOCTH, BLIBAINIOH YA3BHMOCTE i IPOTOKONOB YA3BIMOCTH, BLI3BAIHOMN OGYCTORMBAIOUEAX HATIHE ‘ C HCnoIB30BAHMEM

€ veroh30RaHHEM
YHIBUMOCTH

C uenoTe30BaHHeM

YHBBMOCTI i

HABYHEM B CeTeBOro B3aHMONeiicTaus 1 M OpI KAHANOB YTEUKH yazsumocted C3H

., * 1
cucrenuoro TG apuraroro [10 ANMnapaTHot 3aKAaTKH KaHanos nepeaadn AannLix ‘ T3Wor HCA imiopmalnm
Mo o6neKTy BO3ACHiCTBUR
P . Yb11jlB, 0GpadaThIBaeMbIX B BLLICICHHBIX | VYBI11#. nepe1aBaeMbIx Vrpo3p! NPHITAAHBIM NPOrPAMMEM, VFPWN CHCTCMHOMY
’ YBIIAH, obpadatbiBacMbIx Ha APM J TCXHUICCKUX CPCACTBAX 05padoTku 110 CETAM CBA3M {IPCAHAIHAYERHBIM AT PAGOTE ¢ l'U'LH ”g obecnetipaoLIeMy
- [y N— il s )uxm«olmponalme
—{ Ha OTHY! /kudemm\ HOCHTENAX an)cpMauma ‘ Ha npuurepa. nnoTTepax, ____ YBITu 0pu nepeaaye CHrHaIos
CPAONOCTPOHTCAAX M T.0. 10 AMUHUAM CBA3H

ﬁ{ Ha BCTPOEHHBIX HOCHTEIAX qo-xroapuuuﬂoro XpancHua nrdopyatun 1

Ha BbIHOCHBIX TEPMHNATAX, { VBII/IH npu 08padoTke nakeTos B
— B cpenctax 06paGoTKit U XPAHCHIA ONEPaTHBHON HHpopMaLmu i MOHHTOPAX, BHACOIIPOEKTOPaXx | KOMMYHIKAIUMOHHAIN INeMEHTaX
= 3 — — HHQOPMAITHOHHC-
B cpeacTeax (noprax} BBOAA (Be80.1a) HHGOPMALIH B cpeucrsax 3By KOYCHICHHUA, ‘ TENEROMMYHAKAIHORHRIX CHCTEM

3By KOBOCMPOH3IRETCHIS
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"Pucynok 2. Kinaccupukanusi yrpo3 6€30nacHOCTH NePCOHATbHBIX TaHHBIX"

Knaccuduxanuys yrpo3 6€30MacHOCTH NEepCOHATBHBIX JTAaHHBIX, 00padaThIBaeMbIX
B MH(DOPMAIMOHHBIX CHUCTEMaxX IMEPCOHAIBHBIX JIaHHBIX Yrpo3bl Oe3omacHocTH [1JH,
obpabarteiBaembix B MCII/IH Ha 0a3e pacmpeieieHHbIX WH(POPMAIIMOHHBIX CHCTEM C
MOAKIIOYEHUEM K CeTH OOlero moJyib30BaHWs (K CETH  MEXIYHapOJHOTO
MH(POPMALIMOHHOTO 0OMEHA).

ITo crtoco6am peanmm3atiuu Y BITJIH BBIIETSAIOTCS CEAYIONTNE KIIaCChl yIPO3:

yrpo3bl, cBsizanHble ¢ HCJI k ITJIH (B TOM umciie yrpo3bl BHEAPEHHS BPEIOHOCHBIX
porpamm);

yrpo3bl yreuku [1J[H Mo TexHuueckuM KaHajaaM yTeukyd WHPpOopMaIluy;

yTpO3bI crienuanbHbIX BosaencTeuil Ha UCIT/IH.

[Io BuAy HECAaHKIIMOHMPOBAHHBIX JIEMCTBUN, oOcylecTBiassemblx ¢ I1/IH,
BBIJICJISIFOTCS CIIEYIOIIUE KJIACCHI YTPO3:

YIPO3bl, IPUBOJIAIINE K HAPYIICHUIO KOHpUAeHIHAIbHOCTH [1JIH (KomupoBaHUIO
WM HECAHKIIMOHWPOBAHHOMY PACHPOCTPAHECHUIO), TpPU peaIM3allud KOTOPBIX HE
OCYILIECTBIISIETCS HEMOCPEICTBEHHOTO BO3/ICHCTBUSI Ha CoJiepKaHue UHPOpMaIUK;

YIpO3bl, MPUBOJSIINE K HECAHKIMOHUPOBAHHOMY, B TOM YHCIIE CIIyYalHOMY,
BO3JICHCTBUIO HAa CoOjiepkaHHe MHGOpPMAIUU, B Pe3yJbTaTe KOTOPOIrO OCYIIECTBISETCS
n3MeHenue [1/IH nnm ux yHu4TOXKEeHue;

YIpO3bl, MPUBOJSIIAE K HECAHKIMOHUPOBAHHOMY, B TOM YHCIIE CIIy4alHOMY,
BO3JCMCTBUI0 HA NPOTrpaMMHBIE WM IporpaMMHo-annapaTtHeie sneMeHTsl MCII/H, B
pe3ynbTaTe KOTOPOTo OcyliecTBisieTcs 6mokupoanue [1]1H.

[To ucnonb3yemMoil ysI3BUMOCTH BBIJICIISIFOTCS CIAEIYIOIINE KIIACCHI YTPO3:

YIPO3bl, PEATU3YEMBbIE C UCMOJIb30BAaHUEM YSI3BUMOCTH cucteMHoro [10;

YIPO3bl, pEATU3yEMbIE C UCTIOIB30BAaHUEM YS3BUMOCTH npukiaagHoro [10;

YIpO3bl, BO3HUKAIONIME B PE3YJIbTATE HMCIOJIB30BAHUS YS3BUMOCTH, BBI3BAaHHOM
HanmnureM B AC anmapaTHOM 3aKJIaKu;

yIpO3bl, pEaTU3yEMbIE€ C HCIOJIb30BAHUEM YS3BUMOCTEN NPOTOKOJIOB CETEBOIO
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B3aUMOJICHCTBHS U KaHAJIOB MEPEIauM TaHHbIX;

YIPO3bl, BO3HUKAIOIIME B PE3YyJbTATE€ HCHOJIb30BAHUS YA3BHUMOCTH, BBI3BAaHHOMN
Henocrarkamu opranuzauuu T3U or HC/L;

yIpO3bl, peaJu3yeMble C HCHOJb30BAaHUEM YSI3BUMOCTEH, OO0YCIOBIMBAIOIINX
HaJIMYKE TEXHUYECKUX KaHAIOB YTEUKU MH(MOpMAIIUH;

YIPO3bl, peajnu3yeMble ¢ UCTOJb30BaHueM ysa3BumocTeit C3U.

[To 00BeKTY BO3JEHCTBUS BBIAEISIOTCS CASAYIOMINE KIIACChl yTPO3:

yrpo3bl 6e3omacHoctu [1/1H, oOpabaTeiBaembix Ha APM,;

yrpo3bl Oe3omacHoctu II/IH, 0OpabaThiBaeMbIX B BBIJCJICHHBIX CPEICTBAX
00paboTKu (NMpUHTEpax, IJIOTTEPAX, TPaoONOCTPOUTENAX, BBIHECEHHBIX MOHHUTOpAX,
BHJIEONIPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHUS U T.I1.);

yrpo3bl 6e3omacHocTH [1/1H, nepegaBaeMbIx MO CETAM CBSI3H;

yrpo3bl IPUKIATHBIM [IPOrpaMMaM, C IIOMOILBIO KOTOpbIX oOpabarteiBatoTcs I1/1H;

yrpo3bl cuctemHomy I10, obecneunBaromemy ¢pynkuuonupoBanue UCIIH.

Peanuzanusa onnor m3 YBIIJIH mepeynciieHHbIX KIacCOB WIIM MX COBOKYITHOCTH
MOXET MPUBECTH K CIACAYIOIIUM TUIIAaM TOCIEeACTBUM J1si cyObekToB [1/[H:

3HAYUTEIbHBIM HETaTUBHBIM MOCIEICTBUSIM 17151 CyOBbekTOB I1/1H;

HETaTUBHBIM MOCIEACTBUSAM JUTsl cCyObeKToB [1/1H;

HE3HAYUTEIbHBIM HETaTUBHBIM MOCIEICTBUIM 1Jisi cyObekToB I1/1H.

Yrpo3bl yreuku IIJIH MO TEXHUYECKMM KaHaJlaM OJHO3HAYHO OIKMCHIBAIOTCA
XapaKTEpUCTUKAMU HWCTOYHHMKA uWH)oOpmaiuu, cpeabl (IIyTH) pacnpocTpaHEHUs u
MpUEMHUKA MH(GOPMATUBHOTO CHUTHAJIa, TO €CTh ONPENENSIOTCS XapaKTepUCTUKaAMU
TEXHUYECKOTo KaHana yreuku [1/1H.

VYrpo3bl, CBsI3aHHbBIE ¢ HECAHKIIMOHUPOBaHHBIM JtocTynioM (HCJI) (manee - yrpo3bl
HCI B WCII[IH), npenctaBisitoTcsi B BHUJIE COBOKYNMHOCTH OOOOIIEHHBIX KIJIACCOB
BO3MOXHBIX MCTOYHMKOB yrpo3 HCJI, ys3BUMOCTE MpOrpaMMHOrO M ammapaTHOro
obecrieuenus HUCII[AH, cnocoboB peanu3alvu Yrpo3, OOBEKTOB BO3JIEHCTBHUS
(HocuTenel 3amuiaeMor HHPOPMaIINK, TUPEKTOPUEB, KaTanoros, ¢aiios ¢ [1Jn nmm

camux IIJ[H) W BO3MOXHBIX JECTPYKTHBHBIX JeicTBUU. Takoe mnpeacraBieHue
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OMHCHIBACTCSI CICAYIOMICH (hOpMaTM30BaHHON 3aMMHCHIO:
yrpoza HCJl: = <HCTOYHUK Yrpo3pr>, <ysS3BUMOCTH TNPOTPAMMHOTO WU
anmapaTHOro oOecrneyeHus™, <Crnocod peanu3aluu yrpo3s>, <O0OBEKT BO3ACUCTBUI>,

<HECAHKLIMOHUPOBAHHBIN JOCTYII>.

4. Yrpo3sl yTeuku MHGOPMaIUM M0 TEXHUYECKUM KaHAJIaM

OCHOBHBIMU 3JIEMEHTaMH ONMCAHUS YTPO3 YTEUKU UH(POPMALMU 110 TEXHUYECKUM
kaHaiaMm (TKVYW) dBnsitoTcs: MCTOYHUK yrpo3bl, cpena (IMyTh) pacnpoCTpaHEHUs
MH(OPMATUBHOTO CUTHaIa U HOCUTENb 3aIUIAeMON HH(OpMaLUK.

HcToyHnkaMu yrpo3 yTeUYKd MHPOpMalUU MO TEXHUYECKUM KaHajaam SBIISIOTCS
¢usnueckue nuia, He umeronire gocryna Kk UCIIJIH, a Takke 3apyOeKHbIE CIIELCITYKObI
WIM OpraHu3alud (B TOM YHUCJIE€ KOHKYPUPYIOLIUE WIM TEPPOPUCTHUECKHE),
KPUMHHAJIBHBIE TPYIIIMPOBKU, OCYIIECTBIAIONIME MepexBaT (cbeM) HHGOpMAIUU C
WCIIOJIb30BAHUEM  TEXHUYECKMX  CPEICTB €€  perucTpaluy, IpueMa WM
(doTorpadupoBaHus.

Cpena pacnpocTpaHeHuss HHOOPMATUBHOTO CUTHAJA - 3TO (U3HUYecKas cpeja, Mo
KOTOpO HMH(pOPMATUBHBIA CHTHAJI MOXET paclpoOCTPaHATbCS W IMPUHUMATHCS
(peructpupoBatbca) mnpueMHUKOM. Cpena pacnpoCTpaHEHHUS MOXKET ObITh Kak
OJHOPOJIHOW (HANpUMEP, TOJILKO BO3JYIIHOM), TAK U HEOJHOPOJHOM 3a CYET Iepexojia
CUTHAJIa U3 OJHOM cpelpl B IPYryro (Hampumep, B pe3yibTaTe aKyCTOJIEKTPUUYECKHX
WJIM BUOPOAKYCTUUYECKUX MPEeoOpa3oBaHui).

Hocurenem I1/11 sBigercs nosb3oBatens MCIT/IH, ocymiecTBIsIOIUN roJI0COBOM
BBOA 10 B UCII/IH, akyctrueckas cuctema UCII/IH, BocipousBoasias [1/]H, a Takxke
texuudeckue cpeacrsa MCIIIn nu BTCC, co3naromue (usnyeckue mnossi, B KOTOPIX
uHpOpMallMs HAXOAUT CBOE OTpPaXEHHWE B BHJE CHMBOJIOB, 00pa3oB, CHUTHAJIOB,
TEXHUYECKUX PEIICHUHA U MPOIECCOB, KOJUYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKHUX

BCJIMYHH.
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[Ipu ob6paborke I/l B MCII[IH 3a cyeT peanu3anuu TEXHUYECKUX KaHAJIOB
yTeUKU UHGOPMAITMK BO3MOXXHO BOZHUKHOBEHHE cieayromux Y BIT/H:

yrpo3 YTEUKH aKyCTUYECKOU (peueBoil) nudopmanuu;

yrpo3 yTeUKH BUA0BOM nH(popManmu;

yIpo3 YTEUKHU uH(bopMaIu 1o KaHauam

MOOOYHBIX IEKTPOMArHUTHBIX H3ITydeHUi 1 HaBook ([IDMIH).

4.1. Yrpo3bl yTe4kH aKkycTH4YecKoH (peveBoii) nH(pOpManuu

Bo3HUKHOBEHHE yrpo3 yTE€UKHM aKycTHUecKod (peueBoil) wuHopmanuu,
CoAEpKaIIEHCs HEMOCPEICTBEHHO B MPOM3HOCUMOM peun mnonb3oBarens MCIIAx, npu
o0pabotke [1/1n B UCII/IH, oOycioBneHo HannuueM (QyHKIHM rosocoBoro BeoAa [1/1x B
NCTIn nnu dyukumii Boctipoussenenus [1/]n akyctnueckumu cpeactsamu UCTTH.

[TepexBart akycTuueckoil (peueBoii) MHpOpMAaIUU B JAHHBIX CITy4asiX BO3MOXEH C
WCIIOJIb30BAaHUEM  almaparypbl, PErUCTPUPYIOIIEN aKycTUYeckue (B BO3AyXe) U
BUOpOaKycTUUeCKUEe (B YIPYTUX Cpelax) BOJHBI, a TAKXKE AJICKTPOMArHUTHBIE (B TOM
YUCJI€ ONTUYECKHUE) W3IYYEHUS U DJIEKTPUYECKUE CUTHAJIbI, MOAYJIHUPOBAHHbIE
MH()OPMATUBHBIM aKyCTUYECKUM CHUTHAJIOM, BO3HHMKAIOIIME 32 CUET MpeoOpa3oBaHUil B
TexHudyeckux cpeactBax oOpadotku I1[IH, BTCC u cTpouTenbHBIX KOHCTPYKLUSX U
MHXEHEPHO-TEXHUYECKUX KOMMYHHUKAIUAX MO BO3/IEUCTBUEM aKyCTUYECKHUX BOJIH.

Kpome »Toro, mepexmBaT akycTH4ecKoW (peueBoi) WMHGOpMAIMH BO3MOXEH C
MCIIOJIb30BAHUEM CHEIUATbHBIX JIEKTPOHHBIX YCTPOMUCTB CheMa pedeBoil nHpopmaiuu,
BHEJIPEHHBIX B TexHWueckue cpencrtBa obOpadotku [1In, BTCC u momemienus wuiu
MOAKIIOYEHHBIX K KaHaJlaM CBSI3U.

VYrpo3sl Oe3omacHoctu IIJ[H, cBsi3aHHBIE C TEpPEXBAaTOM aKyCTHYECKOM
uH(OpPMAIIMU C UCIOJB30BAHUEM CHEIUATBHBIX OSJEKTPOHHBIX YCTPOWCTB CheMa
peueBoit uHpopmaruu ("3aKIaqOUYHBIX YCTPOUCTB"), ONPEACISIIOTCS B COOTBETCTBUU C

HOPMAaTUBHBIM JOKyMeHTamMu DeaepanbHON ciayxkObl Oe3omacHocTu  Poccuiickoit
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denepanny B yCTAHOBICHHOM €10 MOPSAIKE.

[lepexBaT akycTrueckoii (peueBoii) nH(GOPMAITUU MOKET BECTUCH:

CTAIlMOHAPHOW ammaparypod, pasMenaeMoil B ONU3IEkKAIIMX CTPOCHHSIX
(3maHMSIX) C HEKOHTPOJIMPYEMbIM PEeObIBAHUEM MTOCTOPOHHUX JIHII;

MOPTAaTUBHOW BO3UMOM anmapaTypoi, pa3MelaeMonl B TPAaHCIIOPTHBIX CPEICTBAX,
OCYIIECTBISIONUX JABMKCHHE BOJIM3HM CIYKEOHBIX MOMEIIEHUN WU MPU UX MAPKOBKE
PSAIOM C TUMU MTOMELICHUSIMU;

NOPTAaTUBHOW HOCHUMOM anmapartypoil - (U3MYECKMMHM JUUAMU T[pU  HUX
HEKOHTPOJIMPYEMOM NPEObIBAHUU B CITY>KEOHBIX MOMENIEHUSAX WA B HEOCPEICTBEHHON
OJIM30CTH OT HUX;

aBTOHOMHOM aBTOMAaTHYECKOM anmaparypod, CKPBITHO YyCTaHABIMBAEMOU
(U3MYECKUMU JMIAMU HEMOCPEACTBEHHO B CIYKEOHBIX [OMEUICHUSX WIH B

HETIOCPEICTBEHHOM OJIM30CTH OT HHUX.

4.2. Yrpo3bl yTe4Kd BUI0BOI nHpopMauun

VYTrpo3bl yTeuku BUAOBOW MH(POPMALIMK peaau3yroTcs 3a cueT npocMotpa [IJ[H ¢
MOMOIIbIO ONTHYECKUX (OMTHUKOIJIEKTPOHHBIX) CPEICTB C IKPAHOB JUCIUIEEB U JIPYTUX
CpPEICTB OTOOpPaXCHHWS CPEIACTB  BBIYUCIUTEIBHOW TEXHUKH, WH()OPMAIMOHHO-
BBIYHCIUTEILHBIX KOMIUIEKCOB, TEXHHYECKHUX CPEJICTB 00pabOTKH IpauiIeCKOM, BUILO-
u OykBeHHO-1M(poBoii nHpOopMmaruu, Bxoasamuux B coctaB MCII/IH.

Kpome »storo, mpocmotp (peructpanusi) II/[H BO3MOXKEH C HCIOJIb30BaHUEM
CHEIUATBHBIX AJIEKTPOHHBIX YCTPOUCTB CheMa, BHEIPEHHBIX B CITYKEOHBIX TIOMEIIEHUSIX
WJIM CKPBITHO MCIOJIb3YeMBIX (PU3MUYSCKUMH JIMIIAMH TIPU TTOCEIICHUN UMH CITY)KCOHBIX
MMOMEIIICHUH.

VYrpo3sl 6e3onacHoctu [1/]H, cBs3aHHBIE C MX MEPEXBATOM IPHU HCIOJIH30BAHUH
CHEIMATBHBIX JICKTPOHHBIX YCTPONCTB CheMa BHIOBOM MH(OpMaIuy (BHI€03aKIaI0K ),

ONPEAENSAIOTCA B COOTBETCTBUM C HOPMATUBHBIM JoOKyMeHTaMu DenepanbHON CITyKObl
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6e3onacHoctr Poccuiickoit deneparyivi B YCTAaHOBICHHOM €10 TIOPSIJIKE.

HeoOxoaumbIM  yCIIOBHEM OCYIIECTBICHUS TNpocMoTpa (peructpauuu) I[1JIn
SABJISIETCA HAJIMYWE MPSAMOU BUAMMOCTH MEXKIY CPEICTBOM HAOIIOJICHUS U HOCUTEIEM
[T/1n.

ITepexsart I1JIH MOKET BECTUCH:

CTAIlMOHAPHON ammaparypod, pasMenaeMoil B ONU3IEkKAIIMX CTPOCHHSIX
(3maHusAX) ¢ HEKOHTPOJIUPYEMbBIM MTPEOBIBAHUEM MTOCTOPOHHUX JIULL;

MOPTAaTUBHOW BO3UMOI anmapaTypoi, pa3MelmaeMond B TPAaHCIIOPTHBIX CPEICTBAX,
OCYILECTBIISIIONINX JABMKEHHE BOJIM3U CIY>KEOHBIX MOMEIICHUNA WM MPU UX MapKOBKE
PAIOM C 3TUMHU OMELICHUSMU;

NOPTAaTUBHOW HOCUMOHM amnmaparypol - (U3HYECKMMHU JHMIAMU IpU  UX
HEKOHTPOJIUPYEMOM MPEOBIBAHUU B CIY>KEOHBIX MTOMEIIECHUSIX WJIA B HEMTOCPECTBEHHOM
OJIM30CTH OT HUX.

[TepexBar (mpocMotp) II/IH MOXET OCYIIECTBISATHCS MOCTOPOHHUMH JTUIAMU
MyTeM MX HEMOCPEACTBEHHOr0 HAOMIOIEHUS B CIIYKEOHBIX TOMEIICHUSIX JHO0 C
paccTosiHAsT TOpsSMOWM  BuUAMMOCTH u3-3a npenenoB HWCIIIH ¢ wucnonb3oBaHHEM

ONTHUYECKUX (OMTUKOIIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3bl yrTedku HH(pOPMALMHU 10 KAHAJIAM MOO0YHBIX

AJNEKTPOMATrHUTHBIX I/I3J1y‘IeHI/II71 H HABOAOK

BosnuknoBenue yrpo3sl 11/l no kanamam [IIDMUH Bo3MOXkHO 3a cueT nepexsara
TEXHUUYECKUMHU CPEACTBAMHU MOOOYHBIX (HE CBSA3aHHBIX C NPSIMBIM (PYHKIIMOHAIbHBIM
3HaueHueMm siemeHToB MCIIJIH) wHGOpPMATHBHBIX AJIEKTPOMATrHUTHBIX TMOJEH U
ANEKTPUUECKUX CUTHAJIOB, BO3HUKAarOUMX mpu o00padorke [IJ[ TexHuueckumu
cpeactBamu MCII/H.

['enepanus undopmaiuu, coaepxament [IJ[H 1 mupKynupyrome B TEXHUYECKUX

cpeactBax MCII[H B Buae 37eKTpUUECKUX MHGOPMATUBHBIX CUTHAJIOB, 00paboOTKa H
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nepeaada yKa3aHHbIX CUTHAJIOB B 3JIEKTPUYECKUX Lerax TexHudeckux cpeacts UCIIIx
COMPOBOXKIAETCS MOOOYHBIMHU DSJIECKTPOMATHUTHBIMU HW3IyYEHUSIMH, KOTOPBIE MOTYT
pacIpOCTPaHATHCS 3a Mpeesbl CIYKEOHBIX MOMEIICHUN B 3aBUCUMOCTH OT MOIIHOCTH
n3iydyenuit u pazmepoB UCII/IH.

Peructpanmss [IDMHUH ocymecTBisercss ¢ Iieiaplo IepexBarta HH(popMaium,
UPKYTUPYIOUIEH B TEXHHUYECKHX CpelncTBax, oOpabatsiBaromux I1/IH (B cpemcTBax
BBIYMCIUTEILHON TEXHUKU, UH(POPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCAX U CETsX,
CpEICTBaxX M CUCTEMax Inepeaayu, npuema u oopadotku [1/1H, B ToM 4uciie B CpeacTBax
M CUCTEMAax 3BYKO3AIlMCH, 3BYKOYCWJICHMS, 3BYKOBOCIPOW3BEICHHUS, NEPETOBOPHBIX U
TEJIEBU3HOHHBIX YCTPOMCTBAX, CPEACTBAX HU3TOTOBJICHMS, TUPAKUPOBAHKS JTOKYMEHTOB
U JpYIHMX TEXHUYECKUX CpEICTBAaX OOpabOTKH peyeBOil, rpaduyeckod, BHUAECO- H
OyKBEeHHO-IIM(POBOM MH(POpMALUN).

Hnsa peructpamuun  [IODMHMH  ucnone3yercss — ammaparypa B COCTaBe
PaAMONIPUEMHBIX YCTPOUCTB U OKOHEYHBIX YCTPOMCTB BOCCTAHOBIICHHSI HH(POPMALIUH.

Kpome atoro, nmepexsar [IDMHMH Bo3MOXKE€H C HMCHOJIB30BAaHHUEM DJIEKTPOHHBIX
YCTPOMCTB TMepexBaTa HMHPOPMALMM, NOAKIIOYEHHBIX K KaHajaM CBSI3U WIH
TEXHUYECKUM cpeacTBam oopadoTku I1/1H.

Peructpaunss I[IOMHWH MoXeT BeCTUCh € HCHOJIB30BAHMEM alIapaTyphl
CHEAYIOIINX BUIOB:

CTAI[MOHAPHOM ammaparypod, pasMenaeMoil B ONU3IEkKAIIMX CTPOCHUSIX
(3maHusAX) ¢ HEKOHTPOJIUPYEMbBIM MTPEOBIBAHUEM MOCTOPOHHUX JIUILL;

IIOPTaTUBHOM BO3UMOM amliaparypsl, pasMeIacMor B TPAHCIIOPTHBIX CPEIACTBAX,
OCYIIECTBISIONUX JABMKCHHE BOJIM3HM CIYKEOHBIX MOMEIIEHUN WU MPU UX MMApKOBKE
PSAIOM C DTUMHU NMOMELICHUSIMU;

NOPTaTUBHOW  HOCUMOHM  ammaparypod -  (QuU3MYecKUMHM  JIMIAMH B
HerocpeacTBernHon oauzoctr ot UCIIH;

ABTOHOMHOM  aBTOMAaTUYECKOW  ammaparypo, CKpPBITHO YyCTaHABIMBAECMOWU
(bu3UYeCKuMU JTHIIaMH B HenocpeacTBenHou o6mmszoctu ot MCIH.

Kanans! yreuku nHpopmainuu, 00ycIoBIEHHbIE HABOJAKAMH, 00pa3yIOTCs 3a CUET
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coennuHUTENbHBIX JTUHUN TexHuueckux cpeacts MCII[lH 1 BTCC u nmocropoHHHX
IIPOBOJHUKOB (B TOM YKCIIE LIETIEeN AIEKTPOIIUTAHUS U 3a3EMJIICHUS ).

HaBogku 3iIeKTpOMarHUTHBIX M3dydyeHuM TexHuueckux cpeacts MCIIx
BO3HHMKAIOT TIPU  M3IYyYEHUU dBJeMeHTaMu  TexHuuyeckux cpeacts  MCIIAn
UH(QOPMATUBHBIX  CUTHAJIOB TMpPU  HAJIWYUU  E€MKOCTHOM, WHIYKTUBHOW WM
rajbBaHUYECKON CBSI3€M COCMUHUTENBHBIX JIMHUN TexHuueckux cpeacts MWCIIH,
auanii BTCC u mocTOpoHHUX NPOBOAHUKOB. B pe3ynbTaTe Ha CilydailHbIX aHTEHHAX
(mensix BTCC wiiu mocTopoOHHUX MPOBOIHUKAX ) HABOJIUTCS MH(GOPMATUBHBIN CUTHAI.

[IpoxoxkaeHue UHPOPMATUBHBIX CUTHAJIOB B IIEMU JJICKTPOMUTAHUS BO3MOXKHO
[pU HAJIUYMM EMKOCTHOM, HWHAYKTUBHOW WM TallbBAHUYECKOW CBSI3M HCTOYHUKA
MH(POPMATUBHBIX CUTHAJIOB B cocTaBe TexHuueckux cpeacts UCII/IH u nenei nutaHusl.

[IpoxoxkeHne HHPOPMATUBHBIX CUTHAJIOB B LEMU 3a3€MJICHUS OOYCIIOBJIEHO
HaJlMYUEM €MKOCTHOM, WHIYKTHUBHOM WJIM TajlbBAHUYECKON CBA3M HCTOYHUKA
MH(}OpMaTUBHBIX CUTHAJIOB B coctase anmnaparypsl TCIIN u ueneii 3a3emieHusl.

Jlst cbema uHQpOpMaIUK ¢ TPOBOIHBIX JTUHUI MOTYT UCTIOIb30BATHCS:

CpEIICTBA ChE€Ma CHTHAJIOB, COJAEPXKAILMX 3alUIIaeMyl0 MH(OpMaIuIo, ¢ Lenen
texandeckux cpeacts UCI/u u BTCC, nuauii cBsA3u 1 nepegayn JaHHBIX, BBIXOIAIINX
3a TIpeneNbl CIYKEOHBIX MOMEIIEHUN (SKBUBAJICHTHI CETH, TOKOBBIE TpaHC(HOPMATOPHI,
MPOOHUKH);

CpeICcTBa ChEMa  HABEJACHHBIX HMH(DOPMATUBHBIX  CHUTHAJIOB C  LETMEH
ANEKTPONUTAHHUS;

Cpe/ICTBa CheMa HaBeJIEHHBIX MH()OPMATUBHBIX CUTHAJIOB C IITMH 3a3€MJICHUS;

CpEICTBa CheMa HaBEJEHHBIX WH(POPMATHUBHBIX CHUTHAJIOB C TMPOBOJISIINX
MHKCHEPHBIX KOMMYHHMKAIIAM.

1 BOJOKOHHO-ONTHUYECKOM CHCTEMbl MEPEAAYd JAHHBIX YIPO30H YTEUKH
uH(DOpMAIUU SBISETCS yTeUKa ONTUYECKOTO M3IIYYCHHS, COACPIKAIIEro 3allUIAeMyI0
nH(popmarluio, ¢ 60KOBOM MOBEPXHOCTU ONTUYECKOTO BOJIOKHA.

ITosiBIEHNE HOBBIX KaHAJIOB CBSI3U - COTOBOM CBSI3U, MEHKUHTOBBIX COOOILEHUH,

CIIYTHUKOBBIX H 6GCHpOBOI[HBIX ceTen nepcaadn JaHHbBIX - IIPUBCIIO K Pa3BUTHUIO
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CIECUUAIM3UPOBAHHBIX CHUCTEM M CPEACTB KOHTPOJA U TiepexBarta HHPOpMAIUU,
OPUEHTHUPOBAHHBIX HA HCIOJIb3yeMble B HUX HH(POPMAIMOHHBIE TEXHOJOTHUHU, B TOM
YUCJIE CPEACTB:

nepexBara MeKMHTOBBIX COOOIIEHUM U COTOBOM CBSI3H;

ImepexBarTa I/IH(i)OpMaHI/II/I B KaHAJIaX IICPCaAauu JaHHBIX BBIYHUCIINTCIIbHBIX CETeH.

5. er03bl HECAHKIIMOHUPOBAHHOI'O 10CTYIIA K I/IH(l)OpMa]_[HH B

l/IH(l)OpMalll/IOHHOﬁ CUCTEME MMEPCOHAIBHBIX JaHHBIX

VYrpozet HCJI B UCII[IH ¢ mnpuMeHEHMEM MpOrpaMMHBIX M IPOrPAMMHO-
anmnapaTHbIX CPEICTB PEaTU3YIOTCS NPH OCYIIECTBICHHM HECAaHKIMOHUPOBAHHOIO, B
TOM YHCJIE€ CIIy4ailHOro, IOCTYIa, B PE3YJIbTATE KOTOPOr0 OCYIIECTBIISIETCS HapyILIEHUE
KOH(QUICHIMATBHOCTH  (KONUPOBAaHUE, HECAHKIIMOHUPOBAHHOE PacCIpOCTPAHEHUE),
LETIOCTHOCTU (YHUUTOXKEHUE, U3MEHEHUE) u aoctynHoctd (OsokupoBanue) I1/1H, u
BKJIIOYAIOT B CEOSI:

yrpo3bl J0CTyna (IPOHUKHOBEHHUS) B OINEPALMOHHYIO Cpely KOMIIbIOTEpa C
MCIIOJIb30BAaHUEM IITATHOTO MPOTrpaMMHOTO oOecredueHusl (CpelacTB ONeparuoHHON
CUCTEMBbI WJIM IPUKJIAJHBIX POTrpamMM OO0ILEro NpUMEHEHNs);

yIpO3bl CO3/aHMSI HEIITATHBIX PEXHMOB PadOThl MPOrpaMMHBIX (IIPOrPaMMHO-
anmnapaTHbIX) CPEACTB 3a CUET NPEIHAMEPEHHBIX H3MEHEHUM CIy)KEOHBIX IaHHBIX,
WUTHOPUPOBAHUS MPEAYCMOTPEHHBIX B INTATHBIX YCJIOBHUSAX OTPAaHUYEHHI HA COCTaB U
XapaKTEepUCTUKU oOpabaTbiBaeMOl MH(OpMaUU, UCKaKeHUs (MOAM(PUKALMHU) CaMUX
JAHHBIX U T.IL.;

yTPO3bI BHEJIPEHUS BPEIOHOCHBIX porpamMmm (mporpamMmHO-
MaTEeMaTUYECKOTO BO3JICHCTBHS).

CocraB snemenTtoB onucanus yrpo3 HC/I k uadopmaruu B UCII{n npuBenen Ha
pucyHke 3.

Kpome 3Toro, BO3MOXHBI KOMOWMHHPOBAHHBIE YTPO3bI, MPEACTABISIONINE COOOU
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COYETaHME YKa3aHHBIX yrpo3. Hampumep, 3a cueT BHEAPEHUS] BPEIOHOCHBIX MPOTPAMM
MOryT co3faBarbcsi ycioBusa mist HCJ[ B omepalimoHHy0 cpelly KOMIbIOTEPA, B TOM
qucIie myTeM (OpPMHUPOBAHUS HETPATUITHOHHBIX HH(POPMAIIMOHHBIX KaHAIOB JOCTYIIA.

Yrpo3sl nocryna (IpOHUKHOBEHHMS) B oniepanmonHyto cpeny  WCIIIH c
UCIIOJIb30BAaHUEM IIITATHOTO MPOrPAaMMHOIO OO€CleUeHus pa3AeNsIloTCd Ha YIrpo3bl
HEIIOCPEACTBEHHOIO M YAAJIEHHOTO JOCTyna. YIpO3bl HEMOCPEACTBEHHOIO JOCTYyIIA
OCYILECTBIISIFOTCS. C MCIOJB30BAHUEM IMPOTPAMMHBIX H IPOrPAMMHO-AIIAPATHBIX
CPEIICTB BBOJIa/BbIBOJIa KOMITbIOTEpA. YTPO3bl YIAAJICHHOIO JOCTyNa PEaTU3yIOTCs C
HCIIOJIb30BaHNUEM NPOTOKOJIOB CETEBOTO B3aUMOACHCTBHS.

Otu  yrpo3el  peanusytorca  otHocutenbHo  MCIIJlm  kak Ha  0ase
aBTOMATU3MPOBAHHOTO pPabOYero MecTa, HE BKIIOUYEHHOIO B CETH CBS3M OOIIEro
MOJIb30BAaHUS, TaKk M NpuMeHUTenbHO KO BceM HMCII/IH, mMerommm MOAKIIOYEHHUE K
CeTSIM CBSI3M OOIIETO TMOJb30BaHUSI M CETAM MEXIYHAPOJHOTO HH(POPMAIIMOHHOTO
oOMeHa.

Onucanue yrpo3 jgoctyna (IPOHUKHOBEHHS) B  OINEPAlMOHHYIO  Cpeny
KOMITbIOTEPA (POPMaATILHO MOXKET OBITh PEICTABICHO CIEIYIOUIUM 00pa3oM:

yrpo3a HCJI B UCII/[In: = <ucTouHuk yrpo3sr>, <ys3zsumoctb UCIIx>, <cnocob
peanu3aiuu yrpo3br>, <o0BEKT BO3ACHCTBUS (IIporpamma, MPOTOKOJ, IaHHBIE U Jp.)>,
<IECTPYKTHUBHOE JICVCTBUE>.

YTrpo3bl co3MaHusi HEMTATHBIX PEXUMOB PabOThI MPOrPaMMHBIX (IIPOTPaMMHO-
anmapaTHbIX) CPeACTB - 3TO yrpo3bl "OTka3a B obcmyxxkuBanuu'". Kak npaBuiio, 1aHHbIe
yrpo3sl paccmaTpuBaroTcs npumeHutenbHo kK MCII[lH Ha 0a3e JOKalbHBIX U
pacnpeneneHHbIX WH(OOPMAIMOHHBIX CHCTEM BHE 3aBUCHUMOCTH OT TOAKIIOYCHUS
nHpopmarimoHHoro ooMeHa. Mx peanuzaiusi oOycClOBJIeHa TE€M, YTO IPHU pa3pabOTKe
CUCTEeMHOT0 WM NPHUKIAIHOIO TMPOrPAaMMHOTO OOECIeUeHUs] HE YUYHUTHIBACTCS
BO3MOKHOCTbB ITPEIHAMEPEHHBIX JECUCTBUM MO LEJICHANPABICHHOMY U3MEHECHUIO:

CoJIepKaHus ClIykKeOHOM MHpOpMAIlUU B TTaKeTax COOOIICHUM, MepeTaBaeMbIX 10
cery;

ycloBuil 00pabOTKM JaHHBIX (HAlIpUMEp, ITHOPUPOBAHUE OTPAaHUYCHUHN HA JJIUHY
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MaKeTa COOOIICHU);

dbopmMaToB npeAcTaBiICHUsS JaHHBIX (C HECOOTBETCTBUEM M3MEHEHHBIX (hOpPMATOB,
YCTaHOBJICHHBIX JIJIs1 00paOOTKH M0 MPOTOKOJIAM CETEBOTO B3aUMOICHUCTBUA);

MPOTrPaMMHOTO o0ecriedeHus: 00paObOTKH TaHHBIX.

B pesynbrare peanuzauuu yrpo3 "Otkaza B 0OCTy>KUBaHUHU" MPOUCXOAUT
nepenojiHeHne OydepoB W OJIOKMpoOBaHWE Mporeayp oOpaboTku, '"3anukinBaHue"
npoueayp oOpaboTku U "3aBUCaHUE" KOMIIBIOTEPA, OTOpAChIBAHKWE NTAKETOB COOOIICHHI
u ap. OnucaHue Takux yrpo3 (HopManibHO MOXKET OBITh MPEJCTABICHO CIIETYIOIIUM
obOpazom:

yIrposa "Orkaza B oOcimyxuBaHUM": = <UCTOYHUK YIPO3bI>,
<yszBuMocTh UCIIJIH>, <cnoco® peanuzanuum yrpos3bl>, <OOBEKT BO3ACHCTBUS
(Hocutens [1/H)>, <HemocpeACTBEHHBIN pe3ysIbTaT Pealnu3alui yrpo3bl (epernoIHeHne
Oydepa, 6110kMpOBaHKE TIPOLIETYPHI 00PaOOTKH, "3alUKIMBaHUE" 00paOOTKHU U T.I.)>.

VYrpo3sl BHEAPEHUS BPEAOHOCHBIX MporpamMMm (IporpaMMHO-MaTEMaTUYECKOTO
BO3JICUCTBHSI) HEIEIECO0Opa3HO OIUChIBAaTh C TOW K€ JIETANbHOCTBIO, YTO U
BBIIIIEYKa3aHHbIE yTPO3bl. OJTO OOYCIOBIEHO TEM, 4YTO, BO-NEPBBIX, KOJIMYECTBO
BPEJIOHOCHBIX MPOTPAMM CETOJIHS YK€ 3HAUUTEIBLHO MPEBBIIIAET CTO ThICS4. BO-BTOPBHIX,
MIpU OpTraHU3aIuH 3alUThl HHGOPMAIIMKY HA TIPAKTUKE, KaK MPaBUIIO, JOCTATOYHO JIUIIb
3HAaTh KJIACC BPEJOHOCHOM MpPOrpaMMbl, CIIOCOOBI M TMOCHEACTBHUS OT €€ BHEIPEHUS
(uadunmpoBanusi). B cBI3M ¢ ITUM  Yrpo3sl  MPOTrpaMMHO-MATEMaTHYECKOTO
Boznerictus (IIMB) dopmanbHO MOTYT OBITH TIPEICTABIICHBI CIETYIOITUM 00pa3oM:

yrpo3a [IMB B UCII/In: = <kjiacc BpeJOHOCHON POrpaMmbl (C yKa3aHUEM CpPEJIbl
oOuTaHus)>, <UCTOYHHK YTIpO3bl (HOCHUTEIh BPEIOHOCHOW MPOTPaMMBbI)™>, <CHOCO0
HHPUIMpOBaHUS™>, <OOBEKT BO3JEHUCTBUS (3arpy304HBIM CEeKTOp, (ain u T.m.)>,
<OIMCaHue BO3MOXKHBIX JCCTPYKTHBHBIX JCHCTBUI™>, <IOMOJTHHUTEIBbHAS WH(OOpPMAITUI
00 yrpo3e (pe3uaeHTHOCTh, CKOPOCTh PACIIPOCTPaHEHUSI, TOJTUMOP(PUIHOCTD U Jp.)>.

Huxe pmaercs oOmas XapakTepuCTUKa HCTOYHHKOB Yyrpo3 0O€30MacHOCTH
uH(pOpMaIUK, YSI3BUMOCTEH, KOTOpPhIE MOTYT OBITh HWCIIOJIB30BAHBI MPHU peaTn3aluu

yrpo3 HCJI, u xapakTepucTuka pe3yibTaTOB HECAHKIIMOHUPOBAHHOTO WM CIYyYalHOTO
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AocTymna. XapakTepuCcTUKa CIOCOOOB pealn3alliil yrpo3 JMaeTcs MPH OMUCAHWH yrpo3

noctyna (IIPOHUKHOBEHUSI) B OMNEPAIIMOHHYIO Cpely KOMIIbIOTEpa, yrpo3 OTKaza B

oOcnyxxuBaHuu 1 yrpo3 [IMB.
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5.1. O0masi XxapakTepucTUKa UICTOYHUKOB YIPO3 HECAHKIIMOHHPOBAHHOTO

AOCTYNA B MHPOPMALMOHHOM CHCTEeMe NEPCOHAIBbHBIX TAHHBIX

Uctounukamu yrpo3 HCJ] B UCII/In MoryT OBITS:

HapyILIUTEb;
HOCHTEJIb BPEJOHOCHON IIPOrPAMMBI;

alriapaTHasa 3aKjaajKa.

VYrpo3sl 6e3onacHoctu [1JIH, cBsI3aHHBIE ¢ BHEIPEHHWEM amnmnapaTHBIX 3aKJIaJoK,

OIpCACIIAIOTCA B COOTBETCTBMU C HOPMATHBHBIM JOKYMCHTAMM CDez[epaJILHoﬁ CJ'Iy}K6BI

6e3omacHoctu Poccuiickoit denepanuil B yCTAHOBIEHHOM €10 MOPSJIKE.
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[lo HanuuMio  m©paBa  MOCTOSIHHOTO  WJIM  pa3oBOro  JocTyna B
KoHTporpyeMyto 30y (K3) UCII/IH HapymmTe I noapa3aeisiFoTCs Ha J1Ba THIIA:

HapymuTenu, He wumeromue npocryna k HCIIJIH, peanusyroomnue yrpossl u3
BHEIIHUX CETEH CBSA3M OOIIETO TMOJh30BaHWs W (WIHM) CETe MEXTyHApOIHOTO
UH(GOPMAITMOHHOTO 00OMEHA, - BHEIIIHUE HAPYIIUTEIH;

HapymmTenu, umeronue noctyn k MCII/x, Brmrowas monb3oBateneit MCII/IH,
peanusytonue yrpossl HenocpenctBeHHo B UCIIIH, - BHyTpeHHUE HapYIIUTEIH.

BHemHuMH HapymuTeasiMd MOTYT ObITh:

pa3BebIBaTEIbHBIE CIY>KObI TOCYIapCTB;

KPUMHWHAJIbHBIE CTPYKTYPBHI;

KOHKYPEHTHI (KOHKYPHUPYIOIINE OpraHnu3alim);

HeZ00POCOBECTHBIE TAPTHEPHI,

BHEIIIHUE CYOBEKTHI ((hU3UUECKHUE JINIIA).

BHentHui HapylmuTenb UMEET CIAEAYIOIIE BO3MOKHOCTH:

OCYLIECTBJISATh HECAHKIIMOHUPOBAHHBINA JOCTYN K KaHaJlaM CBS3H, BBIXOIAIIUM 32
npeenbl CyKeOHBIX TOMEIIECHU;

OCYUIECTBJISITh HECAHKIIMOHUMPOBAHHBIM JOCTYIl 4Yepe3 AaBTOMATHU3UPOBAHHBIC
paboune MecTa, MOJKIIOUEHHbIE K CETSAM CBSI3M OOIIETO TOJB30BAHUS M (WJIM) CETSIM
MEXIYHAPOJAHOT0 HH(POPMALIMOHHOTO OOMEHA;

OCYILIECTBISITh  HECAHKIMOHUPOBAaHHBIM  JOCTYn K  MHpoOpMamuu ¢
WCIIOJIb30BAHUEM  CHELUMAJIbHBIX  NPOrPaMMHBIX  BO3ACHCTBUH  IOCPEICTBOM
MPOTPaMMHBIX ~ BUPYCOB,  BpPEJOHOCHBIX  NPOrpaMM,  QJITOPUTMHUYECKUX  WIIU
MPOTPAMMHBIX 3aKJIaJI0K;

OCYUIECTBJISTh HECAaHKIIMOHUPOBAHHBIM JOCTYT yepes AIIEMEHTBI
uHpopmanmonHoit unpactpykrypsl UCII/IH, KOTOpbIE B Ipoliecce CBOETO >KM3HEHHOTO
HUKJIa (MOAEPHU3ALMHU, CONPOBOXKICHUS, PEMOHTA, YTWIM3ALMHM) OKA3bIBAKOTCA 3a
npejesiaMi KOHTPOJIUPYEMOM 30HBI;

OCYIIECTBISITh HECAaHKIIMOHUPOBAHHBIA  JOCTYNl 4Yepe3 HH(POpPMAIMOHHBIE

CUCTEMBI B3aWMOJCHUCTBYIOIIMX BEIOMCTB, OPTraHM3allMM M YUYPEXKACHUUM IIPU HX
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noakaroueHnu Kk UCIIIH.

B03MOXXHOCTH BHYTPEHHEIO0 HapYUIUTENsl CYIIECTBEHHBIM 00pa3oM 3aBUCAT OT
JNEUCTBYIOIIMX B Ipefenax KOHTPOJIUPYEMOW 30HBI PEKMMHBIX M OpPraHU3alMOHHO-
TEXHUYECKUX MEp 3allUThl, B TOM 4YHUCIE MO AomycKy ¢usnueckux mun K [I1a u
KOHTPOJIIO MOPsIIKA IPOBEIEHUs padoT.

BHyTpeHHME TNOTEHIMANIbHBIE HAPYLIMTENW MOAPA3ACIAIOTCA HAa BOCEMb
KaTeropuii B 3aBUCMMOCTH OT CIloco0a JocTyna 1 nojfHomouuit gocryna K [1/1H.

K nepBoil KaTeropuu OTHOCSTCS JIUIA, UMEIOLIUE CAHKIMOHUPOBAHHBINA JOCTYI K
UCIIH, HO He mmeromme noctyna K [[J{a. K stomy Tumy Hapymmreneidn OTHOCSTCA
JOJLKHOCTHBIE JINIIA, o0ecrieurBaoye HopmanbHoe ¢pyHkimonuposanue UCII/IH.

JIn1o 3ToM KaTeropuu, MOXKeT:

UMeTh JocTynn K (parmeHtam uHbopmanuu, cogepxameid IIJlH wu
paclpoCTpaHAIOUIECICS 10 BHYTpeHHUM KaHaniam cBsizu UCII/IH;

pacroJiaratb dbparmentamu  uHGOpPMALIUU 0 TOIOJIOTUH NCII/In
(KOMMYHUKAIIUOHHOM YacTW TIOJCETH) M 00 HCHOIB3YEeMbIX KOMMYHUKAITMOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacronaraTb MMEHAaMM M BECTH BBISIBICHUE IAPOJEN 3apEeruCTPUPOBAHHBIX
MOJIb30BaTEIICH;

U3MEeHATh KoHpurypanuto TexHudyeckux cpeacts HWCIIJH, BHocUTh B Hee
MpOrpaMMHO-AMIapaTHbIE 3aKJIaJKH U O00ecreunBaTh CheM HHGPOPMAIMH, HUCIIOIb3YS
HETOCPEACTBEHHOE MOJIKIIOUEeHUE K TeXHuYeckuM cpeactBam MCITJIH.

Ko BTOpO# Kareropum OTHOCSTCS 3aperucTpupoBaHHble nojb3oBaTenu MCII/H,
OCYIIECTBJISIONINE OTpaHudeHHbINH nocTyI K pecypcam UCII/H ¢ pabouero mecra.

JInno sToi kareropuu:

o0JnaziaeT BCeMU BO3MOKHOCTSIMHU JIMLL IEPBOM KaTErOpuu;

3HAET, 10 MEHBLIEH Mepe, OJHO JIEraIbHOE UMS JOCTYIIA;

o0nagaer BceMHM HEOOXOOUMBIMU  aTpuOyTamu  (Hampumep, MaposeMm),
o0ecrneunBaroIIUMU JOCTYTI K HEKOTOpOMY NoaAMHOXkecTBY [1/1H;

pacmojiaracTt KOH(l)I/II[eHI_[I/IaJ'H)HBIMI/I JaHHBIMH, K KOTOPBIM UMECT NOCTYII.
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Ero noctym, ayreHTuuKamnys 1 npasa mo J0CTyMy K HEKOTOPOMY MOAMHOXKECTBY
[1/1x JOJKHBI pErIaMEHTUPOBATHCS COOTBETCTBYIOIIUMU
MpaBUJIaMy pa3rpaHUYEHus JOCTYIIA.

K Tperbeli kKaTeropum OTHOCATCA 3aperucTpupoBaHHble noib3zoBarenun WCII/IH,
OCYUIECTBJISIONIME yAaIeHHbIN nocTym K [1/[H mo jJokanbHBIM U (MIJIM) pacnpeneeHHbIM
MH(POPMAIIMOHHBIM CHCTEMaM.

JInmo »Ton Kareropuu:

o01a1aeT BCEMH BO3MOXHOCTSIMU JIMIL [IEPBOW U BTOPOM KaTeropuii;

pacnionaraet uHdopmanueit o tonojgorun MCIIJIH Ha 6a3ze ynokanbHOU U (WJIN)
pacnpeesieHHOM HHPOPMAIIMOHHON CUCTEMBI, Uepe3 KOTOPYIO OCYILECTBISAETCS TOCTYII,
1 0 coctaBe TexHnueckux cpencts UCII/H;

UMEET BO3MOXKHOCTh MpsAMOro (pu3anyeckoro) JocTyna K (QparMeHTam
texHnueckux cpencts UCIT/H.

K yerBepTOl KaTeropmm OTHOCATCS 3aperucTprupoBaHHbIe nonb3oBarenu UCII/ I
C TIOJITHOMOYHMSAMH aIMUHUCTpaTOpa 6e3onacHocT cerMmenTa (dhparmenta) UCITH.

JIuno »ToOM Kareropuw:

o0JazaeT BCeMU BO3MOKHOCTSMM JIML TPEABIAYIIUX KaTErOpuii;

oOnamaer mojgHOW MH(OpManueld O CUCTEMHOM U NPUKIATHOM IMPOTPAMMHOM
oOecreueHunu, ucnoyib3yeMoM B cermente (pparmente) UCIIH;

oOnafaeT mojaHOW HMHQOpMalMed O TEXHMYECKHX CPEACTBAX U KOH(PUTYpaIuu
cermenTa (pparmenta) UCIIH;

UMEET JIOCTYI K CPEJCTBAM 3alIUThl THGOPMALIMKA U MTPOTOKOJIUPOBAHMS, a TAKKE
K OTJCJIBHBIM dJIEMEHTaM, HCTIONb3yeMbIM B cermeHTe (pparmente) UCIIH;

UMeeT JOCTYI KO BCEM TEXHUYECKUM cpenctBam cermenta (pparmenta) MCIIH;

oOnasaer mnpaBaMH KOH(PUTYpUpPOBaHHUA W AAMUHUCTPATUBHOM HACTPOUKHU
HEKOTOPOTO MOAMHOXKECTBA TEXHUYECKUX CpeicTB cermenTa (pparmenta) UCTI/IH.

K nsAToil KaTeropuu OTHOCSTCS 3apEeTUCTPUPOBAHHBIEC  TOJB30BATEIU C
MOJTHOMOYHUSIMU cucTeMHoro aamuuuctparopa UCIT/H.

JInno 3Toi Kareropuu:
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o0aiaeT BCeMH BO3MOXXHOCTSMU JIMII MTPEIbIAYIIUX KaTETOPHIA;

oOnagaeT MojJHOW MHGOpPMAIKE O CHUCTEMHOM M NPUKIAJAHOM MPOTPAMMHOM
obecrnieuennu UCII/IH;

oOnamaer moiaHOW uHOpMAIUEl O TEXHUYECKUX CPEACTBAX M KOH(PHUTyparuu
NCIIH;

UMEeT JOCTYyl KO BCEM TEXHHYECKUM cpeacTBaM o0paboTku uHpOpManuu u
nanabiM UCII/IH;

oOnamaer mnpaBaMu KOH(PUTYpUPOBAaHUS U aJIMUHUCTPATUBHOM HACTPOMKHU
texHnueckux cpencts UCII/IH.

CucteMHBIH aJIMUHUCTPATOpP BBIMOJIHSAET KOH(PUTYpUpPOBaHUE U YIIpaBIICHUE
nporpaMmmHbeiM  oOecrieueHneM (IIO) u obGopynoBanueM, BKIIOYasi 0OOpYyJAOBaHUE,
OTBevaroniee 3a 0€30MaCHOCTh 3alMIIAEMOr0 00BEKTa: CPEACTBA KpUNTOrpaduyecKon
3a1UThl UHPOPMALIMU, MOHUTOPUHTA, pErUCTpalluy, apxuBanuuu, 3amutsl or HC/I.

K 1ecroii KaTeropuu OTHOCATCA 3apErHCTPUPOBAHHBIE IOJB30BATENU C
MOJITHOMOYMSIMU aMUHUCTpaTopa 6e3onacHoctu UCIIIH.

JIuno »ToOM Kareropuw:

o0JazaeT BCeMU BO3MOKHOCTSMH JIML TPEABIAYIIUX KaTErOpuii;

obnamaet noiHou undopmarmeint 06 UCIIH;

UMEeT JOCTYIl K CpEICTBaM 3alUThl MH(DOpMAMU W MPOTOKOIUPOBAHUS U K
yacTH KIto4eBbIx aneMeHToB UCII/IH;

HE MMEET NpaB JOCTyNa K KOHPUTYPHUPOBAHUIO TEXHUUECKHUX CPEICTB CETH 3a
MCKIIFOUEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX ).

AnmuHHCTpaTOp 0€30MaCHOCTH OTBEYaeT 3a COOIOACHHUE MPaBUIl pa3rpaHuUYCHUS
J0CTyIa, 3a TEHEpalUI0 KIIOYEBBIX 3JEMEHTOB, CMEHY Mapojeil. AIMUHUCTPATOP
0€30MacHOCTH OCYILECTBIIACT ayAUT TEeX K€ CPEeACTB 3allUThl O0BEKTa, 4YTO U
CUCTEMHBIN aJIMUHHUCTPATOP.

K cenbpmoii KaTeropuum OTHOCSTCS MPOrPAMMHUCTBI-PAa3pa0OTUMKK (TIOCTABILIUKH )
NPUKJIAJHOTO  MPOrPaMMHOIO  OOEcrleueHuss M JHIa, OOECHeurBaOIIUe €ro

COIIPOBOKJACHHUC HA 3aIIUIIIACMOM 00BEKTE.
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JIuno »ToM Kareropuu:

obnanaet uHpopMalmeit 00 alropuTMax U mporpamMmax 00padboTku uHboOpPMaIUU
Ha UCII/H;

oOnamaer BO3MOKHOCTSIMHU BHECEHHSI OLINOOK,
HEJEKIIAPUPOBAHHBIX BOBMOXKHOCTEM,  MPOTPAMMHBIX  3aKJIaJ0K,  BPEIOHOCHBIX
nporpamm B iporpammHoe obecriedenue UCIT/IH Ha ctaguu ee pa3paboTku, BHEAPCHUS
U COIIPOBOK/ICHHUS;

MOJKET pacrosiaraTh J00bIMU (pparmeHTamu uHpopManuu o tononoruu UCIIx
U TEXHUYECKHUX cpeAcTBax 00padoTku u 3amuthl [1/1H, oOpadaTeiBaembix B MCII/IH.

K BocbMOl KaTreropum OTHOCATCS pa3paOOTUMKM M JIMLA, OOeCIeYMBAIOLINe
ITIOCTaBKY, CONPOBOXKIAECHNUE U PEMOHT TexHU4YecKux cpencts Ha UCII/IH.

JIuno »ToM Kareropuw:

o0aiaeT BO3MOXKHOCTSMU BHECEHMSI 3aKiIa oK B TexHuueckue cpeactsa UCIIx
Ha CTaJUM UX pa3pabOTKU, BHEAPEHUS U COIPOBOKICHMUS;

MOKET pacroJiarath Jr0bMH PparmMenTamu uHopmaiuu o Tononoruun UCIIIH
Y TEXHUYECKUX cpeAcTBax 00padoTku u 3amuthl nHPopmanuu B UCII/IH.

VYKkazaHHblE KaTEropuu HaApYIIUTENEH MOJDKHBI YUWUTHIBATBCS MPU  OLEHKE
BO3MOXKHOCTEN peanuszauuu Y BII/IH.

Hocutenem BpeaOHOCHOW MporpaMMbl MOET OBITh alMapaTHbIA AJIEMEHT
KOMITBIOTEpA WJIM NPOTPAMMHBIA KOHTeWHep. Ecimu BpemoHocHas mnporpamma He
ACCOIMUPYETCS C KaKOW-TMOO MPUKIATHON MPOTpaMMOM, TO B Ka4€CTBE €€ HOCUTENS
paccMaTpUBAIOTCS:

OTYYKIaeMbIii HOCHUTENIb, TO €CTh auckera, ontuueckuii quck (CD-R, CD-RW),
GdII-NaMATh, OTYYXAaeMblid BUHUECTEP U T.I1.;

BCTPOCHHBIE HOCHUTENTU MHGOpMAIMK (BUHYECTEPHI, MUKPOCXEMBbI OMNEPATUBHOU
aMATH, MPOLECCOP, MHUKPOCXEMBbl CHCTEMHOW IIIaThl, MHUKPOCXEMBI YCTPOICTB,
BCTPAaMBAEMbIX B CUCTEMHBIN OJIOK, - BUJI€0aAanTepa, CETEBOM IUIAThl, 3ByKOBOH IJIaThI,
MoOJieMa, YCTPOMCTB BBOJIa/BbIBOA MarHUTHBIX KECTKMX U ONTHYECKHUX JTUCKOB, OJOKa

IMUTAaHUA W T.II., MUKPOCXCMbI IIPAMOIo AOCTyIla K IMaMsATH, IIWH IICPCIadu JTaHHBbIX,
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MMOPTOB BBOJIa/BBIBOIA);

MHUKPOCXEMBbl BHEIIHUX YCTPOWCTB (MOHHUTOpPA, KJIaBHATYpPbl, IPUHTEPA, MOJEMA,
CKaHepa U T.I1.).

Ecnu BpenoHOCHas mporpamMma acCOLMHMPYETCS C KakKOW-THOO NpUKIaTHON
nporpamMmoil, ¢ (ainamMu, HMEIOLUUMHU ONPEACICHHbIE pPACIIUPEHUs] WM HWHBIE
aTpuOyTHI, C COOOIIEHUSIMU, TIEPEAABAEMBIMU TI0 CETH, TO €€ HOCUTEIISIMU SIBJISIFOTCSI:

[AKEThI [1EPEIaBAEMBbIX 10 KOMITBIOTEPHOU CETH COOOLICHMUI;

daiinbl (TekcToBbIE, rpadUyecKue, UCTIOTHIEMbIC U T.1.).

5.2. O0uiast XapaKTepuCTUKA YA3BUMOCTEH HH(POPMAITMOHHON CHCTEMBbI

MEPCOHAIBHBIX JAHHBIX

VYs3BUMOCTh MH(OPMALIMOHHOM CHUCTEMBI MEPCOHAIBHBIX JAHHBIX - HEAOCTAaTOK
WM cJadoe MEeCTO B CHUCTEMHOM WM MPUKIAJHOM NPOrpaMMHOM (IPOrpaMMHO-
anmapaTHOM) OOECNeYeHUH aBTOMATU3UPOBAHHOW HMH(POPMAIIMOHHON  CHUCTEMBI,
KOTOpbIE MOTYT OBITh HCIOJB30BaHbl [IJIS peaju3alMd  yrpo3bl 0€30MacCHOCTH
MEPCOHAJIBHBIX TAHHBIM.

[TprunHaMU BO3HUKHOBEHUS YSA3BUMOCTEHN SIBIISIOTCS:

OLIMOKH TMpU NPOEKTHPOBAHWU U pPa3paboTKe MNPOrpaMMHOrO (MpOrpaMMHO-
anmnapaTtHoro) ooecrneyeHus;

IIPETHAMEPEHHBIE IEUCTBUS MO0 BHECEHHIO YS3BUMOCTEN B XOJE MPOEKTUPOBAHUS
1 pa3paboTKH MPOrpaMMHOTO (IPOrpaMMHO-aIAPATHOT0) 00ECICUEeHMS;

HENpPaBUJIbHBIE HACTPOMKM MPOTrPaMMHOIO OOECHeueHusi, HEelMpaBOMEPHOE
M3MEHEHHUE PEKUMOB PabOThl YCTPOUCTB U MPOTPaMM;

HECAaHKIIMOHUPOBAHHOE BHEJIPEHUE U HCIOJIb30BAHUE HEYUYTEHHBIX MPOrpamMMm ¢
MOCJICTYIONUM HEO0OOCHOBAaHHBIM PACXOJOBAHMEM PECYpcoOB (3arpy3ka MmpoIeccopa,
3axBaT OMEPATHUBHON MaMSITH U MaMsATH Ha BHEIIHUX HOCUTEIISX );

BHCAPCHNEC BPCAOHOCHBIX IIPOIrpamMMm, CO3JA0IMINUX YA3BUMOCTH B IIPOTPpaMMHOM U
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MIPOTPaMMHO-AIITAPaTHOM 00ECIICUEHUH;

HECaHKIMOHUPOBAHHBIE HEYMBIIIJICHHBIC ICWCTBUS TMOJIb30BATEIICH, TPUBOIAIIIC
K BO3SHUKHOBEHHIO YSI3BUMOCTEH;

coou B paboTe anmapaTHOTO U MPOrpaMMHOI0 oOecrieueHus (BbI3BaHHbIE COOSIMU
B 3JICKTPONUTAHUH, BEIXOJIOM M3 CTPOS allapaTHBIX JIEMEHTOB B PE3YJIbTATE CTAPCHHUS
U CHIDKEHUSA HAIECKHOCTH, BHEITHUMHU BO3ICUCTBUSAMHU DJICKTPOMATHUTHBIX IOJICH
TEXHUYECKUX YCTPOUCTB H JIp.).

Knaccuduxkanus ocHoBubIX yszBumocteit UCII/IH npuBenena Ha pucynke 4.

Kiaccuduxanus yss3sBuMocTeit
IIPOrPaMMHOTO 00ecTiedeHIs

l
[ [ [ 1

Mo tumy TNO [To arany xKu3HEeHHOTO ITo npuuunne 1o xapakrepy

LHHKJIa OporpaMMHOro BO3HUKHOBECHUA MOCJEACTBUI OT

obecrneueHus, Ha KOTOPOM YA3BUMOCTH peanusauny aTak

BO3HHUKACT YASBUMOCTD
Cucremnoe [TO

Y A3BHUMOCTH, Henocrarku —»!  VazeumocTH,

»| Bo3nukaiowume Ha P MexaHH3MOB HCNONB3YeMbIE 1151
lpuknaanoe aTane ayTeHTHPUKALUMH NEepENoNHEHHS
TpOTPaMMHOE NPOEKTUPOBAHUS Gydepa
obecrneueHne NPOrPaMMHOTo Hezoeratkn

obecnesexns 3aUUTH] YYETHBIX Yszumoctu,
peaTaN P sanuceit —»| vcnone3yeMsble ais
[IPOrPaMMHOTO noadopa napons Win
obecreueHus Hannune uaeHTH(pHKaTopa
(yHKUMH,
WHCTANNIUHMU U MO3BOJISIOUINX
| Hacrpoiiku BBINIONHATE Y 3BUMOCTH,
MPOTPaMMHOro JIECTPYKTHBHBIC HCNOJNb3YEMBIC AJIA
obecnieueHus neicTBUs W3MEHCHUS Mpas
Aocryna
OrcyrcTBHE
NpOBEPKH
KOPPEKTHOCTH Ysa3BumocTH,
BXOHBIX JAHHBIX HCTIONIb3yeMble 1714
peanusaunu araky
«Orka3 B
006Cny)KHBaHUM»

"Pucynok 4. Knaccupukanus ysi3BUMocTeil MpOrpaMMHOro odecnedenus'

Hwxe mnpencraBieHa oOImas XapaKTepUCTHKAa OCHOBHBIX TPy YS3BUMOCTEH
NCII/IH, BKIIOYAOIINX:
YSI3BUMOCTH CHCTEMHOTO TIPOTPaMMHOTO oOecriedeHus (B TOM YHCIIe TIPOTOKOJIOB

CETEeBOr0 B3aMMOJICHCTBHUS);
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YS3BUMOCTH TPHUKJIAJAHOTO IPOrpaMMHOro odecredeHus (B TOM YHCIE CPEACTB

3aIUThl UHPOPMAITUN ).

5.2.1. O0mas xapakTepuCcTUKA YA3BUMOCTEH CHCTEMHOI0 IPOrPaAMMHOI0

obecnmeueHus

VA3BUMOCTH ~ CHUCTEMHOTO  MPOTPAaMMHOrO0  OOecHeueHuss  HeoOXO0IUMO
paccMaTpUBaTh C IPUBA3KOM K apXUTEKTYPE NOCTPOCHUS BBIYUCIUTEINBHBIX CUCTEM.

[Tpu 5TOM BO3MOXHBI YSI3BUMOCTH:

B MHUKponporpammax, B npomuskax [13VY, TIII3V;

B CpEACTBaxX ONEPALMOHHON CHCTEMbI, NPEIHA3HAYCHHBIX [JIS YIpaBICHUS
nokanbHbiMH  pecypcamu  UCII[JH  (oOecneymBarOnIMX  BBIMNOJHEHUE  (YHKIUI
yIpaBJI€HUs TPOLIeCCaMH, MaMsThiO, YCTPOMCTBaAaMHM BBOJA/BbIBOJA, HMHTEp(encoM ¢
MOJIb30BATENIEM H T.I1.), IpaiiBepax, yTHINTAX;

B CpPEIACTBAaxX ONEPALMOHHON CUCTEMBI, NPEIHA3HAYECHHBIX U1 BBINOJHEHUS
BCIIOMOTaTeNbHbIX (YHKUWW, - yTHIWTaX (apXWBHpPOBaHUA, NedparMeHTauuud u Jp.),
CUCTEMHBIX 00pal0aThIBalOIIUX MporpamMmax (KOMIMJISATOPAX, KOMIIOHOBUIMKAX,
OTJIAUYMKAX W T.I.), IPOrpaMMax IPEJOCTABICHHS IOJIb30BATENIO JOMOIHUTEIBHBIX
yciyr (cneuuanbHBIX BapuaHTax WHTepdeiica, KalmbKyJasTOpax, HWrpax H T.I.),
OMONMOTEeKaX TPOIEAYpP Pa3IMUYHOIO Ha3HA4YeHUs (OMONMMOTEKax MaTeMaTHYSCKHUX
byskuii, pyHkuMi BBOJA/BRIBOJA U T.11.);

B CpEICTBAX KOMMYHHMKAIIMOHHOTO B3aUMOJACHCTBUSL (CETEBBIX CPEACTBAX)
OIIEPAMOHHON CHCTEMBI.

VA3BUMOCTH B MHKpPOINpPOTpaMMax M B CpPEJCTBAX OINEPAUOHHOW CHUCTEMBI,
MpEeAHA3HAYEHHBIX JUIS YIPABJICHUS JIOKAIbHBIMM pPECypcaMu M BCIIOMOTATEIbHBIMHU
(GYHKIUSMU, MOTYT MPEACTABIATH COOOI:

GyHKUMH, TPOLEAYpPhl, HU3MEHEHUE MapaMeTPOB KOTOPBIX OINPEACICHHBIM

O6p330M IMO3BOJIACT HCIIOJIB30BATh HMX JII HCCAHKIIMOHUPOBAHHOTO JOCTYyIIa oe3
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OOHapyXEHUS TAKUX U3MEHEHUM ONEepPaIIMOHHONW CUCTEMOI;

dbparmeHnThl kojma mporpamMMm ("awipbl”, "mOKH"), BBEJACHHBIE Pa3paOOTUYHMKOM,
MO3BOJIAIOIINE OOXOAUTHh MPOLEAYPHl WACHTU(PUKAINK, ayTeHTU(UKAIMHU, TPOBEPKU
LEJOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOJUMBIX CpPEICTB 3allUThl (ayTeHTU(PUKALKU, TPOBEPKU
I[EJIOCTHOCTH, MPOBEPKH (HOPMATOB COOOIICHHM, OJOKUPOBAHUS HECAHKIIHOHUPOBAHHO
MOAU(GUIIMPOBAHHBIX (DYHKIIUH U T.I1.);

omMOKU B mporpamMmax (B OOBSBICHUM MEPEMEHHBIX, QYHKIHMI U mpoueayp, B
KOJax IporpamMm), KOTOpbIE TIIpU OIPEACJIICHHbIX YCIOBUAX (HAampuUMep, MpHU
BBINIOJTHEHUM JIOTUYECKUX MEPEXO0JI0B) MPUBOAAT K cOOSAM, B TOM 4YHUCIE K COOSIM
(YHKIIMOHUPOBAHUS CPEJICTB U CUCTEM 3aIUTHI HH(POPMALIMH.

VYSA3BUMOCTH MPOTOKOJIOB CETEBOI'O B3aMMOJEHCTBUS CBA3aHBI C OCOOCHHOCTSIMU
WX TPOrpaMMHON peajau3allid U OOYCIOBJICHBl OrPAaHUYEHUSMU HAa pa3Mepbl
npuMeHsieMoro Oydepa, HeZoCTaTKaMH NPOUEAYpbl ayTeHTU(HUKAUWU, OTCYTCTBHEM
MIPOBEPOK MPABUIILHOCTH CiTy)keOHOM nHdopmaruu u ap. Kpatkas xapakrepuctuka 3Tux

yS3BUMOCTEH MPUMEHHUTENIBHO K TPOTOKOIaM MpUBEICHA B Ta0IMIE 2.

Taoauna 2

YA3BUMOCTH OTACJbHBIX POTOKOJIOB cTeKa NpoTokoJioB TCP/IP, na 6a3e

KOTOPOro (P)YHKIIMOHUPYIOT IJI00aIbHbIE CETH 00111er0 M0JIb30BAHUSA

Haumenos Ypos HaumeHoBanue Conepxanue
aHMe MPOTOK0JIA eHb CTeKa (XapakTepHuCcTHKA) HapylIeHus 0e30MaCHOCTH
MPOTOKOJIOB YSI3BHMOCTH uHpopManuu
FTP (File [Tpuk 1. AyrenTudukanus Ha Bo3mokHOCTB
Transfer Protocol) | namHo#, 0a3e OTKPBITOro TeKcTa (Mapojiy | mepexBara JaHHBIX YUSTHOM
- IPOTOKOJT NpPEJICTABUTE | MEPEChUTAIOTCS B 3anmucu (MMeH
nepenauu GauioB | JIbHBIH, He3amn(ppoBaHHOM BUJIC) 3aperHCTPUPOBAHHBIX
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Haumenos Ypos HaumeHoBaHue Conep:xkanue
aHMe MPOTOKO0JA | eHb CTeKa (XapaKkTepucTHKA) HapylIeHHUs 0e30NaCHOCTH
NPOTOKOJIOB YA3BHMOCTH uHpopMaIUH
10 CETU CEaHCOBBII 2. octym o M0JIB30BATENICH, IMapoJIeH).
YMOJIYaHHUIO [Tonyuenue
3. Hanmmuue nByx YAAJIEHHOTO JOCTYIIAa K XOCTaM
OTKPBITBIX TIOPTOB
telnet - [Tpux AyteHTu(UKaIU HA Bo3MoxHOCTB
MIPOTOKOI TIaTHOH, 0a3e OTKPBITOTO TeKCTa (MapoiH | MepexBara JaHHBIX YUETHOU
yIpaBiIeHUS IIPEJICTaBUTE | NEPECHUIAIOTCS B 3aMMCcH MOJIb30BaTENs.
YIAJIIEHHBIM JIbHBIH, He3amu(pOBaHHOM BHUJIC) [Tonyuyenue
TEPMHUHAIIOM CCaHCOBBI yIlaJe€HHOT0 JOCTYIa K X0CTaM
UDP - Tpan OtcyrcTBHE MEXaHU3MaA BozMoxHOCTB
MPOTOKONI CIIOPTHBII NPENOTBPALLECHUS IEPETPY30K peanuszauuu UDP-mropma.
nepesadyy JaHHbIX Oydepa B pesynbraTe oOmeHna
0e3 ycTaHOBIICHUS naKeTaMu MPOUCXOJAUT
COEIMHEHUS CYLIECTBEHHOE CHI)KEHHE
MIPOU3BOIUTEIILHOCTH CEpPBEPA
ARP - Cere AyrtenTudukanus Ha BozMoxHOCTB
IIPOTOKOJI BOH 0a3e OTKPBITOrO TEKCTa nepexsata Tpaduka
npeoOpa3oBaHUs (uHpOpMAaIIHs TIEpechUTaeTCsI B | TTOJIH30BATENS
IP-anpeca B He3amu(ppoOBaHHOM BH/JIC) 3JIOYMBIIIJIEHHUKOM
buznueckuit
azapec
RIP - Tpan OtcyrcTBHE Bo3moxHOCTB
IIPOTOKOJI CHOPTHBIN ayTeHTU(UKAINH NepeHanpanieHus Tpapuka
MapLIpyTHOU YIPaBJIAIOIUX COOOIIEHUN 00 4yepe3 XOCT 3JI0YMBIIITIEHHUKA
uH(popMaIuu W3MEHEHUHU MapiIpyTa
TCP - Tpan OtcyTcTBHE MEXaHU3MA CymecTBeHHOE
IIPOTOKOJI CHOPTHBIN MIPOBEPKU KOPPEKTHOCTH CHIDKEHHE CKOPOCTH OOMEHa 1
yIpaBJIeHUS 3aIlOJTHEHUS CITY>KEOHBIX Jla’Ke TIOJIHBIN pa3phiB
nepenavyen 3aroJIOBKOB IaKeTa IIPOU3BOJIBHBIX COEJUHEHUM

no npotokoiny TCP
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Haumenos Ypos HaumeHoBaHue Conep:xkanue

aHue MPOTOKOJIa | €Hb CTeKa (XapakTepucTHKA) HapyleHHus 0e30MaCHOCTH
NPOTOKOJIOB YA3BHMOCTH uHpopMaIUH

DNS - [Tpuk OTcyTCTBUE CPENCTB danbcudukanms
MIPOTOKOJ JIaJTHOM, MIPOBEPKHU ayTCHTU(PUKALIUN otBeta DNS-cepBepa
YCTAHOBJICHHS MPEJICTABUTE | MOJIYYEHHBIX JAHHBIX OT
COOTBETCTBUS JBHBIH, HUCTOYHUKA
MHEMOHHYECKUX CCaHCOBBII
MMEH U CEeTEBBIX
aJipecoB

IGMP - Cere OtcytcTBHE 3aBucanue cuctem Win
MIPOTOKOJI BOH ayTeHTU(UKAINU COOOIIEeHUN 9x/NT/200
nepenavn 00 U3MEHEHUHU TapaMeTPOB
coo01eHui o Mapupyra
MapUIpyTU3aLUuU

SMTP - [Tpuk OTtcyTcTBUE TOAIEPKKU Bo3moxxHOCTE
MIPOTOKOI TIaTHOH, ayTeHTU(UKAIINH 3ar0JIOBKOB MOJIIENIBIBAHUS COOOIIEHU I
obecrnieyeHus MIPEICTaBUTE | COOOIIEHUN AJEKTPOHHON MOYTHI, a TAKXKE
cepBHUCa TOCTAaBKU | JIBHBIMH, azipeca OTIPABUTEIIS
COOOLIeHNH 1o CEaHCOBBII cooOuieHus
JJIEKTPOHHOU
noyre

SNMP - [Tpux OtcyTcTBUE TOAAECPKKI BozMoxHOCTB
MIPOTOKOI TIaTHOH, ayTeHTU(UKAINH 3ar0JIOBKOB MEPETIOIHEHU S TPOMTYCKHOU
yIpaBIeHUS NpeJCTaBUTE | COOOIIEHUH CMOCOOHOCTH CETH
MapuipyTu3aropa | JIbHBIH,
MH B CETAX CEaHCOBBII

I[J'IH CHUCTCMAaTHU3allNK OIIMCaHHsA MHOXKCCTBaA YﬂBBHMOCTeﬁ HCITIOJIB3YCTCs SAMHasd

0aza pnansbix ysa3Bumocter CVE (Common Vulnerabilities and Exposures), B

pa3paboTKe KOTOPOUM MPUHUMAIH YYaCTHE CICIMAIMCTHI MHOTHUX W3BECTHBIX KOMITAHUN

u opranm3anmii, takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-3,

CyberSafe, CERT, Carnegie Mellon University, uactutyt SANS u T1.1. DOta 6aza
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JAHHBIX TOCTOSHHO MOMOJHIETCS U UCHOJb3yeTcs MpH (OpMHUPOBAHUHM 0a3 JaHHBIX
MHOI'OYHCIIEHHBIX IPOIPAMMHBIX CPEACTB aHaIu3a 3allUILEHHOCTU U, INPEXKIE BCEro,

CETEBBIX CKAaHEPOB.

5.2.2. O01mas XapaKTepuCTHKA YA3BUMOCTEeH MPUKJIAIHOTO MPOrPAMMHOI0

o0ecnmeueHus

K npukinagHoMy mnporpaMMHOMY OOECIIEUEHUIO OTHOCATCS — TMPUKIAIHBIC
MIPOTPaMMBbI OOIIETO IMOJTL30BAHMSI M CTICIIMAIIBHBIC TIPUKIIATHBIE TIPOTPAMMBI.

IIpukaaanbie nporpaMMbl 001ero MoJib30BaHUS - TEKCTOBbIE U Tpaduueckue
PENAKTOpPHI, MEIua-IPOrpaMMbl  (ayJuHO- ¥ BHICONPOUTPHIBATEIH, IPOTPaAMMHBIC
CpelIcTBa MpreMa TEJIECBU3HMOHHBIX TPOTpaMM M T.I.), CHCTEMBI yTpaBJICHHUs Oa3zamMu
JaHHBIX, MpPOrpaMMHBIE TUIATGOPMBI  OOIIETO TMOJB30BAHMS A pa3pabOTKU
nporpaMMHbIX poaykToB (Tumna Delphi, Visual Basic), cpenctsa 3amuTsl nHGOpMauu
OOLIero MoJb30BAHUS U T.II.

CnemuajbHble NPUKJAJAHbIE TMPOrpaMMbl - 3TO MPOTPAMMBI, KOTOpPBIC
pa3pabaThIBaIOTCA B WHTEpPECaX PEIICHUS KOHKPETHBIX MPUKIATHBIX 3a7a4 B JTAHHON
NCTIIa (B TOM yucie MporpaMMHBIC CPEACTBA 3alUThI MHGOPMAIINH, pa3pabOTaHHbIC
mu1st koukpeTHovt UCTI]IH).

VA3BUMOCTH TPUKIAJHOTO IMPOTPAMMHOTO 00€CIeUeHUss MOTYT TPEICTaBIISThH
co00it:

GYHKIUA W TPOIEAYPHI, OTHOCSIIMECS K Pa3HBIM MPHUKIATHBIM IIpOrpaMMmaM U
HECOBMECTHUMBIE MEXKTy co00H (HEe PYHKITMOHUPYIONTUE B OJHON OMEPAIMOHHON cperie)
13-3a2 KOH(QJIMKTOB, CBSI3AHHBIX C pacIpeie]ICHUEM PECYPCOB CUCTEMBI;

GyHKIUHA, TPOIEAYpPhl, H3MEHCHHE ONpEACICHHBIM 00pa3oM TmapaMeTpoB
KOTOPBIX TO3BOJISIET HMCIOJB30BaTh WX JJISi MPOHUKHOBEHHSI B OMNEPAIMOHHYIO CPEIy
UCII[IlH u BbI30Ba IITATHBIX (YHKUUNA ONEPALMOHHONM CHUCTEMBbI, BBIIOJHEHUS

HECaHKIIMOHUPOBAHHOTO JOCTyNa 0e3 OOHApy)KEeHHs TaKUX HU3MEHEHHH OmeparoHHOM
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CHCTEMOM;

dbparmeHTsl kojxa mporpamMM ("mwipbl”, "mOKH'"), BBEJACHHBIE Pa3pabOTUMKOM,
MO3BOJISTIONIE OOXOMUTh MPOIENYPhl HACHTH(PUKAINHA, AayTCHTHU(PUKAINH, MPOBEPKU
LEIOCTHOCTH U Ap., IPEAYCMOTPEHHBIE B OTIEPALIMOHHON CUCTEME;

OTCYTCTBHE HEOOXOJUMBIX CpPEICTB 3allUThl (ayTeHTU(PUKALKU, TPOBEPKU
IIEJIOCTHOCTH, MPOBEPKU (HOPMATOB COOOIICHUH, OJOKUPOBAHKS HECAHKIIMOHUPOBAHHO
MOAU(GUIIMPOBAHHBIX (DYHKIIUH U T.I1.);

OolMOKKU B mporpamMmax (B OOBABICHUM NMEPEMEHHBIX, PYHKIUNA U TpoLEayp, B
KOJIax TporpaMM), KOTOpbI€ TIpU OINPEIEICHHBIX YCIOBUSX (HAmpumep, MOpH
BBITIOJIHEHUH JIOTUYECKUX TEPEXOJ0B) MPUBOAAT K cOOsIM, B TOM 4YHUCJIE K COOSIM
(YHKIIMOHUPOBAHUS CPEACTB M CHUCTEM 3alllUThl HHOOpPMAlMHM, K BO3MOXKHOCTH
HECAHKIMOHUPOBAHHOTO JIO0CTYyIA K HH()OPMALIUH.

Jlanupie 00 YA3BUMOCTSX pa3padaThlBAEMOr0 UM  PacCHpOCTPaHSEMOIro Ha
KOMMEPUYECKOM OCHOBE MPHUKIAJHOTO MPOTPAMMHOTO OOECIeueHUus Ccoouparorcs,

00001maroTcs 1 aHaM3upyroTes B 6aze ganabix CVE™.

5.3. O0masi XxapakTepucTUKA YIPO3 HENMOCPeACTBEHHOI'0 I0CTYNA B

ONepPaANMOHHYI0 cpely HHPOPMALMOHHON CHCTEMBbI NEPCOHATBLHBIX JTAHHBIX

Yrpo3sl nocTyna (MPOHUKHOBEHUS) B OMNEPAIMOHHYIO Cpeay KOMITBIOTEpa H
HECAaHKIIMOHUPOBaHHOTO nocryna k [IJlH cBs3anel ¢ goctynom:

K MHQOpMalMM W KOMaHJaM, XpaHSAUMMCS B 0a30BOl cucCTeME BBOJA/BBIBOJAA
(BIOS) UCIIIH, ¢ BO3MOKHOCTBIO TEpeXBaTa yIpaBJICHUS 3arpy3KOi OIepalMOHHON
CHUCTEMBI U MOJYyUYCHHEM TIPaB JOBEPEHHOTO MMOJIb30BaTEIS;

B OICPAIlMOHHYIO Cpely, TO €CTh B cpeny (YHKIIMOHUPOBAHUS JIOKAIBHOM
ONEpPallMOHHON  CHUCTEMBbI  OTHeNbHOro  TexHuueckoro cpeactsa HWCII[a ¢
BO3MOKHOCTBIO BBITIOJIHEHUSI HECAHKIIMOHUPOBAHHOTO JOCTYIIA TyTEM BbI30Ba IITATHBIX

IporpaMM OIEPalMOHHOM CHUCTeMBbl WM 3alycKa CHEUaIbHO pa3pabOoTaHHBIX
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IIPOTPaMM, PEATU3YIOLIMX TaKUE IEUCTBUS;

B cpelly (PyHKIMOHUPOBAaHUS NPUKIATHBIX MPOrpamMM (HalpuMep, K JOKAJIbHON
CUCTEME YTIpaBJIEHUs 0a3aMH JTaHHBIX );

HEMOCPEACTBEHHO K MH(OopMalnu nosib3oBarens (K Qaiiiam, TEKCTOBOU, ay/Ino- U
rpaduyeckoil MHPOpMaLMM, MOJIAM U 3alMCSIM B DJEKTPOHHBIX 0a3ax [aHHBIX) U
0OyCIIOBJIEHBI BO3MOXHOCTHIO HApYIICHHUS €€ KOH(PHUICHIUATbHOCTH, LEIOCTHOCTU H
JOCTYITHOCTH.

OTu yrpo3pl MOTYT OBITh pEaJM30BaHbl B Cllydyae MOJIY4YEHHUS (PU3NUECKOTO
nocryna Kk UCII/In unu, o kpaitneit Mepe, Kk cpeactBaM BBojia nHdopmanuu B UCII/IH.
WX MOXHO OOBEAMHUTD MO YCIOBUSM pPEAIU3allii Ha TPU TPYIIIIHI.

[lepBasg rpynma BKJIOYaeT B ce0s Yrpo3bl, peaM3yeMble B XOJ€ 3arpy3Ku
OMEpPalMOHHON CUCTEMBI. DTH Yrpo3bl 0€30MacHOCTH MH(POPMALMKM HalpaBieHbl Ha
nepexBar naposie Wik UIeHTU(UKATOPOB, MOIU(UKALINIO POTPAMMHOI0 00€CIICUeHMS]
0a30Boil cucteMbl BBojaa/BeiBojma (BIOS), mnepexBaT ympaBiaeHHs 3arpy3koil C
M3MEHEHHUEM HeoOXoauMol TexHosornueckod uHpopmarnmu s nonyuenus HCJ B
onepaimonnyr cpeny HMCII[IH. Yame Bcero Takue yrpos3sl peau3yrTCs C
MCIIOJIb30BAaHUEM OTUYK/Ia€MbIX HOCUTENEH NH(POPMALIMH.

Bropasa rpynna - yrpo3ssl, peaJu3yeMbl€ IOCJIE 3arpy3KH OINEPALlMOHHON CpEIbI
HE3aBHCUMO OT TOT0, Kakas NPUKJIagHas IMPOrpaMMa 3amyCKaeTcsl MOJIb30BaTENEM. DTH
yIpo3bl, Kak [pPaBWJIO, HANpPaBJICHbl HA  BBIIOJHEHHE  HEIOCPEICTBEHHO
HECaHKIMOHUPOBAHHOIO JocTyna K uHpopmauuu. Ilpu mnomydeHun poctyna B
ONEPALMOHHYIO CpEAy HAPYLIMTEIb MOXET BOCIIOIb30BaThCA KaK CTAHAAPTHBIMU
GYHKIMSIME  OTIEPAIIMOHHOW CUCTEMBI WJIM KAaKOW-TMOO MPUKIATHOW MPOTPaMMBbI
oOl1Iero moJib30BaHUs (HalpuMep, CHUCTEMbl YIpaBieHUss 0a3aMu JaHHBIX), TaK U
CIIEHHAIIBHO  CO3JAHHBIMU  JUISI  BBINOJIHEHUS HECAHKUIMOHHPOBAHHOIO  JOCTYyIIA
IporpaMmmaMu, Halpumep:

nporpaMmamMu IpocMOTpa U MOAU(UKAIIUN peecTpa;

nporpaMMaMi IOMCKa TEKCTOB B TEKCTOBBIX (hailjlax MO KIFOYEBBIM CJIOBaM H

KOIMPOBAHUS;
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CHEeIMATFHBIMUA TPOTpaMMaMH MPOCMOTpa M KONMUpPOBaHUS 3amuced B 0aszax
JaHHBIX;

nporpaMMaMu OBICTPOTO MpPOCcMOTpa rpadudeckux ¢ailyioB, UX pPelaKTUPOBAHUS
VI KOTUPOBAHMS;

nporpaMMaMu  MOJJAEPKKHM BO3MOXKHOCTEH peKOH(UIrypaluu TpOrpaMMHOM
cpenbl (Hactpoitku UCII/IH B MHTEpecax HapyILIUTEN) U Ap.

Hakonen, TpeTbst rpymnma BKIOYaeT B ce0s yrpo3bl, peanus3anus KOTOPbIX
ONPENENAETCS TEM, KaKasl U3 IPUKJIAJHBIX [IPOrpaMM 3aIlyCKaeTcs MOJIb30BaTEIEM, NN
(dakToM 3amycka 000l U3 NPUKIAIHBIX ITporpamMM. bolblias 4acTh TaKUX yrpo3 - 3TO

YI'PO3bl BHCAPCHUA BPCAOHOCHLBIX IIPOIrpaMM.

5.4. O0masi XapakTepucTUKa YIrpo3 0e30MaCHOCTH MePCOHABHBIX IaHHBIX,

Ppe€aIUu3yEMbBIX C UCIIOJb30BAHUEM IMPOTOKOJ0B MEKCETEBOI'O B3auMOleCTBHS

Ecm WCII[ln peanu3oBana Ha 0a3e JIOKAJIbHONM WM paclpeleiCHHON
MH()OPMAIIMOHHOW CUCTEMBI, TO B HEMl MOT'YT OBITh pE€aJTu30BaHbl YIPO3bl 0€30MaCHOCTH
MH(pOpMaAIMU MyTEM KCIOIb30BaHUS MPOTOKOJIIOB MEXCETEBOro B3aumonaecteus. [Ipu
stoM MoxeT oOecrieunBarbest HCJI x [1/ln mnm peanm3oBbIBaTbCS yrpo3a OTKaza B
oOcnyxuBaHusi. OcobenHo omnacHbel yrpossl, koraa MCII[In mnpeacraBasier coOoi
pacnpesieieHHyl0 HMH(QOPMAIlMOHHYIO CHCTEMY, MOJKIIOUEHHYI0 K CEeTsM OOIIero
MOJIb30BaHUs M (WIM) CeTSIM MEXKAYHapOoJHOro HWH(GOPMAIMOHHOTO OOMEHa.
Knaccudukannonnas cxema yrpos, peajin3yeMbIX MO CETH, MPUBEJEHA Ha PUCYHKe 5. B
€€ OCHOBY MOJIO’KEHO CEMb CJIEAYIONINX MEPBUYHBIX TPU3HAKOB KiIacCU(DUKAIIH.

1. Xapakrtep yrpossl. [lo 3TOMy mnpu3Haky yrpo3bl MOTyT OBbITh HACCHUBHBIE U
akTuBHbIE. [laccuBHAs yrposa - 3TO yrposa, IpHu peain3alid KOTOPON HE OKA3bIBACTCS
HenocpeAcTBeHHOoe BiusgHue Ha pabory WCII[AH, HO MOryT OBITh HapyIlEHBI
YCTAaHOBJICHHBIE TIpaBWjia pasrpaHudeHuss nocryna Kk II/[H wim cereBeiM pecypcam.

IIpumepom Takux 03 SBJISIETCA o3a "AHaimm3 cereBoro tpaduka', HarpaBJICHHAA
yr yr 5
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Ha MPOCIIYIIMBAHUE KAHAJIOB CBSI3U U MEpEXBaT MepeiaBacMoil HHPOpMAaIIUH.

AKTHBHas yrposa - 3TO yrpo3a, CBsi3aHHas ¢ Bo3zaeiictBueM Ha pecypcsl UCIIH,
IpU pealu3alid KOTOPOM OKa3bIBaeTCs HEMOCPEACTBEHHOE BIMSHHE Ha padoTy
CUCTeMbl (M3MEHEHHEe KOH(Urypaluu, HapylleHue paboTocrmocoOHOCTH U T.A.), U C
HapyUICHUEM YCTAaHOBJICHHBIX MpaBUJ pasrpaHuueHus aoctyna K IIJIH wiam ceTeBbM
pecypcam. IIpumepoM Takux yrpo3 sBisieTcsi yrpo3a "OtTka3 B 0O0cCiyXuBaHuuU'",
peanusyemas kak "mropm TCP-3anpocos".

2. leny peamuzammu yrpo3bl. [lo »TOMy mpuU3HAKy yrpo3bl MOTYT OBIThH
HANpaBJIeHBl HA HapylleHHE KOH(PUACHIIUATBLHOCTH, IEIOCTHOCTH U JOCTYIMHOCTH
uHdopmaruu (B TOM uucie Ha HapymieHue padotocrnocobnoctu UCII[AH wnm ee
AJIEMEHTOB).

3. YciioBue Hauyama OCYIIECTBIIEHHsS Tpollecca peanusanuud yrposbl. [lo stomy
MIPU3HAKY MOXKET PEaTM30BbIBATHCS YIPO3a:

M0 3ampocy OT 00BEKTa, OTHOCUTEIBHO KOTOPOIro peanu3yercs yrposa. B stom
cilydae HapyUIUTENbh OXKUJAET Tepeaaud 3ampoca ONpPENeICHHOTO THMa, KOTOPHIM U

OyZeT ycIoBHMEM Hayasia OCYIIECTBICHUS HECAHKIIMOHUPOBAHHOIO JJOCTYIIA;

Kiaccudukauus yrpos 6e3onacocTn HuOopMaIin, PEanu3yeMbiX ¢ HCIONb30BAMUCM HPOTOKOIOB MEKCETEBATO
B3aHMO/ICHCTBHA B ABTOMATH3MPOBAHHBIX CHCTEMaX

o nanuvuio obpamuori Mo pacnosoxcenuo cybvexma
o xapaxinepy TTo yenu sosoenemsus Tio yenosuio navana npoyecca casnzu ¢ HCILIn amaxu ompocumensio HCITn
so3deticineust peanuzayuu yaposet
———————————————————— [ e i A L R DT R e T e R L n T
! b i i i : - I L i ;
: : H : 1 1 v H
' '
Taccustbic [ Vrpossl ¢ vapyitiesnesm H ! Yrposs, peanuayeMue no | 4 e 0BpaTHO CBA3LIO . BHYTPUCEIMERTIIbIE H
1| KondmaeHumnanbHocTH 1o | sanpoey o1 HCTLK i H .
] n ! ! ] LI
. dop I ! U | Bes ofpathoi crst 11| MeKCerMeHTHEIe
AKruBlsie L i ' ' °C3 ODPATHOI CBA3H !
' ! H O HOHAMPABREHHAS [
Vo v 1| Yrposk,  peanusyemme | ! ! (on P .
 wapy ' '
____________________ V| Yeposue Hapymetsen V| o nacTyrnermo | ! : araxa) I
1| werocTHOCTH Ihpopsabit ! | okumacworo codmtMa 8 [ 1 | 0 0 ——————————— & %
HER ST S
' 1
' I
[ i
- 1
YIposel ¢ HapyHICHHEM e Bezycnostble B Io YDOSIHI dDMArOHNON vodeau
14 M i (T 1 -
AOCTYAHOCTH KHGopyaLIH {1 | posarcsun i G3AUMOOCHCIMBUA OMKPEIMbBLL CUCTNEM
. 1
'
I
VIPO3H € KOMIICKCHBEIN . ,..-._...-...l. ....................... '
- '
BO3ICHCTBUCM Ha 1 1o coomuouienuo Kouuecmsa H H
H ) '
HHpopuaLIe Hapyuumenet i Xocmoe, H Vrposer 11a PUIMICCKOM YPOBHC '
d 1
H OMNOCIMENBHO KOMOPLIX H '
I o . . '
: ' peanssyiomes veposo : VIPO3hl Ha KAHANLHOM YPOBHE H
[T v i '
SRR R ettt | Yrposst ka cerenoM yposHe |
' 1
1 ' I
H Veposa "OmiH k oaHoMy” Vrposa "OanH xo Pacnpencnenssie [ VIPO3kl Ha TPAHCAOPTHOM YPORHE !
H MHOTHM (CKOOPIMHHPOBAHHBIE) YTPO3LL I N H
' Vrposel Ba CEdHCOBOM YPOBHE ]
' '
' '
' VTposel Ha HPCACTARMTCIILHOM YPOBHE |
_____________________________________________________________________________ H
Yrpossl Ha NPHKAATHOM YPOBHE '
'

HOK 5. Kinaccnpukanmonnas cxeMa yrpo3 ¢ HCIoJb30BaHHEM NMPOTOKOJI0B MeKCeTeBOro

B3auMojeicTBuA"
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[0 HACTYIUIEHUIO OKHUJAEMOI0 COOBITHS Ha OOBEKTE, OTHOCUTEIBHO KOTOPOIO
peanusyercs yrpoza. B 3TOM ciyyae HapylWTeNlb OCYLIECTBIIET ITOCTOSIHHOE
HaOJI0/IeHHe 3a cocTosiHueM omepannoHHou cucteMbl UCIIIH U npy BOBHUKHOBEHUU
OTIpEIENIEHHOTO COOBITHS B 3TOM cHCTeMe HauMHAET HECAHKIIMOHUPOBAHHBIHN JTOCTYII;

Oe3yclioBHOE Bo3jaeiicTBME. B 3ToM  ciiydae Hayallo  OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIa O€3yCIIOBHO MO OTHOIICHHIO K LIENU JIOCTYIA, TO €CTh
yIpo3a pean3yeTcss HEMEIJIEHHO U 0€30THOCUTENBHO K COCTOSTHUIO CUCTEMBI.

4, Hanmuwme obpatHoit cBsizu ¢ MCIIJIH. Tlo aToMy mpu3Haky mpoliiecc pean3anuu
YIpO3bl MOXET OBITh € OOpaTHOM CBsI3bl0 M 0€3 00paTHOM CBsI3U. YTIpo3a,
ocyulecTBiIsieMas npu Hanuuuu oopatHoil cBa3u ¢ UCIIJIH, xapakTepusyercst TeM, 4TO
Ha HEKOoTopble 3anpockl, nepenannpie Ha VICII/IH, HapymuTento TpeOyeTcsl MOIyYUTh
orBeT. CnenoBarenbHo, Mexay HapymureneM u MCII/IH cymecTByer oOpaTHasi CBS3b,
KOTOpas II03BOJISIET HAPYLIUTENI AaJEKBaTHO pearupoBarb Ha BCE H3MEHEHMH,
npoucxomsimue B UCIIJIH. B otnuyme oT yrpos, peaqu3yeMbIX Mpu HATUIUN 00paTHOMN
cesizu ¢ WCIIlH, npu peanmuzanuu yrpo3 Oe3 oOpaTHOU CBsI3u He TpeOyercs
pearupoBath Ha Kakue-nn0o n3mMenenus, npoucxozsmue B UCIT/IH.

5. Pacnonoxenue napymmurtens otHocutenbHo VMCIIJH. B cooTBeTcTBUUM € ATUM
IIPU3HAKOM yIpo3a peaiu3yeTcsi Kak BHYTPUCETMEHTHO, TaK U MEKCErMEeHTHO. CerMeHT
cetu - ¢usnueckoe oObenuHeHne XxocToB (Texuumyeckux cpencts MCII[In wmm
KOMMYHUKAIIMOHHBIX 3JIEMEHTOB, WMEIOIIUX CceTeBOoM azapec). Hampumep, cerMeHr
NCTI/IH 06pa3yeT COBOKYITHOCTh XOCTOB, TOJIKJIFOYEHHBIX K CEpBEpy Mo cxeme "oOrmas
muHa". B ciaydae, korjma mMeeT MeCcTO BHYTPUCETMEHTHAsI Yrpo3a, HapyILIUTENb UMEET
¢usnueckuit goctyn k anmapatHsiM anemeHtam MCII[Jn. Ecniu umeer Mecto
MEKCETMEHTHasl yrpo3a, To HapymuTenb pacnonaraercsa Bue UCIIIH, peanusys yrpo3y
u3 1pyrou cetu wim u3 apyroro cermenra UCII/IH.

6. YpoBeHb 3TAIOHHOM MOJEIH B3aUMOJCHCTBUS OTKPBIThIX cuctem™* (ISO/OSI),
Ha KOTOpPOM peanusyercs yrposa. [Io aTomy npusHaky yrpo3a MOXKET peaJn30BbIBATHCS

Ha (i)I/I?)I/I‘K?CKOM, KaHaJIbHOM, CE€TCBOM, TPAHCIIOPTHOM, CCAaHCOBOM, IMPCACTABUTCIbHOM
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U npukiagHoM ypoBHe moaenu [SO/OSI.

7. CooTHollleHrEe KoJmyecTBa HapyuTenei u anemenToB UCIIIH, oTHOCUTENBHO
KOTOpBIX peanu3yercsa yrposa. [lo aTomy mpu3HaKy yrpo3a MOKeT ObITh OTHECEHa K
KJIacCy Yrpo3, peaJu3yeMbIX OJHUM HapyLIUTEIEM OTHOCUTEIBHO OJTHOIO TEXHUYECKOTO
cpeanctBa UCII[n (yrpo3a "oauH kK OAHOMY'"), Cpa3y OTHOCHTEIIBHO HECKOJIbKUX
texnuueckux cpeacts MCII[In (yrpo3a "ommH KO MHOrMM") WM HECKOJIBKUMU
HApYUIUTEISIMU C PA3HBIX KOMIBIOTEPOB OTHOCUTEIBHO OJHOTO WM HECKOIBKUX
texHnueckux cpeacts MCII/IH (pacnipeneneHHble I KOMOMHUPOBAHHBIE YTPO3bI).

C y4yeToM npOBEIEHHON KIACCH(PUKALMHA MOKHO BBIJIEIUTH CEMb HaHMOO0JIEE 4acTO
peanu3yeMbIX B HACTOSIIEE BPEMS YIPO3.

1. Ananu3z ceteBoro Tpaduka (pucyHox 6).

MapipyTtusaTtor 1 Mapupyrtnsaror 2 @

IMpocayupvBanue
KkaHanalcBsa3K

XocT HApyLIUTENS

XocTr N

"PucyHok 6. CxeMa peajqu3auuu yrpo3nl ""AHaau3 ceTeBoro Tpaguxa'

Orta yrpoza pealu3yeTcsi ¢ TMOMOIIBI0 CIEIHaIbHOW MPOTrpaMMbl-aHATH3aTOpa
nakeToB (sniffer), mepexBaThIBaroIIel BCE MAKEThI, TIEPEIaBaAEMbIC 1I0 CETMEHTY CETH, U
BBIJICIISIFONICH Cpeli HUX T€, B KOTOPBIX IMepeaaroTcs MICHTU(PHUKATOP MOIh30BaTEIs 1
ero nmapoJsib. B xoze peanuzanuu yrpo3sl HAapyIIUTENIb U3y9aeT JJOTUKY pabOThI CETH - TO
€CTh CTPEMHUTCS TOJYYUTh OJHO3HAYHOE COOTBETCTBUE COOBITHH, MPOUCXOMSIINUX B

CUCTEMEC, U KOMaH/, IMEPECbIIIACMBIX IIPHU 3TOM XOCTaMH, B MOMCHT IIOSABJICHHA JaHHBIX
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coObITUi. B manmpHeimieM 5TO MO3BOJIIET 3JIOYMBIIIJICHHUKY Ha OCHOBE 3aaHMs
COOTBETCTBYIOIIMX KOMaHJ IOJIY4YWTh, HAlpPUMEpP, NPHUBUIECTUPOBAHHBIE IIpaBa Ha
NEUCTBUA B CHCTEME WJIM PACIIMPUTHh CBOM IOJHOMOYMS B HEHM, MEPEXBATUTh IOTOK
MEPEAABAEMBIX  JIaHHBIX, KOTOPBIMH  OOMEHHMBAIOTCS  KOMIIOHEHTBI  CETE€BOM
OTEPALIMOHHOM CUCTEMBI, U1t U3BJICUCHUS KOH(DUIeHIIMATIbHON W
uAeHTU(PUKAITMOHHOW MHpOpMauu (HampuMep, CTaTHUECKUX Mapojeil Mmojib30BaTenei
Ui JIOCTyIla K YyIaleHHbIM xoctam 1o mnpotokosam FTP wu TELNET, He
IpelyCMaTpUBAIOLIUM KN (POBaHKE), €€ TOAMEHBI, MOAU(PUKALIUY U T.I1.

2. CkaHMpOBaHHE CETH.

CymHoCTh mponecca peaJiM3aluy yrpo3bl 3aKJIIOYAETCs B IEpefade 3ampocoB
cereBbiM ciy’x0am xoctoB MCII[IH u ananuze oTBeToB OT HUX. Llenb - BbIsBICHUE
UCIIOJIb3YEMbIX  MPOTOKOJIOB, JIOCTYNHBIX TIOPTOB  CETEBBIX CIYKO, 3aKOHOB
dbopMupoBaHUsS HUACHTU(OUKATOPOB COEOUHEHHM, OIpeNeeHHEe AaKTUBHBIX CETEBbIX
CEPBHUCOB, MOJ00P UICHTU(PUKATOPOB U MAPOJICH MOJIb30BATEIIEH.

3. Yrpo3a BbISABICHUS TAPOIISL.

Lenp peanusamuu yrpossl coctout B nosydueHun HCJ] myrem npeonmoneHus
MMapOJIbHOM 3aIlWTHl. 3JIOYMBIIUIEHHUK MOYKET PEeajJv30BBIBATh YIPO3y € IMOMOULIBIO
LEJIOr0 psjla METOJOB, TaKWX Kak MpOCTOH mepedop, mnepebop ¢ HCIOIb30BaHUEM
CIIEHUAJIBHBIX CIIOBAPEW, YCTAHOBKA BPEAOHOCHOM IPOTrpaMMBbl I MEpeXBaTa Mapois,
noaMeHa noBepeHHoro oowekra cetu (IP-spoofing) m mepexsar maketoB (sniffing). B
OCHOBHOM I peJIM3alii YIPO3bl HCIOJb3YIOTCS CIIEHUAIbHbIE IPOrPaMMBbl, KOTOPbIE
MBITAIOTCS MOJTYYUTh JOCTYI K XOCTY IyTE€M IOCJeI0BaTeIbHOr0 noadopa naponeil. B
ciydae ycrexa, 3JIOyMBIIUICHHUK MOXET co37aTh st cebst "mpoxox" st OyayIiero
J0CTyIa, KOTOPBI OyAeT 1eCTBOBATh, JAXKE €CJIM Ha XOCTE€ U3MEHUTh NapoJjb A0CTYIA.

4. IloqmMena JoBepeHHOro OOBEKTa CETM M TIeperada [0 KaHajdaMm CBs3U

COOOIIICHHI OT €ro UMEHHU C TPUCBOCHUEM €T0 TIPaB J0CTyma (PUCYHOK 7).
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1. Xoct X BeseT HabnioicHHME 3a XocTamy A U B 1 onpeeniaeT HyMepaiuio
MaKkeToB COOOLUEHNH, HAYLLYO OT X0cTa B

Xocr X - XOCT Hapy LLIUTENS

N

XocT A - noBEpEeHHBIA XOCT

2. XocT X noceisiaer Ha xocT A cepuic TCP-3anpocoB Ha CO3JIAHUE COeUHEH NS,
3AMOJIHSA TEM CaAMbIM OUEPEAL 3AMPOCOB € UE/IbK BLIBECTH U3 CTPOsI HA HEKOTOPOE
BpeMst xocT A

e 5
TS

Xo

SYN,
ISSx
TCP-3anpoc Ha OTKPBITHE COSAMHEHHS OT UMEHHW X0cTa A
SYN-OuTt CHHXpOHH3alIMK HOMEPA [10C/IE0BATENBHOCTH
[SSx-npou3BONBHBIN HOMEpP MOCIEA0BATENIbHOCTH
XOCT A BBIBEAIEH U3 CTPOS

OTBeT xocra B Ha TCP-3anpoc/

SYN, ACK, ISSb XocT B
ACK(ISSx+1)

SYN-GUT CHHXPOHU3AUUH HOMEPA TTOCNEA0BATENEHOCTH
[SSb-npoun3BOALHBIR HOMEP NOCIEAOBATENLHOCTH XOcTa B
ACK(ISSx+1}-HoMep noaTeepskaeHus npuema TCP-nakera oT

xocTa A, paBHBIH [SSx+1

: ASK(ISSb+1)-nomep noarsepxkacHus npuema TCP-nakera ot xocTa B,
B KOTOPOM aTaKy KA yKa3kiBaeT noaobpaHHelil HoMep ISSb+1
ACK, 188x+1 .
\ ACK(ISSb+1) -7

Xocr X - B}<”’ASK(ISSx+]]-Homep Xoct B

t e cnenytowerc TCP-niakera
| \ OrcyterByeT coobiuenue o paspbise TCP-coenunenys or

BLIBEICHHOTO M3 CTPOsl XOCcTa A (NaKeT ¢ 3aroJIHEHHBIM
cnyxebHbIM 3arososkoMm RST)

"Pucynok 7. Cxema peanuszanuu yrpo3sl '"'IlonMeHa 1oBepeHHoro oobexkra cetu"
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Takas yrpoza 5(h(EeKTHBHO peamu3yeTcs B CHCTEMax, TIe NPUMCHSIOTCS
HECTOWKHE aTOPUTMbI WIACHTHU(PHUKAIMN U ayTeHTU(UKAIIMA XOCTOB, IMOJIb30BaTEICH U
T.4. Ilom noBepeHHBIM OOBEKTOM TOHHMMAeTcsi OOBEKT CceTH (KOMIIbIOTEp,
MEXKCETEBOM IKpaH, MapUIPyTU3ATOP U T.I1.), JETaJIbHO MOJKIIOUEHHBINA K CEPBEPY.

MoryT ObITH BbIIEIEHBI JBE PA3HOBHUJIHOCTH IpoOIlecca peau3alii yKa3aHHOU
yrpo3bl: C YCTAHOBJICHUEM U 0€3 YCTaHOBJICHUSI BUPTYAJIbHOT'O COCTMHEHMUSI.

[Iporecc peanmmsanuy ¢ yCTaHOBJICHHEM BHUPTYaJTbHOTO COCIWHEHUS COCTOUT B
IPUCBOCHUU TMpaB JOBEPEHHOrO0 CyOBbEKTa B3aUMOJAEWUCTBUSA, UYTO IO3BOJSAET
HapYILIUTEI0 BECTU CEAHC pabOThI C OOBEKTOM CETH OT UMEHU JIOBEPEHHOTO CYyOBEKTa.
Peanuzanus yrpo3sl J1aHHOTO THUIA TPeOyeT MPEOAOJEHUSI CUCTEMbl MACHTU(UKAIUN U
ayTeHTUuguKanuu cooOiieHui (Hanpumep, ataka rsh-ciyx6s1 UNIX-xocta).

[Iporecc peanmuzanmu yrpo3sl 0€3 YCTaHOBIIEHUS BHUPTYaJbHOTO COCIMHECHHUS
MOXXET HMMETh MECTO B CETAX, OCYILECTBISIOUIMX MICHTU(PUKALNIO TepeaaBacMbIX
COOOILIEHU TOJBKO MO ceTeBOMYy ajpecy ormpasutens. CyHIHOCTb 3aKJIIOYaeTcsl B
nepefave CiayKeOHbIX COOOIIEHMH OT HMMEHHM CETEBbIX YIPaBISIOMIMX YCTPONCTB
(Hampumep, OT HMEHHM MAapIIPyTU3aTOPOB) 00 WM3MEHEHWH MAapIIPYTHO-aIPECHBIX
naHabiX. [lpg  sToM  HEOOXOAMMO WMETh B BHAY, YTO €IUHCTBEHHBIMHU
uneHTuduKaTopamMu abOHEHTOB U coeauHeHus (mo nporokony TCP) sBistores aBa 32-
outHbix mapamerpa Initial Sequence Number - ISS (Homep mocienoBaTenTbHOCTH) U
Acknowledgment Number - ACK (momep mnoxarBepxacuus). CleqoBaTelbHO, IS
dopmupoBanust JoxkHoro TCP-makera HapymuTento HEOOXOAMMO 3HATh TEKYyIIUe
UIEeHTU(PUKATOPHI )i TaHHOTO coenuHenus - [ISSa u ISSb, rae:

ISSa - HekoTopoe yuciIeHHOe 3HAaYeHUE, XapaKTEPU3YIOIIee MOPSAKOBBIM HOMED
ornpasisieMoro TCP-nakera, ycranasinBaemoro TCP-coequHenusi, THUIIMUPOBAHHOTO
XOCTOM A;

ISSb - HekoTOpoe uucieHHOE 3HAYCHUE, XapaKTEPU3YIOIIee MOPSIKOBBIA HOMED
ornpasisieMoro TCP-nakera, ycranaBinBaemoro TCP-coequHenusi, THUIIMUPOBAHHOTO

xoctoM B.
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3nauenue ACK (HoMepa mnoarBepxkaeHus ycraHoBiaeHuss TCP-coenuHeHus)
ompeeNsieTcss Kak 3HaueHHe HOMEpa, MOJy4eHHOro OT pecnoHzeHta ISS (Homep
nocaeaoBaTeabHocTH) itoc eauanna ACKb = I1SSa + 1.

B pesynprare peanuzanudyd yrpo3bl HApyLUIATENb MOJIY4YaeT IIpaBa JIOCTYIIA,
YCTAHOBJICHHBIE €r0 TMO0JIb30BaTEIEeM JJisi JOBEPEHHOIO0 a0OHEHTa, K TEXHUYECKOMY
cpeactBy UCII/IH - nenu yrpos.

5. HaBsi3biBaHuMe JI05KHOTO MapIipyTa CETH.

Jlannass ~ yrpo3a  peaqm3yeTrcss OJHUM U3  JIByX  CIOCOOOB:  MyTeM
BHYTPHUCETMEHTHOTO WJIM MEKCETMEHTHOTO HaBs3bIBaHUS. BO3MOKHOCTh HaBS3bIBAHUS
JIO)KHOTO ~ MapuipyTta oOyCJIOBJIEHa HEJOCTaTKaMH, NPUCYIIUMH  alfOpUTMaM
Mapupytu3anuy (B 4aCTHOCTH, M3-3a MPOOJEMbl  UJCHTU(PUKAIUU  CETEBBIX
YIPaBISIONIUX YCTPOUCTB), B PE3YJbTATE YETO MOXKHO MONACTh, HAIIPUMEP, HA XOCT WU
B CETh 3JIOYMBIIUJIEHHUKA, 1€ MOXHO BOWTH B OINEPALMOHHYIO CpPEAy TEXHUYECKOTO
cpeactBa B cocrae  MCII/IH. Peamms3anusa  yrpo3sl  OCHOBBIBAETCS  HA
HECAaHKIITMOHUPOBAHHOM HCIIOJIb30BaHUU MPOTOKOoJ0oB MapiipyTtusanuu (RIP, OSPF,
LSP) u ynpasnenus cerbto (ICMP, SNMP) nyist BHeceHUs] U3MEHEHUI B MapIIpyTHO-
aapecHble Ta0auIbl. [Tpu 3TOM HapymIUTENI0 HEOOXOAUMO MOCHATh OT UMEHU CETEBOTO
VIOPABJISIIONIETO YCTPONCTBA (HApUMeEp, MapIIpyTHU3aTOpa) YHPABISIONIEE COOOIIECHNE

(pucynku 8 u 9).
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1 Tlepenaua HapyLlnTenem Ha xoct | noxkHoro coobuienus no npotokony ICMP Redirect ot
HMeHH mapuipytHiatopa | 00 u3meneruu TabnauLb

i ———
% —"  HWnrepHer

g s i
- I N
Mapuipytusarop 1 MapwpyTuzarop 2 Tlosuoe cooGLenie Cepser
ICMP Redirect tor secret com

XocT HapywMTens

2 TlaxkeTbl Ha tOf S€cTet COM HanpasAIOTCA HA HECYLUECTBYIOLUIMH MapLIPYTH3aTOF (XocT 2), a

CJICJOBATENbLHO, CBA3b € tOp secret com Hapyluaercs
#a.m@,; W‘“Wa%«

e G . Hurepnel

e ) 7
st w»"kmw///M

Mapwpyrrsatop | MapupyTtuzaTop 2

Tabnuua
MapUIPYTH3ALMA

top secret com
gateway=xocT 2

Cepsep
top secret com

"Pucynok 8. Cxema peanusauuu ataku "Hapsi3pIBaHMe JI0:KHOT0 MapmpyTa' (BHyTpUCErMEHTHOE) ¢

HCIO0Jb30BaHueM NMPoToKoaa ICMP ¢ unesibio HapyleHust cBs3u'

i. ®aza nepenaun noxHoro coobienns ICMP Redirect ot umenn mapipytusaTopa Ha XocT |

JloxkHoe coobueHne ICMP Redirect  MapupyTtusarop

h B HAWTy'IIEM MapLUpyTe K XOCTY je— —
top.secret.com P ' )
N ¢ Hnurepner

Xoor 2 / T

XocT HapyLIUTENs

2. (asza npuema, aHanu3a, BO3AEHCTBUA U Nepenayn nepexsayeHHod HHGpOpMaUUu Ha TOKHOM
cepeepe

Xoct | nepenaer
TIaKEThI,
rpeaHa3HavY€HHbIE
top.secret.com, Ha

XOCT aTaKyoulero
XOoCT napymurens

ATakywowuit OT UMEHH
xocTta 1 nepenaer NaxkeTs
Ha top.secret.com

Cepsep top.secret.com

Xoct 1

"Pucyno
K 9. Cxema peanu3zanuu yrpo3s! ""HaBsi3bIBaHNe JI05KHOT0 MapmpyTa' (MescerMeHTHOe) ¢ HeJIbIo

nepexsarta Tpaguka'
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6. BHenpenue 10KHOTO 00BEKTa CETH.

Ota yrpo3a OCHOBaHa Ha WCIIOJIb30BAaHUU HEJOCTATKOB aJrOPUTMOB YAAJIIEHHOTO
noucka. B cimydae, ecim 0oOBEKTHI CETH M3HAYAJIBHO HE UMEIOT aJpecHON MHbOpMaIuu
ApYyr O ApYyre, UCHOJBb3YIOTCS Pa3MyHbIe MPOTOKOJIBI YAAJEHHOIO MOUCKa (Hampumep,
SAP B cersx Novell NetWare; ARP, DNS, WINS B ceTsix co CTeKOM MpOTOKOJIOB
TCP/IP), 3axmtoyaroniuecs B repeaaye 1o CEeTH CelHalbHbIX 3alIPOCOB U MOJYYSHUH Ha
HUX OTBETOB C HCKOMOM MH(popmanuen. [Ipu 3ToM cyiiecTByeT BO3MOKHOCTh IIEpeXBaTa
HapyIIUTENEM ITOMCKOBOr'O 3alpoca U BbIIAYM HA HETO JIOKHOTO OTBETA, UCIIOJIb30BAHHE
KOTOPOTO TPUBEAET K TpeOyeMOMYy H3MEHEHUIO MapHIPYTHO-aJIpECHBIX JaHHBIX. B
JajabHENIeM BeCh MOTOK MH(OPMAaIIUU, aCCOLIMUPOBAHHBIN ¢ 00bEKTOM-KEPTBOU, OyAET

MIPOXOJIUTH Yepe3 JIOKHBINA 00beKT ceTH (pucynku 10-13).
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I, ®aza oxunaanus ARP-3anpoca

ATAKYIOUH A rllpoc;ly LINBAET Mdpmpy TH3aTOP
KaHan, 0u1as nepeiady
ARP-3zanpoca
Hurtepuer B

Xoct N

Xoer 1 Xocr 2

XOCT Hapy HTEe s

2, Ma3za peaH3alHK Yrposbl

Xocr nepenacr INepexsarus ARP-3anpoc, MapupyTHsarop
ARP-3anpoc ATAKYIOWKI nepeaaeT J0KHbIA
ARP-otreT ) T
Mureprer 3

-

Xocr N

Xocrt Hapyureas

3. ®aza npuema, aHANHIA, BOACHCTBHA H epefayy nepexsa4eHHol #HdopMaun Ha
noxuoM ARP-cepsepe

% MapupyTtHsarop
Caasb xocra 1 ¢ .

MapHIPYTH3ATOPOM MPOHCXOJANT
qepes nomHbii ARP-cepsep

HurepHer

———————————————————— o —

Jlow it
ARP-cepnep

"Pucynok 10. Cxema peasnsanun yrpossl "Buenpenue joxnoro ARP-cepsepa
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1. ®aza oxuaanus atakytomnm DNS-3anpoca ot xocTa 1 (atakyowui HaxoauTes aubo Ha XOCTe
HapywmnTens |, 11bo Ha XocTe HapylunTens 2)

Cepaep
% top.secret.com
MapupyTusarop
MapuipyTusarop Mapuipy tusarop N
Q DNS-cepsep
S ES N 5
f .
Xoct | Xoet 2 Q/ Q/ ,
Xocr HapywuTens | XocT HapywuTens 2

2. da3a nepeaayn atakyownm JoxHore DNS-orBeta (arakyrolmnit HaxoanTes nubo Ha xocTe
Hapylurens |, 1ubo Ha XxocTe HapyuTess 2)

% | o
MapupyTuzarop Cepsep top.secret.com
T ) T » % ﬂO)i?HblFl
DNS-3anpoc Tlowuei  MapupyThsatop Mapupytusarop DNS. orBeT

&

: Q DNS-otser { DNS-copsep
IS &

Xoct | XocTt 2 \ \

Xoct HapywnTens | Xoct HapyuwnTens 2

Y

2. ®asa npuema, aHanu3a, BO3IeHCTBUA 1 Mepeayun rMepexBadeHHON HHPOPMaLUK Ha JIOKHOM CepBepe

I
I
L
I
: MapupyTHsarop
Q-
, con
I
MapiupyTisarop : MapipyTHsaTop
I
|
I
!
____________ J

XocT HapyuiuTens 2

"Pucynok 11. Cxema peanusanuu yrposs! "'Baeapenne jo:xxHoro DNS-cepsepa' nyrem

nepexsata DNS-3anpoca"
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1. Hapywurens nepeaaet HanpasiaeHHbIH wtopM DNS-oTBeTOB Ha XOCT |

MapupyTtusaTtop

[+

\f,zh!‘r"

MapuupyTusatop Cepsep

top.secret.com
LliTopM NOXKHBIX

oo S-oTBeToB OT

umenn DNS-
MapuipyTH3aTop  cenpepa a xoer 1

JloxHbIl cepsep
(xoct HapywuTenst)

DNS-cepgep

2. Xocr 1 noceinaer DNS-3arpoc U HeMenneHHo rojyyaeT JoxHbii DNS-oTBeT

— tee MapupyTtusaTop

S
o
MapiupyTuzaTop

top.secret.com

11ITopM J10XKHBIX
% cee _WS-OTBMOB oT

% umMeHu DNS-

M
DNS-3anpoc‘(‘?§9} MapiupyTusatop apLpyTH3aTop cepBepa

JloxHbIN cepep
(xocT HapywuTens)

DNS-cepsep

Xoct 1 Xoct 2

3. ®aza npueMa, aHaTH3a, BO3AEHCTBHS U NIepeJauy nepexBaueHHoNH nHdOpMaLMK Ha JIOXKHOM CepBepe

Mapupytuzarop

Cepsep
top.secret.com

MapuipyTuzarop MapuwpyTtuzarop

DNS-cepsep

S

JloxHslii cepaep
(xocT HapyiuTeNA)

ncyHok 12. Cxema peajam3amnuy yrpo3sl ""BHeApPEHHE JOKHOIO -cepBepa'’ myrem mropma -
"Pucy 12.C p yrp " P DNS-cepBepa'" ny pma DNS

OTBETOB Ha KOMIIBIOTEP ceTH'
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1. HapywuuTeiib CO31a€T HanpaBieH bl WTOPM NTOXHBIX DNS-0TBETOB OT HMEHH OHOTO U3 KOPHEBBIX
DNS-cepsepoBs 1 npu 5TOM NPOBOLMPYET STOT CEPBEP HA OTBET, NMocbllas Ha Hero DNS-3anpoc

} I/IHTepHeT
Mapuupyfuzarop MW»

XOCT 1
MapuwpyTtusarop MapmpmiaTop MamemiaTOp
DNS-3anpoc Ha nouck Kopnesoi
DNS-cepsep top.secret.com DNS-cepsep

XOCT HapyHTeNs

2. DNS-cepsep nepenaer DNS-3anpoc Ha kopHeBoi DNS-cepBep 1 HeMeJIEHHO MOoJTy4aeT J0KHbIH DNS-oTBeT 0T
aTaKyoLero

gt

3 , 5; Wurepuer
Mappyfizarop e

Xocr | % g l .
Mapi;pymzamp MapupyTr3arop

Mapiu a
DNS-3anpoc pLIPpYTH3aTOp

HanpasnenHslii wropm

noxHsIx DNS-oTBETOB Q
OT UMEHM KOPHEBOTO %/ Kopueroii
DNS-cepsepa \/ DNS-cepsep
XocT HapyLwuTens

DNS-cepsep

3. XocT HapywuTens u3MeHseT kaw-rabanny DNS-cepBepa 1 obecneunBaeT npoxoxkaeHue Tpaduka uepes
noxHbid Cepsep top.secret.com

\ 4

epBep A

/

0xHbili CepBep

top.secret.com ?)V,»W I/I R %,ﬂ{ tOp secret.com
& HTEpHET “+ «— DNS-3anpoc Ha nouck
Kow rapsmua DNS- hae A TOP.SECRET.COM

cepsepa
top.secret.com: DNS-oTBeT ¢ 10KHbBIMU 'ﬁ\
IP agpec arakyouero CBEJEHUSAMH O XOCTE R

TOP.SECRET.COM MapiupyTusarop
DNS-cepsep

: "p
ucyHnok 13. Cxema peanusanuu yrpo3nl "'Baenpenue jo:knoro DNS-cepBepa' myrem mropma DNS-

oTBeToB HAa DNS-cepBep"
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7. OTKa3 B 00C/TyKHBaHUHU.

OTu yrpo3bl OCHOBAaHBI HAa HEJOCTAaTKaX CETEBOTO MPOTPaMMHOIO 00eCreUeHHUs,
€ro  ySI3BHUMOCTSX, TMO3BOJISIIOUIMX HApyIIUTENII0 CO3JaBaTh  yCIOBHS, KOraa
OlepallMOHHAsl CUCTEMa OKa3bIBAETCS HE B COCTOSIHUM 00pabaThiBaTh IMOCTYIAIOIIHNE
MaKEThI.

MoryT ObITh BbIICJIEHBI HECKOJIBKO Pa3HOBUAHOCTEN TaKUX yTPo3:

a) CKPBITHIN OTKa3 B 00CITY>KMBAaHWUU, BI3BAHHBINA TIPUBJICUCHUEM YacTH PECYpPCOB
NCII[x Ha 00pabOTKy MakeToB, NMEpeAaBaeMbIX 3JIOYMBIILICHHUKOM CO CHUXEHUEM
MIPOITYCKHOU CITOCOOHOCTH KaHAJIOB CBSA3H, MPOU3BOJUTEIBHOCTH CETEBBIX YCTPOMCTB,
HapylieHueM TpeOoBaHUI KO BpeMeHH 00paboTku 3ampocoB. [Ipumepamu peanuzanuu
yIpo3 MOAOOHOTIO poJa MOTYT CIYKUTh: HAIPaBJICHHBIM IITOPM 3XO0-3alPOCOB IO
nporokoiny ICMP (Ping flooding), mrropm 3anpocoB Ha yctanosienue TCP-coenunenuii
(SYN-flooding), mrropm 3anpocoB k FTP-cepsepy;

0) ABHBIA OTKa3 B OOCITY>KMBAaHWH, BbI3BaHHBIN ncuepmnanuem pecypcoB NCII/Ix
npu 00pabOTKE MaKeTOB, MEPEJAaBAEMbIX 3JIOYMBINUICHHUKOM (3aHSITUE BCEH MOJIOCHI
MPOITYCKAHUS KaHAJIOB CBS3M, MEPEMOJHEHHE OYepe/iel 3alpocoB Ha OOCITYXKUBaHUE),
IpyU KOTOPOM JIETAJIbHBIE 3alpOChl HE MOTYT OBITh TEpPENaHbl 4Yepe3 CETh H3-3a
HEJOCTYITHOCTH CpeAbl Mepenayd JuO0 MOJy4daloT OTKa3 B OOCHYXKMBAHMM BBHUIY
MEPENOIHEHU OYepeAel 3ampocoB, JHUCKOBOIO MPOCTPAHCTBA NaMATH M T.A.
[Ipumepamu yrpo3 JaHHOTO TUIIA MOTYT CIY>KUTh IITOPM HIMpOKOBemarenbHbix [CMP-
sxo0-3anpocoB (Smurf), Hamparnenusii mrTopMm (SYN-flooding), mropm cooOrieHuit
MIOYTOBOMY cepBepy (Spam);

B) IBHBI OTKa3 B OOCIYy)XMBAaHWM, BBI3BAHHBIM HApPYIICHUEM JIOTHYECKOU
CBSI3BHOCTH Mexay TexHuueckumu cpeactBamu HMCIIIH npu nepenadye HapylmuTeneM
VOPABJISIFONTUX COOOIIEHUI OT UMEHHU CETEBBIX YCTPOMCTB, MPUBOANINX K U3MEHEHUIO
MapuIpyTHo-ajapecHbiXx aaHHbix (Hampumep, ICMP Redirect Host, DNS-flooding) umu
UJEeHTU(UKAITMOHHON U ayTeHTU(PUKAIIMOHHON HH(POpMAIIHH;

) SBHBI OTKa3 B OOCIY)KMBAaHWMH, BBI3BAHHBIA Mepenadeil 370yMBIIITICHHIKOM
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MaKeTOB C HeCTaHAapTHBIMU arpuOyramu (yrposer Tuma "Land", "TearDrop"”, "Bonk",
"Nuke"”, "UDP-bomb") wiM uMEIONMX [UIMHY, [PEBHIIIAIONIYI0 MaKCHUMaIbHO
gomycTuMbIi pasmep (yrposa tuma "Ping Death"), uto Moxker mpuBecTH K €000
CETEBBIX YCTPOWMCTB, yYacTBYIOIIMX B OOpaOOTKE 3ampocoB, MPU YCIOBUU HATUIHS
OIIKMOOK B MporpamMmax, peaqn3yronuX MPOTOKOJIbI CETEBOT0 OOMEHa.

PesynbraToM  peanu3alvii  AaHHOM  yrpo3bl MOXET CTaThb  HapyLICHHE
paboTOCIIOCOOHOCTH COOTBETCTBYIONIECH CITY>KOBI TPEIOCTaBIECHUS YIaJEHHOTO JOCTYyIa
k IIJln B MCII[IH, mepemadya ¢ OJHOrO ajpeca TaKOTO KOJIMYECTBA 3alpOCOB Ha
MOJKJIIOUYEHUE K TeXHHYeckomy cpenctBy B coctaBe MCII/IH, kakoe MakKCMMaJIbHO
MOKeT "BMeCTUTh" TpaduK (HampaBlIEHHBIN "IITOPM 3ampocoB"), UTO BJEYET 3a COOOM
MEPENOJHEHNE OYEpEeqU 3alpOCOB M OTKAa3 OJHOM M3 CETEBBIX CIYKO WIM MOJHYIO
OCTaHOBKY KOMIIbIOTEpA M3-32 HEBO3MOXKHOCTU CHCTEMBI 3aHUMATHCSI HUYEM JIPYTHM,
KpoMme 00paboTKH 3aIpOCOB.

8. Y maneHHBIN 3aIlyCK MPUIIOKEHUH.

VYrpo3a 3akirouaercss B cTpemieHun 3amycTuTbh Ha xocte MCIIH paznuuHbie
MPEBAPUTENILHO BHEJIPEHHBIE BPEIOHOCHBIE MPOTPAMMBI: ITPOTPAMMBbI-3aKJIAJIKH,
BUPYChI, '"CE€TE€BBIE IIMHOHBI', OCHOBHAas 1€b KOTOPBIX -  HapyIICHHUE
KOH(DHICHIIMATIBHOCTH, 1EJI0CTHOCTH, JOCTYIMHOCTH WH(OPMAIIUU U TOJHBIM KOHTPOJb
3a pabotoit xocta. Kpome Toro, BO3MOxKeH HECAaHKIIMOHUPOBAHHBIN 3aITyCK MPUKIATHBIX
MporpamMM TOJIb30BaTENCH JUIsi HECAaHKIIMOHWPOBAHHOTO TOJIYYEHHS HEO0OXOIMMBIX
HapyIIUTENO JAHHBIX, JJIA 3allyCKa YIPaBIseMbIX TPUKIIAIHON TPOTPaMMOM MPOLIECCOB
U J1p.

BriiensatoT Tpy noJikiiacca JaHHBIX yIpo3:

1) pacnipocTpaneHue ¢aiinos, coJiep Kalnx HECaHKIIMOHUPOBAHHBIM
HUCIOJIHSAEMBIN KOJI;

2) yaajdeHHBIN 3alyCK MPHIOKEHHS IMMyTeM IMepernoiHeHust Oydepa MprIoKeHn -
CEPBEPOB;

3) yaaneHHBIH 3amyCK NPUIOKEHHS IyTeM HCIOJb30BaHHUS BO3MOXKHOCTEH

YAQAJICHHOTO YIPABJICHUSA CHCTGMOﬁ, npeaoCTABIKICMbIX CKPBITBIMH IIPOTPAMMHBIMH U
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anmapaTHBIMU 3aKJIaJKaMU JTUOO MUCIOJIb3yEMBbIMH IMMTATHBIMH CPEICTBAMH.

TunoBeie yrpo3sl MEPBOrO0 M3 YKAa3aHHBIX MOJKIACCOB OCHOBBIBAIOTCA Ha
AKTUBHU3AlMA PACTIPOCTPAHIEMBIX (ailIoB TpH CIydyalHOM OOpameHnd K HUM.
[Tpumepamu Takux (HailyIoB MOTYT CIY>KUTh: (DAMIIbI, COACPIKAIIIE UCTIOTHIEMBIN KOJ B
BUJe MakpokomaHn (nokyMeHTbl Microsoft Word, Excel u T.m.); html-moxymeHTsl,
colIep)Kalie WCIOJHIEMBbIM KOA B BHAE OdJeMeHTOB ActiveX, Java-anmieros,
UHTEPIPETUPYEMBIX CKPUIITOB (HampuMep, TEKCThI Ha JavaScript); daiiibl, comepxaniue
UCIIOJIHSIEMbIE€ KOJIbI mporpaMM. st pactipocTpaneHus: (aityioB MOTYT MCIOJIb30BaThCs
CITY>KOBI 2JICKTPOHHOM MOUTHI, iepeaaun paiiaoB, ceTeBor (PaitjioBoil CUCTEMBI.

[Ipu yrposzax BTOpPOro MOAKIACCA MCIOJB3YIOTCS HEIOCTaTKA IPOrpamm,
pEATM3YIONINX CETEBBIC CEPBUCH (B YAaCTHOCTH, OTCYTCTBHE KOHTPOJS MEPETIOTHEHUS
O0ydepa). HacTpoitkoif CUCTEMHBIX PETUCTPOB MHOT/IA YAAETCS NEPEKIIOUUTH MTPOIIECCOP
MOCJIe TpEephIBaHMS, BBI3BAHHOTO TMEpernoyiHeHreM Oydepa, Ha UCIOJHEHHUE KOJa,
cojiepkaiiierocsi 3a rpanuiei oydepa. Ilpumepom peanuzanuu Takol yrpo3bl MOXKET
CIIY’KUTh BHEJPEHUE IIUPOKO U3BECTHOTO "BUpyca Moppuca".

[Ipu yrpozax TpeThero mojakiIacca HAPyUIUTEIb MCIOJB3YET BO3MOKHOCTHU
YAQJICHHOTO YIIPaBJICHUS CHCTEMOMW, MPEIOCTABISAEMbIC CKPBITBIMA KOMIIOHCHTAMHM
(manpumep, "Tposiuckumu'" nporpammamu tuna Back Orifice, Net Bus) nu6o mrratHeiMu
CpelCTBaMH YMpaBIEHUS M aAMUHUCTPUPOBaHUSA KommbloTepHbIX cereid (Landesk
Management Suite, Managewise, Back Orifice u T.11.). B pe3ynbrare ux ucnosib3oBaHus
yAaeTcsi JOOUTHCS yIaJ€HHOTO KOHTPOJIS HaJl CTAHIIUEH B CETH.

CxeMaTHYHO OCHOBHBIE ATallbl pabOThI 3THX MPOTPAMM BBITJBIAT CICTYIONTAM
obpazom:

WHCTAJUIAINS B TIAMSITH;

OKMJAHUE 3ampoca C YAAIEHHOTO XOCTa, Ha KOTOPOM 3allylleHa KIUEeHT-
IporpaMma, ¥ OOMEH ¢ Heil COOOIIEHUSIMU O TOTOBHOCTH;

nepeaada IMepexBaueHHOW WH(OpMAIM KIHWEHTY WM TPEIOCTABICHHE €My
KOHTPOJIS HAJ aTaKyeMbIM KOMITBIOTEPOM.

Bo3moxxHbie MOCJICACTBUS OT pCaiM3allv YIpO3 PA3JIMIHBIX KJIACCOB IPUBCACHBI
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B Ta0aune 3.

Taoauma 3

Bo3MoskHbIEe MOC/IeICTBHS Pealu3alu YIrpo3 Pa3jindHbIX KJIacCOB

/m

Tun arakn

Bo3MoikHBIE TOCTEICTBHS

AHanu3 ceTeBoro Tpaduka

Hccnenosanue XapaKTEepUCTUK CETEBOro
Tpaduka, mepexBar rnepeaaBacMbIX JaHHBIX, B TOM YHCIIE

UIeHTH(PUKATOPOB U MapoJicH Mmob30BaTeNei

CkaHUpOBaHHE CETU

OnpeneneHre MPOTOKOJIOB, NOCTYMHBIX TMOPTOB
CETEeBBIX CITy K0, 3aKOHOB (dhopMHpOBaHUS
UICHTH(PUKATOPOB COCIMHEHHH, AKTUBHBIX CETEBBIX

CEPBHCOB, HJICHTU(PHUKATOPOB U MAPOJICH MOJIb30BaTeIeH

"ITaponbHas" aTaka

Brimonnenue 100010 ACCTPYKTUBHOTO
HeﬁCTBHH, CBA3aHHOI'O C IMMOJIYy4YCHUCM

HCCAHKIIMOHHUPOBAHHOTO JOCTYyIIa

CCTH

[Nonmena noBepeHHOTO 0OBEKTA

H3menenue TPAacCChl MPOXOKIACHUA COO6H1€HHﬁ,
HCCAHKIIMOHUPOBAHHOC HN3MCHCHUC MapmpyTHO-
aIpCCHBIX NAaHHBIX. HecaHKI_II/IOHI/IPOBaHHHﬁ AOCTYII K

CETEBBIM pecypcaM, HaBsS3bIBAHUE JIOKHOUM HH(BOPMAIUH

HapsizpiBanue JI0KHOTO MapIIpyTa

HecankimonnpoBanHoe U3MEHEHNE MapIIPyTHO-
aJpecHBIX  JaHHBIX, aHadM3 W  MOJU(HUKAIUL
IepelaBaeMbIX  JaHHBIX,  HaBSI3bIBAHME  JIOXKHBIX

CO0O0IIIeHNT

BHeapenue J105)kHOTO 00bEKTa CeTH

[lepexBat u MIPOCMOTP Tpaduka.
HecaHkunoHUpoOBaHHBIA OCTYIl K CETEBBIM pecypcam,

HaBSI3BIBAaHUE JIOXKHOH I/IH(I)OpMaI_[I/II/I

TKa3 B
obcmy

JKHBaH

( YacTtuyHoe rcueprnaHue

pecypcos

CHmKeHHe HpOHYCKHOfI CIIOCOOHOCTH KaHaJIOB
CBs3U, IMPOU3BOJUTCIIBHOCTHU CCTCBbBIX YCTPOP’ICTB.
CHKeHUE MMPOU3BOJUTCIIBHOCTHU CCPBCPHBIX

MIPHIIOKEHU I
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uu [Tonnoe Hcuepranue HeBo3MoXXHOCTE Tepemaun COOOIEHUN m3-3a
pecypcoB OTCYTCTBHA JOCTyNla K Cpele Tepeaadd, OTKa3 B
yCTaHOBIEHNU coenuHeHns. OTKa3 B TPeIOCTaBICHUU

cepBuca (3JeKTPOHHOH MOUTHI, PaiIoBOrO U T.1I.)

Hapymenue norudyeckoit HeBo3MokHOCTh Tepeaaud, coOOIeHHH H3-3a
CBSI3HOCTH MEXIy aTpuOyTamH, | OTCYTCTBUS KOPPEKTHBIX MapLIPyTHO-aAPECHBIX
JaHHBIMU, OO BEKTaMHU JaHHbIX. HEeBO3MOXHOCTBb IOINYy4YEHUS YCIyr BBUAY

HECAaHKI[UOHUPOBAHHOU MOJIU(pHUKALNN

HWACHTU(PHUKATOPOB, TTAPOJIEH H T.II.

Hcnonp3oBanue ommOok Hapymerne  paboTociocoOOHOCTH — CETEBBIX
B IIporpammax YCTPOMCTB
3 IIytem pacchUIKU Hapyuienue KOH(UICHIINATHHOCTH,
JaneHH | ¢aiinos, CoJepKallluX | LEJIOCTHOCTH, JOCTYITHOCTH MH(pOpMaLu
13174 JECTPYKTHUBHBIA  HCIIOJIHSIEMbIN

3aIyCK | KOJ, BUPYCHOE 3apa)kKeHue

MIPUIIO Ilytem  mepenonHeHUs
XKenui | Oygepa CEpPBEPHOTO
MIPUIIOKEHUS
IIyrem wucnonb3oBaHus CKpBITOE YIIpaBICHUE CHCTEMOMN
BO3MOXKHOCTEMN YJAJIEHHOTO
yIIpaBICHUS CUCTEMO,

MpeaoCTaBJIACMbIX CKPBITBIMHA

IIpOrpaMMHBIMU U allllapaTHBIMU

3aKJIaJKaMH 6o
HCIOJIb3yEMbIMU ITaTHBIMHU
cpeacTBamMu

[Tpornecc peanusaiu yrpo3sl B 001EM ClTydae COCTOUT U3 YEThIPEX ITAMOB:
cbopa uHpopmaluy;

BTOPXEHUS (IPOHUKHOBEHUS B ONEPAILIIOHHYIO CPENY);

OCYIIIECTBIICHUS HECAHKIITHOHUPOBAHHOTO JIOCTYTIA;

JUKBUJAIMH CIIE0B HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Ha srtane cOopa umHpOpManuu HapyuIuTels MOTYT HHTEPECOBaTh pa3jHyYHbIC

ceeaenus 06 MUCIIIx, B TOM uncie:
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a) O TOMOJOTHH CETH, B KOTOpOoH (pyHKUMOHUpYeT cuctema. Ilpu 3Tom Moxker
UCCJIeIOBAThCS 00JIaCTh BOKPYT CETH (HalpuMep, HApYIIMTENIs MOTYT WHTEpPECOBaTh
azpeca JOBEPEHHBIX, HO MEHEE 3allUIIEHHBIX X0CTOB). /{15 onpeaeneHus JOCTyITHOCTH
XOCTa MOTYT HCITIOJIb30BAaThbCA MPOCTEHINE KOMaHJbl (Hampumep, KOMaHla ping s
noceuiku [CMP-3anmpocoe ECHO_REQUEST c¢ oxunannem Ha Hux ICMP-oTBeTOB
ECHO REPLY). CymecTBylOT  YTWIUTBI, OCYLIECTBISIOIIME  MHapajlyIeIbHOE
OTpE/ICJICHHE JOCTYITHOCTH XOCTOB (Takue Kak fping), KOTOpbIe CIIOCOOHBI
IIPOCKAHHUPOBATh OOJIBIIYIO 00JIACTh aAPECHOTO NMPOCTPAHCTBA HA MIPEIMET JOCTYITHOCTH
XOCTOB 33 KOPOTKHI MPOMEXYTOK BpEeMEHHU. TOMOJIOTHSI CETU YacTO OIpEeAeaeTcs Ha
OCHOBaHMM 'cyueTuMka y370B" (AUCTaHIMM MeXay Xxoctamu). [lpu sToM MoOryT
MPUMEHATHCA TaKWe METOJbI, Kak "Moaynsiuuu TTL" u 3anucn mapuipyra.

Meton "Momymsimuu TTL" peanuzoBan mporpammoii traceroute (s Windows NT
- tracert.exe) u 3akiroyaercss B monyianuu nonss TTL IP-makeroB. [dns 3amucu
MapuipyTa MOTyT Ucnoiab30BaTtbest ICMP-niakeTsl, co31aBaeMble KOMaHI0M ping.

COop uHhOpMaIIUM MOXKET OBITh TAK)KE OCHOBAH Ha 3alpocax:

Kk DNS-cepBepy 0 ciucKe 3aperucTpupOBaHHbIX (M, BEPOSTHO, aKTUBHBIX ) XOCTOB;

K MapupyTU3atopy Ha ocHoBe mpoTokosia RIP 00 wu3BecTHBIX MapuipyTax
(nHbOpMAIIHS O TOTIOIOTUU CETH);

K HEKOPPEKTHO CKOH(QUIYPUPOBAHHBIM YCTPOMCTBAM, MOAJIEPKUBAIOIIUM
npotokoia SNMP (undopmarust o TONoJIOTHH CETH).

Ecmn UCIIJIH HaxomumTcs 3a MEXCETeBBIM 3KpaHoM (MD), Bo3MoOxeH cOop
uHpopmanuu o koHpurypaunu M3 u o tonosorun UCIT/Ix 3a M3, B ToM unciie nytem
MOCBUIKM T[IaKETOB HAa BCE IMOPThl BCEX MPEANOJIAraeMbIX XOCTOB BHYTPEHHEH
(3amuinaeMoit) ceTu;

0) o tune onepanuonHoi cucremsl (OC) B UCII[IH. CaMblii U3BECTHBIN crIOco0
onpenenenns tuna OC XocTa OCHOBaH Ha TOM, 4TO pasinuHble TUnbl OC mo-pazHomMy
peanu3ytoT TpedboBanus ctanaaptoB RFC k creky TCP/IP. DTo no3BossieT HapyIIUTEIO
ynanenHo uaeHtuunupoatsh tun OC, ycranoBiaeHHo Ha xocte HCIIIH myTtem

MOCBUIKH CHEIHATbHBIM 00pa3oM c(hOpMHPOBAHHBIX 3aMIPOCOB U aHAINU3a MOJTYYCHHBIX
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OTBETOB.
CylmecTByOT CHELUalIbHBIE CPEACTBA, PEAIM3YIOIINE JaHHbIE METOJbI, B
gacTHOCTH, Nmap u QueSO. M0OKHO OTMETUThH TakKe TaKOM METO] ONPEACIICHHs TUIIA
OC, kak nmpocTerInii 3apoc Ha YCTAHOBJICHUE COESTMHEHHUS 110 MMPOTOKOIY YAAJIEHHOTO
noctyna telnet (telnet-coenunenus), B pe3yiabTaTe KOTOPOTO MO "BHEIIHEMY BHUIY"
oTBeTa MOkHO omnpenenuts tun OC xocta. Hanuuue omnpeneneHHbIX CEPBUCOB TAKKE
MOXET CIYKUTh JIOMOTHUTEIBHBIM MIPU3HAKOM 151 onpeaesienus tuna OC xocra;

B) 0 (YHKIIMOHHPYIOIIMX Ha XocTax cepBucax. OIpeaeneHue CepBHUCOB,
WCTOJIHSIEMBIX HA XOCTE€, OCHOBAHO HA METOJI€ BBIABJICHUS 'OTKPBITBIX MOPTOB'",
HalpaBJIe€HHOM Ha cOop wuHpoOpMauu O JOCTYMHOCTH XocTta. Hampumep, s
onpenenenus goctynHoctd UDP-mopta HE0OXOAUMO MOJYyYUTh OTKIMK B OTBET Ha
nocbiky UDP-niakeTa coOTBETCTBYIOIIEMY MOPTY:

ectu B otBer npumuio coobmenue ICMP PORT UNREACHEBLE, To
COOTBETCTBYIOIIHI CEPBUC HEJIOCTYTICH;

€CJIM JaHHOE COOOIIEHNE HE IMMOCTYIUIIO, TO MOPT "OTKPHIT'.

Bo3MoxkHBI BechMa pa3zHOOOpa3Hble BapUallMU HCMOJb30BAHUSI ATOTO METO/AA B
3aBUCUMOCTH OT UCTIOJIb3yEeMOTro MPOTOKoJia B cTeke npoTokosiaoB TCP/IP.

Jlns aBromatuzanuu coopa uHbopmarmu o6 MCII[IH pa3zpaboTaHo MHOXKECTBO
MPOTPaMMHBIX CpeAcTB. B kauecTBe mpuMepa MOKHO OTMETHUTh CIEAYIOIINE U3 HUX:

1) Strobe, Portscanner - onTUMU3MPOBaHHbBIC CPEACTBA OMPEACICHHS JTOCTYITHBIX
cepBUCOB Ha 0cHOBE onpoca TCP-1opToB.;

2) Nmap - cpeacTBo CKaHMPOBAHHUS JAOCTYITHBIX CEPBHCOB, NMPEIHA3HAUCHHOE IS
OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SIBnsieTcsi caMbIM MOMyJIIPHBIM
B HACTOsIIIIEE BPEMs CPEICTBOM CKAaHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso - BwicokOoTOYHOE cpencTBO ompeaencHus OC XocTa CeTH Ha OCHOBE
MOCBUIKM 1€MW KOPPEKTHBIX W HEKoppekTHbIX TCP-makeToB, aHanu3a OTKIMKA U
CpPaBHEHHMS €r0 C MHOXKECTBOM M3BECTHBIX OTKIMKOB pazinunbix OC. JlaHHOE cpencTBO
TaKXe SBJISIETCS MOMYJISIPHBIM HAa CETOIHAIIHHI I€Hb CPEJACTBOM CKAaHUPOBAHUS;

4) Cheops - ckaHep TOIOJOTHH CETH IO3BOJIAET IOJYYHTH TOIIOJIOTHIO CETH,
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BKJIIOYas KapTUHY JoMeHa, obsactu [P-agpecoB u T.4. Ilpu stom ompenensiercs OC
X0CTa, a TaK’K€ BO3MOXHBIE CETEBbIE YCTPONCTBA (IPUHTEPHI, MAPUIPYTU3ATOPHI U T.1.);

5) Firewalk - ckaHep, HWCHONB3YIONIMA METOJABI TPOTPaMMEI traceroute B
WHTEpecax aHaiM3a OTKIMKa Ha [P-makeTsl 1is ompezeneHuss KOH(UTyparuu
MEXKCETEBOTO IKpaHa U MOCTPOCHHUSI TOMIOJIOTHUH CETH.

Ha sTane BTOp»eHHS UCCIENyeTCS HATMYNE THUIOBBIX YA3BUMOCTEH B CUCTEMHBIX
CepBUCaX WM OWIMOOK B aJIMUHUCTPUPOBAHUM CUCTEMBI. YCIHEIIHBIM Pe3yJIbTaTOM
UCIIOJIb30BaHUsl YSA3BUMOCTEH OOBIYHO SIBISIETCS IMOJIyYEHHE MPOLECCOM HapyIIUTEIs
MPUBWJICTHPOBAHHOTO PEKMMA BBITIOJIIHEHUS (OCTYyMA K MPUBUIECTUPOBAHHOMY PEKUMY
BBIMIOJTHEHUSI KOMAaHAHOTO MpOILIECCOpa), BHECEHHWE B CUCTEMY YYETHOM 3alucH
HE3aKOHHOTO  TOJIb30BaTeNsl, ToiaydeHWe (aijga maponed WM  HapylleHHe
paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.

OTOT 3Tam pa3BUTHUS Yrpo3bl, KaK MpaBUiIo, sABIsieTcss MHorogasueiM. K ¢azam
mpolecca peain3aiy yrpo3bl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTaHOBJIEHHE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOI'O PeaIn3yeTcs yrpo3a;

BBISIBJICHHE YSI3BUMOCTH,

BHEJ[PEHUE BPEIOHOCHOM MPOrpaMMbl B MHTEpEcaxX pacIIipeHus mpas u Jp.

VYrpo3bl, peanu3yeMble Ha 3Tane BTOPKEHUs, OAPa3AEIA0TCs 0 YPOBHSAM CTEKa
npotokosioB TCP/IP, mockonbky (QOpMHUpPYIOTCS Ha CETEBOM, TPAHCHOPTHOM WJIH
MPUKIIAJHOM YPOBHE B 3aBUCUMOCTH OT MCIIOJIb3yEMOI'0 MEXaHU3Ma BTOPIKEHUS.

K TunoBbIM yrposam, peaau3yeMblM Ha CET€BOM M TPAHCIIOPTHOM YpPOBHSX,
OTHOCSITCS] TAKHE KaK:

a) yrpo3a, HarpaBJeHHAs Ha MOJIMEHY JIOBEPECHHOTO O0BEKTA;

0) yrposa, HalpaBJI€HHAasl Ha CO3J[aHUE B CETH JIOKHOTO MapIIPYTa;

B) YIpO3bl, HAllpaBJICHHbIE HAa CO3JaHHE JIO)KHOTO OOBEKTa C HCIIOJIb30BAHHEM
HEJO0CTaTKOB AJITOPUTMOB YAAJIEHHOTO MTOMCKA;

r) yrpo3bl Tumna "oTka3 B oOciyxuBaHuu', ocHoBaHHble Ha [P-nedparmenTaruu,
Ha (popmupoBarnu HeKOppeKkTHBIX [CMP-3anmpocoB (Hampumep, ataka "Ping of Death" u

"Smurf"), Ha dopmupoBanun HexoppekTHbIX TCP-3anmpocoB (araka "Land"), Ha
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co3gaHuu "mTopMa" makeToB ¢ 3anmpocamu Ha coequHenue (ataku "SYN Flood") u mp.

K TunosbIM yrpozam, peanu3yeMbIM Ha IPUKIAJHOM YPOBHE, OTHOCATCS YIPO3bI,
HaIlpaBJIEHHbIE Ha HECAHKI[MOHMPOBAHHBIN 3aITyCK MPWJIOKEHUH, YIpO3bl, peanu3aius
KOTOPBIX CBfI3aHa C BHEJIPEHUEM IPOTPAMMHBIX 3aKJIAJOK (THUMNA "TPOSHCKHIA KOHB"), C
BBISIBJICHHEM NIApOJIel JOCTyNa B CETh WIH K ONPEEICHHOMY XOCTY U T.JI.

Ecnu peanuzanus yrpo3bl HE IPUHECIA HAPYLIUTEN0 HAaUBBICIIMX MIPaB JOCTYIA B
CUCTEME, BO3MOKHBI IOMBITKU PACIIMPEHUS] dTUX IPaB 0 MAKCUMaJIbHO BO3MOXHOIO
YPOBHs. [l 3TOr0 MOTYT MCIIOJIB30BAaThCS YS3BUMOCTH HE TOJIBKO CETEBBIX CEPBHUCOB,
HO U YSI3BUMOCTH CUCTEMHOT0 nporpaMMmHoro ooecrnedenust xoctoB MCIIah.

Ha »rtane peamu3anuy HECAHKIMOHUPOBAHHOIO JOCTYIIA OCYLIECTBISAETCS
COOCTBEHHO JOCTHKEHHUE LIETU pPeaTu3aliy yTPO3bI:

HapylIeHUE KOH(HIEHIIMATTbHOCTH (komMpoBaHUE, HEMPaBOMEPHOE
pacnpocTpaHEHHE);

HapylLIEHUE UEI0CTHOCTH (YHUUTOKEHNE, U3BMEHEHHE);

HapylieHue JOCTYMTHOCTH (OJIOKHUpOBaHUE).

Ha sToM ke 3Tane, nocjie yka3aHHBIX JEUCTBHUH, KaK MpaBuio, popMUpyeTcs Tak
Ha3bIBaeMbIi "yepHbIi BXOJ" B BUAE OJHOTO U3 CEPBUCOB (IEMOHOB), OOCITYKUBAIOIIUX
HEKOTOPBII MOPT U BHIMOJHAKOLIIMX KOMaH 1bl HapymuTens. "UepHslil BXoa" ocTaBisieTcs
B CHUCTEME B MHTEpecax 00eCIeueHHUs:

BO3MOYKHOCTH IOJIYYUTh JOCTYIl K XOCTY, A€ €CIIM aAMUHHUCTPATOP YCTPAHHUT
VCITOJIB30BAHHYIO JJIs YCIEUTHOW peanu3alny yrpo3bl YI3BUMOCTH;

BO3MOKHOCTH MOJYYUTh JOCTYI K XOCTY KaK MOKHO 00Jie€ CKPBITHO;

BO3MOXKHOCTH MOJYYUTh JOCTYI K XOCTY OBICTPO (HE MOBTOPSISI 3aHOBO MPOIIECC
peanu3aiuy yrposbl).

"YepHslii BX0A" MO3BOISET HAPYLIUTEIIO BHEIPUTH B CETh UJIM HA ONPEIEICHHbBIN
XOCT BPEIOHOCHYIO MpoTrpaMMy, Harpumep, "ananmuzaTtop maposei” (password sniffer) -
MIpOrpamMmy, BbIACISIONIYIO T0JIb30BATENbCKUE UIEHTU(PUKATOPHI U MApOIH U3 CETEBOTO
Tpaduka mpu paboTe MPOTOKOJIOB BhICOKOro ypoBHs (ftp, telnet, rlogin u T.71.).

OObekTaMu BHEOPEHHUS BPEAOHOCHBIX MPOTPaMM  MOTYT OBITb  IPOrPaMMBI
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ayTeHTU(PUKAINKA U UICHTU(DUKAIINN, CETEBBIC CEPBUCHI, SIAPO OMIEPAIMOHHON CHCTEMBI,
(aitioBas cucteMa, OMOIMOTEKHU U T.1.

HaxoHnen, Ha 3Tane JNUMKBHUAAILMU CJIEIOB PEAU3alMU YTPO3bl OCYLIECTBISETCS
MOMNBITKA YHUYTOXKEHUS CIIENOB JACUCTBUUA Hapymmtend. I[Ipu sToM yaamsrorcs
COOTBETCTBYIOIIME 3aIIMCH U3 BCEX BO3MOXHBIX KYPHAJIOB ayIUTa, B TOM YUCJIE 3aIlUCH

o (akre cobopa nHbOPMAITHIH.

5.5. O0mas XapakTepuCTHKA YIPO3 NPOrPaMMHO-MAaTEMATHYECKHX

BO3/lelicTBUM

[IporpamMmMHO-MaTeMaTHYECKOE BO3JIEUCTBHE - 3TO BO3JCHCTBHE C MOMOILBIO
BPEJOHOCHBIX MporpamMM. [Iporpammoil ¢ MOTEHLIHMATBHO OMACHBIMU IOCIEACTBUSIMU
WJIM BPEIOHOCHOW ITPOTrpamMMON HAa3bIBAIOT HEKOTOPYIO CAMOCTOSITENIBHYIO MPOTrpaMMy
(Habop MHCTPYKIIU), KOTOpasi CIIOCOOHA BBIMOJIHATE JIF0O0€ HEMYyCTOE MOJIMHOMXKECTBO
cenyomux GyHKIUN:

CKpBIBaTh NPU3HAKHU CBOETO MPUCYTCTBUS B TPOTPAaMMHOM Cpeie KOMITBIOTEPA;

o0JiajaTh CHOCOOHOCTHIO K CaMOJyOJIMPOBAHMIO, ACCOLIMUPOBAHUIO ceOsl ¢
ApPyTMMU TporpamMmMamMu M (WJIM) TMEpPEeHOCy CBOMX (parMEeHTOB B HHbIE 00JacTH
ONEPAaTUBHOMW WJIM BHEIIHEH MaAMSITH;

pa3pymarh (MCKa)xaTh IMPOU3BOJIBHBIM 00pa3oM) KOJ MpOrpaMM B ONEPaTUBHOM
MaMATH;

BBINIOJIHATh 0€3 MHULUUPOBAHUSL CO CTOPOHBI MOJIb30BaTENs (MOJIB30BATENBCKON
OporpaMMbl B IITATHOM pPEXHUME €€ BBIINOJHEHUS) JECTPYKTUBHBIE (PYHKIIMH
(komupoBaHKE, YHUUTOXKEHUE, OJIOKUPOBAHUE U T.I1.);

COXpaHATh (parMeHThl MHPOpPMALMKA M3 ONEPATUBHONW MaMATH B HEKOTOPBIX
00JacTAxX BHEIIHEN NaMsITH MPSMOTO I0CTyNa (JOKAIbHBIX WM YAAJIECHHBIX);

UCKa)XaTh MPOU3BOJIBHBIM  00pa3oM, OJOKUpOBaTb W (WJIM) TOJMEHSTH

BBIBOHHMBIﬁ BO BHCIIHIOIO IIaMATb HWJIM B KadHaJl CBA3M MACCUB I/IH(l)OpMaHI/II/I,
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00pa3oBaBIIHIiCS B pe3ysbTaTe padOThl NPUKIAIHBIX IPOTPAMM, UJIU YK€ HAXOASAIIHECS
BO BHEIIIHEW MaMsATH MACCUBBI JAHHBIX.

Bpenonocuele  mporpaMMmbl  MOTYT  OBITb  BHECEHBI  (BHEIPEHBI)  Kak
MPEIHAMEPEHHO, TaK M CIy4alHO B MPOrpaMMHOE OOECIEUEHHE, HCIOIb3yEMOE B
NCIIIH, B nponecce ero pa3pabOoTKH, COMPOBOXKICHUS, MOAU(PUKAIIMK U HACTPOMKHU.
Kpome »3TOro, BpeJOHOCHBIE MPOrpaMMbl MOTYT OBITh BHECEHbI B MPOLECCE
skcrtyataiu - UCIIJIH ¢ BHemHMX HOcHUTeled WH(QOpMaluyd WM TOCPEICTBOM
CETEBOT0 B3auMojencTBus Kak B pesynprate HC/I, Tak M cily4ailHO IMOJIB30BaTEISIMU
NCITH.

CoBpeMEHHBIE ~ BPEIOHOCHBIE  IIPOTPaMMBbl OCHOBAaHbl ~HAa  HCIIOJIb30BaHUU
YSA3BUMOCTEN PA3JIMYHOIO poOJAa MPOrpaMMHOIO oOecnedeHus: (CUCTEMHOTO, OOLIero,
MPUKJIAAHOTO) U Pa3HOOOPA3HBIX CETEBBIX TEXHOJOIUH, 001a1al0T MHUPOKUM CIIEKTPOM
JNECTPYKTHBHBIX ~ BO3MOXXHOCTEH  (OT  HECAaHKIMOHMPOBAHHOIO  HMCCIEIOBAHHUS
napametpoB HNCII/In 6e3 BMemarenbctBa B (¢yHkuuonuposanue WCIIHH, 10
yauuroxenus [IJIn u nporpammuoro obecneyenust UCIIJIH) u moryT neicTBoBaTh BO
BCEX BHUJAX MPOrPaMMHOI0 oOecreyeHus: (CHCTEMHOIO, MPUKIATHOTO, B JpaiBepax
arnmapaTHOro 00ecreueHus u T.1.).

Hammune B MWCIIJIH BpeaoOHOCHBIX MpPOrpaMM MOXET CHOCOOCTBOBATH
BO3HMKHOBEHHUIO CKPBITBIX, B TOM YHCII€ HETPAJAMLHMOHHBIX KaHAJIOB JOCTyHa K
uH(pOpMaIKU, TO3BOJSIONIUX BCKPBIBaTh, OOXOJUTH WA OJOKHPOBATH 3alllUTHHIE
MEXaHU3MbI, NPELYCMOTPEHHBIE B CHCTEME, B TOM 4YHUCJIE NapOJbHYKD U
KpUINTOTpapUuecKyro 3aluTy.

OCHOBHBIMH BUJIAMU BPEIOHOCHBIX MPOTPAMM SIBJISIFOTCSL:

POrpaMMHBIE 3aKIAJKH;

KJIACCUYECKHE MPOTrpaMMHBIE (KOMIIBIOTEPHBIE) BUPYCHI;

BPEJOHOCHBIE POTPAMMBI, PACIIPOCTPAHSAIOIIMECS MO CETU (CETEBBIE YEPBN);

JIpyrUe BPEIOHOCHBIE TPOrpaMMBbl, MpeHa3HaueHHble 17 ocyuiectBiaenus HC/I.

K mnporpammHbIM 3akjiafkaM OTHOCATCS TPOTpaMMbl, (PparMeHTH Koja,

UHCTPYKUUHU, (POPMHUPYIOUINE HEAEKIApPUPOBAHHBIE BO3MOXHOCTH MPOrPAaMMHOTO
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obecnieueHus. BpemoHocHble mporpaMMbl MOTYT MIEPEXOAUTH U3 OJTHOTO BUJA B APYTOM,
HampuMep, MporpaMMHasi 3aKiajka MOXET CreHEepUpOBaTh MPOTPAMMHBIN BUPYC,
KOTOPBI, B CBOIO OuY€pelb, MOMaB B YCIOBHUS CETH, MOXKET CPOPMHUPOBATH CETEBOTO
YepBsl UJIU JPYTYIO BPEIOHOCHYIO MPOTrpamMMmy, IpeIHa3HaYeHHYIO TSl OCYIIECTBICHUS
HCII.

Knaccudukaius nmporpaMMHBIX BHPYCOB U CETEBBIX UEpBEHl MpeacTaBlieHa Ha
pucynke 14. Kpatkas xapakTepucTvka OCHOBHBIX BPEIOHOCHBIX IIPOrpPaMM CBOJMTCS K
CJIEyIOIIEMY. 3arpy304Hble BHUPYChI 3allUCHIBAIOT ceOsl MO0 B 3arpy304HbI CEKTOP
nucka (boot-cekTop), MO0 B CEKTOP, COJAEPKAIINUNA CUCTEMHBIA 3arpy34YMK BHHYECTEpa
(Master Boot Record), nmubo MeHsIOT yka3aTeiab Ha aKTHUBHBIN boot-cektop. OHu
BHEJPSIIOTCSI B MaMsITh KOMIBIOTEpAa NpU 3arpy3ke ¢ MHGUIUpOBaHHOTO Aucka. [lpu
TOM CHCTEMHBIH 3arpy3dydK CUWTBHIBAET COJEPKMMOE TIEPBOTO CEKTOpa JHUCKa, C
KOTOpPOr0 HPOU3BOAMUTCS 3arpy3ka, MOMEIIAET CYUTAHHYI0 MH(QOpPMAIHIO B MaMsTh U
nepenaeT Ha Hee (T.e. HA BUpPYC) ympasieHue. Ilocie 3TOro HauMHAIOT BBHITOJIHITHCS
WHCTPYKIIUU BUpPYCa, KOTOPBIH, KaK MPAaBUIIO, YMEHbIIAET 00beM CBOOOJIHON MaMsITH,
KOMUPYET B OCBOOOIMBIIIEECS] MECTO CBOM KOJI M CUYMTHIBAET C AMCKA CBOE MPOJIODKEHUE
(ecii OHO €cCTb), MEpPEeXBaThIBAET HEOOXOAMMBIE BEKTOpa MpepbIBaHUN (OOBIYHO -
INT 13H), cuuTbiBaeT B maMmsATh OPUTHMHAILHBIN bOOt-CEKTOp W TepenaeT Ha HEro
yrpaBleHHE.

B nmanpHelimeM 3arpy3ouHblii BHpPYC BeIeT ce0si Tak jke, Kak (halIoBBIif:
MepexBaThIBACT OOpAIICHUS OMEPAIMOHHOM CHCTEMBbI K JAUCKaM U MUHPUIUPYET UX, B
3aBHCHMOCTH OT HEKOTOPBIX YCIIOBHH COBEpIAET JCCTPYKTHUBHBIC ACHCTBUSI, BHI3BIBACT
3BYKOBBIE d(PPEeKThI M BU1€0dHEKTHI.

OCHOBHBIMH JIECTPYKTUBHBIMH JICHCTBHSMH, BBITIOJHSICMBIMA STHUMH BUPYCAMH,
SIBIISTFOTCSL:

YHUUTOKEHUE MH(POPMAIIHU B CEKTOpaxX AUCKET U BUHYECTEPA;

UCKJTIIOYCHHE BO3MOXXHOCTH 3arpy3Kd OIEPAIlMOHHON CHUCTEMBI (KOMIIBIOTED
"3aBucaet");

HCKAKCHNC KOJIa 3aIrpy3uHKa,

66



dbopMaTupoBaHUE TUCKET WU JIOTUYECKUX JUCKOB BUHUECTEPA;

3akpeiTHE Aoctyna Kk COM- u LPT-noprawm;

3aMeHa CUMBOJIOB MPU NI€YaTH TEKCTOB;

MOJIEPTMBAHUSA YKPaHa,

M3MEHEHUE METKHU JUCKA UITU JTUCKETHI;

CO3/1aHKE TICEBAOCOONHBIX KIaCTEPOB,;

CO3/IaHHE 3BYKOBBIX M (MJIM) BU3YaJIbHBIX A(h(PeKTOB (Hampumep, najeHue OykB Ha
JKpaHe);

nopya (aiiJoB TaHHBIX;

nepes3arpyska KOMIbIOTEpa;

BBIBO/I Ha SKPaH pa3HOOOPa3HBIX COOOIICHU;

OTKJIFOYEHHE Nepu(pepruiiHbIX YCTPOUCTB (HAIpUMED, KIIABUATYPHI);

U3MEHEHHE MAIUTPhI IKPaHa;

3aI10JIHCHUEC 3KpaHa IIOCTOPOHHHUMH CUMBOJIAMHA WU I/I306pa)K€HI/IHMI/I;

. ; |
It I'o ocobeHIOCTAM ANrapHT™a | | . o ‘
3aps b criocoby
[ 1 5 ‘ 0 3ApAKACHLIM paboTs! [ [To necTpyKTHBHBIM Mo ucnonk3ckanuio © crrocoby )
e obuTaIms QUEPALHOHHBIM ! u NPOHKKIO!
0 cpede obuTai nepan W B 3ABHCHMOCTH OT BOIMOKHOCTSM WHICPHET-TeXHOMOr kil P BEHHA E

cHeTeMy ‘

i
|
S— i
‘ cuerenan L CAOKHOCTH KOAA : !
! . _ . S L - - .

— _— ——— —_— = — —
A Annaupynmneéa I 3arpy3Ke
’—L Oaunfnme j ——— -/, cucrems s — l — }[EHCK‘ME Kow* PacnpocTpakaemble
E— = — 4‘ ea8penHLie }—’
| j aiinossii supye — per - ! — Hepes oTdyKRaeMbE
. Ucnonusemere SapaxaOLE Hepezm]enrmﬂe peannentavie | I o HocuTeny
- aiin . = haiinbl DAHOR ﬁ—‘ | Manonacksie 1 L ATML sapycer e ——
: - - onepaumonral eanaenTHLIE —{ Uepea puckers
Dainsl ASORHIKY cucTems ’ — ~ Makpo ] —
| {KOMNAHBOH- BUPYCHI! L Daitnbr ABOTHMKH (KOMNAHEC (KDMnanbow } _{ Onachbie Yepea komnakt.
S Ancky

7 Java-supyest
Ceaan Mexay Ceresble yepeu l ~ — —
}— daiinamu (AnKk- \ cainossin supyc — {Oqem’ onachsie pyam—— Uepes apyrve

s 3apaxanwmi e — s —
BUPYCDI) L Tonumopdneic ] CLEMHBIE HOCHTENN

L { daiinbi B

L o] o i ] Lo
onepauHonbiX [ on\ncm|mop¢|u>1c ) | G } "—‘mpo g:f » /
okyMenTH ME cuctemax !
Aot S | e ‘ ] v |
~—-1 Mo nokansHod ety
{ "E-Mai - wepsy_ J
Tio ko KDpﬂOpaTl‘IBNOV
# r‘lpmme ]

" Bupvces umeouie KexoTopuil HAGSD prcungposson

| L Worke (doc, |
R T —_— ‘ —
- A nye ( xs! ‘ Ceresoit supyc i_| Toanmopdinsie ¢ HenocTonHNOk
| T _ = 3apaxaioit “ OCHOBHOM 4aCThio
[ ™ RokymenTol MS -—|  daiinel oanoit Iy = = ==
- _Office onepaLmMoHHoi PacipoRuITK aiifyca CORCpANT OARY AN HECAORSKE
— KU OCHOSHaR &€ X YACTE HENKETORKICH

cucTems | /

— Sarpy:c«uue ) - [ Conepmaune nycree wncipyxtws (ranpemep NOF, CLI STI
_ — ﬁ } e e o —

* ORI ST KT HEICTOTE T T

] Ceresoi enpyc o
Barpysouusi (baot, 3apaxaowni i —— a
CReKTOP AUCKE taitns & J l_rC OCTOAHHBIM anropuTMoiJ

- =~ — r TOSTORN M KOTOM NpH SEPLACHIN BMSHBRIOT 00 13 s

cetv

No rnoBanshod cetn

HECKOMbRUX pacmu(l)ponkn

Cextop
3arpyaaunuks (MBR;

e |

i HCHCHIE NOPATKE CAENOBIHINE
“Veasarenswa - {nepesewRaKIIE, HHCTRYKINE  ARropsT pACIbpOXI N
aKTMBHbIA boot: | —_— — - P ——————

N 4‘ Anropura pacmnd}ponkw HenocTomIeH |
Cerennre || [ Aenoneayiorin sce nepencaenmuse sme prewst amroput
pncmud}pclkll HTOCTOAEN! BOTHOAHO MORTOPHOE UuNhPORIHIE
[ — Q@ BUPYCa Il 22KE YACTHIHOE WHBPOBIK LE CAMOTO KO
H Cereatie npoTomnd J pacunibposuKa
— M)Tn YIOIHE ;v;ycbl
Cereesie koMangs Hﬁ Hpylouhe upycst |

)
BnexTpoHnan nouTa Hamenesitio OTICANT OCHOBHON KOD RIRYCA - O JEANTCA e |
BAOKH KOTOPLIE NPH JAPAMEHIN IEPECTIBINITCA € i
pOIBQTLNON NOpRIRE BARYC p 31w ocacren
paBoTocnocobbin 11010BKKIE AHNVCAE MOMYT GbTE }

_ceaor

-
pyz; s:g:“"‘e : Nexdposars
P [

"Pucynok 14. Knaccudukauusa nporpaMMHbIX BUPYCOB U ceTeBbIX YepBeid"

67



MoTalIeHue YKpaHa U MEPEBO/] B PEKUM OXKHUIAHUS BBOJIAa C KJIIABUATYPHI;
mrppoBaHUEe CEKTOPOB BUHUYECTEPA;

BBIOOPOYHOE YHUYTOKEHHE CHMBOJIOB, BBIBOAMMBIX Ha JKpaH MpH Habope ¢
KJIaBUATYPBI;

yMEHbIIIEHUE 00beMa ONIEPATUBHOM MaMSITH;

BBI30B MEUYATH COACPKUMOTO IKpaHa;

OJIOKUPOBAHUE 3aMKUCH HA JUCK;

yHUUTOXKeHue Tabmunbl pazouenus (Disk Partition Table), mocne storo
KOMIIBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIOTH-TUCKA;

OJIOKUpOBaHUE 3aITycKa UCTIONIHIEMbIX (DaiisioB;

0JIOKMpOBaHUE JOCTYIAa K BUHUECTEPY.

BonbIIMHCTBO 3arpy304HBIX BUPYCOB MEPE3AMUCHIBAIOT c€0s1 Ha (PIIOTTIH-TUCKH.

daiinoBble BUPYChl MPU CBOEM pPa3MHOXKEHUHM TEM WM HUHBIM CIHOCOOOM
UCIIONIB3YIOT (PailIoOBYI0 CHUCTEMY KaKOW-TMOO omnepannoHHOW cucteMbl. [lo crnocoOy
3apakeHus GaloB BUPYCHI IeNATCA Ha 3aMmernaromiue ("overwriting'), mapasuTH4ecKkue
("parasitic"), kommanbOH-BHpYChl ("companion"), "link"-Bupychl, BUpYCHI-U€pBH U
BUpPYCHI, 3apaxatoiue oobekTHbie Moaynu (OBJ), oubnuoreku komnuisaropos (LIB) u
HCXOHBIE TEKCThI TPOrPAMM.

Meton 3apaxenust "overwriting" sBnseTcss HauOoJee MPOCTHIM: BHUPYC
3aMKChIBAET CBOM KOJI BMECTO KOJa 3apaxaemoro ¢aiia, yHUYTOXKasi ero CoAepKUMOE.
EctecTBeHHO, 4TO mpu 3TOM (haiin nepecraet padboTaTh U HE BOCCTaHABIMBaeTcs. Takue
BUPYChl OY€Hb OBICTPO OOHApYKMUBAIOT ceOs, TaKk KaK OINEpalMOHHAas CHUCTEMa U
MIPWIOKEHUS JOBOJIBHO OBICTPO MEPECTaOT paboTaTh.

K mapasutnueckuMm OTHOCATCS Bce (ailloBble BUPYCHI, KOTOpBIE TMpH
pacmpoCTpaHEHUH CBOMX KOMHUH 0053aTeIhbHO H3MEHSIIOT COJepKuMoe  (ailsios,
ocTaBysisi caMu (Dailyibl TPU 3TOM TOJHOCTHIO WJIM YaCTUYHO PabOTOCIOCOOHBIMHU.
OCHOBHBIMU THIIAMU TaKUX BHUPYCOB SIBISIOTCS BUPYCHI, 3allMCHIBAIOIIMECS B HAYAJO,
cepenuHy WK kKoHel (aitioB. OTIENAbHO CIeyeT OTMETUTD IOBOJIbHO HE3HAUUTEIBHYIO

rpyniy napasuTUYECKUX BUPYCOB, He uMmeronmx "touku Bxona" (EPO-Bupycsl - Entry
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Point Obscuring viruses). K HUM OTHOCSATCS BHUPYCBHI, HE 3allMCHIBAIOIINE KOMAHIY
nepenayn ympabiieHus B 3aroioBok COM-gaitnoB (JMP) u He u3Menstoume aapec
Toukn crapta B 3arosioBke EXE-¢aiinoB. Takue BHPYCHl 3alUCBIBAIOT KOMaHAY
nepexo/ia Ha CBOM KOJ B Kakoe-TM00 MECTO B cepellnHy (aiisia U mojyJyaroT yrpaBieHHe
HE HEMOCPEACTBEHHO MpHU 3aIllyCKe 3apa)X€HHOro (Qaiiia, a mpu BHI30OBE MPOIEAYPHI,
CoZeprKallled KOJ Nepeladd YIPaBJICHUS Ha Teslo BHpyca. [IprueM BBINOJHATBHCSA 3Ta
npoleaypa MOXKET KpailHe peAko (HarpuMmep, NMpU BbIBOJE COOOLIECHUS O KaKOH-I100
cnenupuueckor omuodke). B pesynbrare BUpyc MOXET oJIrMe ToAbl "cnaTh" BHYTPH
(aiina 1 NposiBUTH ce0s TONBKO MPU HEKOTOPBIX OTPAHUYEHHBIX YCIOBUSX.

K kareropuu "KOMIAaHbOH" OTHOCSITCA BHUPYCHI, HE MU3MEHSIONIUE 3apa)KacMble
(aiinbpl. AIrOpuT™M pabOThl 3TUX BUPYCOB COCTOUT B TOM, YTO JJIA 3apakaeMoro ¢aiia
co3gaeTcs (ailyI-aABOMHUK, MpPUYEM IMpPHU 3alyCKe 3apa)KEHHOTo (ailna yrpaBieHue
MOJIyyaeT HMMEHHO JTOT JBOWHHUK, TO ecTb Bupyc. Hambornee pacnpocTpaHeHsbl
KOMIaHbOH-BUPYCHI, UCMOIL3YIOMIME 0cO0eHHOCT, DOS mepBbIM BBINOJIHITE (Pailiibl C
pacmmpenrem .COM, eciu B 0JHOM KaTaJlore MPUCYTCTBYIOT /1Ba (paiiyia ¢ OTHUM U TEM
K€ MMEHEM, HO pa3nnuHbiMHu pacmuupeHussMu umeHu - .COM u .EXE. Takue Bupychl
coznaroT mia EXE-¢aiinoB (ailyibl-CllyTHUKH, UMEIONIME TO K€ CaMo€ HMSs, HO C
pacmpenuem .COM, wnanpumep, mia daiina XCOPY.EXE cozmaercs daiin
XCOPY.COM. Bupyc 3anucsiBaercss B COM-@daiin u Hukak He uzMenser EXE-daiin.
[Ipu 3amycke Takoro (aitia DOS niepBbiM 00Hapykut u BeimoaHuT COM-daiin, To ecTh
BUpYC, KOTOpbIit 3aTem 3anyctut U EXE-(daiin. Bropyto rpynmy cocTaBisitoT BUPYCHI,
KOTOpBhIE€ TMpHU 3apakeHUU TEPEUMEHOBBIBAIOT (halil B Kakoe-M0O JApyroe ums,
3allOMUHAIOT €ro (71 MOCIeAyIoulero 3amycka ¢aiia-xo3suHa) U 3aliChIBalOT CBOM
KOJ Ha JUCK TOJ HuMeHeM 3apaxaemoro aiina. Hanpumep, ¢aitn XCOPY.EXE
nepenMmeHoBbeiBaeTcss B XCOPY.EXD, a Bupyc 3anuceiBaeTca 1I0J HMEHEM
XCOPY.EXE. Ilpu 3amycke ympaBi€HUE IOJydaeT KOJ BHUpPYCa, KOTOPBIA 3aTem
3anmyckaeT opuruHaiabHbli  XCOPY, xpansmwmiics mnon wumenem XCOPY.EXD.
WUuTtepecen TOT (akT, 4YTro JaHHBIA MeToA paldoTaer, MO-BUAMMOMY, BO BCEX

OIICPAIIMOHHBIX CUCTCMAX.
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B tpeThio rpynmy BxoasaT Tak Ha3eiBaemble "Path-companion"” Bupycsl. OHu 1100
3aMKUChIBAIOT CBOM KOJI MOJ UMEHEM 3apakaemMoro (¢aiiia, Ho "Bbilie" Ha OMH YPOBEHD B
npormcbiBaeMbix myTsax (DOS, Takum o6pa3om, mepBbIM OOHAPYKUT U 3aITyCTUT (aii-
BUPYC), THO0 MEPEHOCT (Pailyi-»KepTBY Ha OJUH MOJIKATAJIOT BBILIE U T.1.

Bo3MOkHO  cylmiecTBOBaHME€ W JAPYrMX  THIOB  KOMIIAHBOH-BHUPYCOB,
WCITOJIB3YIOIINX WHBIE OPUTHHAIBHBIC HJIEU WM OCOOCHHOCTH APYTHX OMEPalMOHHBIX
CUCTEM.

daitnoBbie yepBU (WOrms) SIBISIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBUIHOCTHIO
KOMITAaHbOH-BHPYCOB, HO MIPU 3TOM HUKOUM 00pa30M HE CBSI3bIBAIOT CBOE MPUCYTCTBUE C
KaKUM-I1100 BbIMONHsAEMbIM (aiioM. [Ipu pa3sMHOXKEHUHM OHM BCEro JIMIIb KOMUPYIOT
CBOM KOJ B Kakue-IMOO KaTaJlorM JUCKOB B HAJEXKJE, YTO ITH HOBBIC KOMUU OyAyT
KOIr/1a-TM00 3amyuieHbl MoJsib3oBaTeneM. MHorna 3T BUPYCHl JAlOT CBOMM KOMHSIM
"crienManpHble" UMEHa, 4TOOBI MOATOJKHYTH IMOJIH30BATENsl HAa 3aIllyCK CBOEH KONUU -
Hanpumep, INSTALL.EXE wnmm WINSTART.BAT. CymecTtByrOT BHUPYCHI-YEPBHU,
UCIIOJIB3YIOMINE JIOBOJBHO HEOOBIUHBIE TPHUEMBI, HAMpPUMEpP, 3aMUCHIBAIONIUE CBOU
koruu B apxuBbl (ARJ, ZIP u mpouune). HekoTopsie BUpPYCHI 3alHMCHIBAIOT KOMAaHIY
3amycka 3apaxkeHHoro (aiina B BAT-¢aiinel. He cnenyer myrtath (hailsioBbie BUPYCHI-
YEpBHU C CETEBBIMU YepBsIMU. [IepBbIe UCMIONB3YIOT TOJMBKO (DAMIOBBIE (PYHKITUU KaKOM-
aM00 OMEepPalMOHHON CHUCTEMbI, BTOpPHIE K€ IMPU CBOEM PA3MHOKEHHUU MOJIb3YHOTCS
CETEBBIMU MPOTOKOJIAMH.

Link-Bupychl, Kak H KOMIIAHBOH-BUPYCHI, HE HW3MEHSIOT (U3HYCCKOTO
cojiep>)KkUMoro (paiioB, OJTHAKO TMPU 3amycke 3apakeHHoro ¢aitna "3zactrapisotr" OC
BBITIOJTHUTH CBOM KOJI. DTOM 1€ OHU JIOCTUTAIOT MOAU(DUKAIINCH HEOOXOIUMBIX TOJICH
(hailyIoBOM CUCTEMBI.

Bupycel, 3apaxaromniye OHOJIMOTEKH KOMIMISITOPOB, OOBEKTHBIE MOAYJIU U
HUCXOJHBIE TEKCThl MPOrpamMM, JOCTATOYHO HSK30THUYHBI M TPAKTHUYECKH HE
pactipoctpaHeHbl. Bupycsl, 3apaxaromiue OBJ- u LIB-daiinbl, 3anuceiBaloT B HUX CBOM
Ko B (opmaTe OOBEKTHOTO MOIYJSA WIM OUOIMOTEKH. 3apaKeHHBIM (Daiisl, TaKuM

00pa3oM, He SIBJISAETCS BBHIIOJIHAEMBIM U HE CIIOCOOEH Ha JajbHEWIee pacpoCTpaHeHHE
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BHpYyCa B CBOEM TeKyileM coctosiuuu. Hocutenem ke '">KMBOro" BuUpyca CTAaHOBUTCS
COM- wimm EXE-daiin.

[TomyunB ynpasnenue, GalIoBeId BUPYC COBEpIIACT CIEIYIONUME OOIIme
JNEUCTBUSL:

MIPOBEPSET OINEPAaTUBHYIO MaMATh HA HalW4YUE CBOEH KOMUU W MHPULIUPYET
aMATh KOMIIbIOTEPA, €CIIM KONUS BUpYyca HE HaiifieHa (B Clydae, €ClId BUPYC SIBJISETCA
PE3UJIEHTHBIM), UIIET He3apakeHHbIE (ailibl B TEKyIleM U (WIM) KOPHEBOM KaTajore
IIyTEM CKAaHWPOBAHUS JE€peBa KaTajOroB JIOTMYECKHUX JUCKOB, a 3aTe€M 3apakaer
oOHapyxeHHbIe (pailyibl;

BBITNIOJIHAECT JOIMOJIHUTENbHBIE (€CIM OHM €CTh) (QYHKIUHU: JECTPYKTUBHBIE
JOeiCcTBUA, rpaduyecKue WIH 3BYKOBbIE 3(PQPEKTbl U T.O. (JOMOIHUTENIbHbIE (YHKIUU
PE3UJIEHTHOTO BUPYCa MOTYT BBI3BIBATHCS CITYCTSI HEKOTOPOE BpEMSI MOCIE aKTUBU3aLUN
B 3aBHCHUMOCTH OT TEKYIIEr0 BpPEMEHH, KOH(UIypaluu CHCTEMbI, BHYTPEHHUX
CUETUMKOB BHpYyCa WJIHM JAPYTHX YCJIOBHI, B 3TOM Cllydyae€ BUPYC IpH aKTUBH3ALUU
00pabaThIBae€T COCTOSIHUE CUCTEMHBIX YacOB, YCTAHABIMBAET CBOM CUCTUYUKH U T.1.);

BO3BpAILIAET yNpPaBIIEHHE OCHOBHOM mporpaMmMme (eciu oHa ectb). [lapazutuyeckue
BHUPYCHI MIPU ATOM JIMOO JieyaT (aiii, BBIMOIHSIIOT €ro, a 3aTeM CHOBA 3apaXkaroT, JIM0O
BOCCTaHABIIMBAIOT NporpamMmy (HO He (aiis1) B ucxomHoM Bujae (Hampumep, y COM-
MporpamMMbl  BOCCTAHABIIMBAE€TCSI HECKOJIbKO TmepBbix Oailit, y EXE-nporpammsi
BBIYMCIISIETCSI UCTUHHBIM CTApPTOBBIN aJpec, y ApaliBepa BOCCTAHABIMBAIOTCS 3HAYEHUS
a/IpecoB MPOrpaMM CTPATETUU U MPEPHIBAHUS).

HeoOxoaumMo OTMETUTH, 4YTO 4YeM OBICTpee pachpoCTpaHseTcsi BUPYC, TEM
BEPOSITHEE BOBHUKHOBEHUE SMUIAEMUU 3TOTO BUPYCA, YEM MEIJIEHHEE PACIPOCTPAHIETCS
BHUPYC, TEM CJIO)KHEE €ro OOHApY>KUTh (€CIU, KOHEYHO K€, dTOT BUPYC HEU3BECTEH).
HepesuaenTHbie BUPYChI YacTO SBISIOTCS '"MEIJIEHHBIMU" - OOJBIIMHCTBO U3 HUX TPHU
3aIlyCcKe 3apakaeT OJMH WM J1Ba-TpH (hailia U He yCIeBaeT 3alO0JOHUTh KOMITBIOTEP 10
3almycka aHTHBUPYCHOM MporpaMMbl (MJIM TIOSIBJICHHS HOBOW BEpPCUU AaHTHBUPYCA,
HAaCTPOCHHOM Ha JaHHbIA BHpyC). CylIeCTBYIOT, KOHEYHO K€, HEPE3UJICHTHbIE

"ObICTpBIC" BHUPYCHI, KOTOPHIE MPU 3aMYCKE HWIMYT U 3apa)KalOT BCE BBIMOIHIEMBIC
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Gaiiipl, OTHAKO TaKWe BHPYCHI OUYEHb 3aMETHBI: MPH 3aMyCKEe KaXIOro 3apa)KEHHOTO
(haiina KOMIBIOTEP HEKOTOPOE (MHOT/Ia TOCTATOYHO JIOJITOE) BPEMSI aKTUBHO pabOTAET C
BUHYECTEPOM, UTO JIeMacKupyeT BUpyc. CKOpPOCTh pacnpocTpaHeHUs (MH(DUIIMPOBAHNSA)
Yy PE3UJECHTHBIX BUPYCOB OOBIYHO BBIILIE, YEM Y HEPE3UJEHTHBIX - OHU 3aPAXKAIOT (DaidsIbl
Opu  Kakux-IuOo oOpamieHusix K HUM. B pe3ynpTaTe Ha JUCKE OKa3bIBAIOTCS
3apaXCHHBIMH BCE WJIU TIOYTH BCe (Paiiibl, KOTOPBIE MOCTOSHHO MCIOJIB3YIOTCS B paboTe.
CxkopocTh pacnpocTpaHeHus: (MHGUUMUPOBAHUS) PE3UICHTHBIX (DailyIOBBIX BUPYCOB,
3apaXkaroIux (paiapl TOJIBKO MPH MX 3allyCKE Ha BBINOJHEHUE, OyJIeT HUXKE, YeM Y
BHUPYCOB, 3apaxaroumx Qailibl U NpU UX OTKPBITUH, MEPEUMEHOBAHUU, W3MEHEHUU
aTpuOyTOB (paitna u T.1.

Takum  00pa3oM, OCHOBHBIE JI€CTPYKTHUBHBIE JCHCTBHUS, BBIIOJHIEMbIC
(ailioBBIMM BHUpYCaMHU, CBSA3aHbI C MOpaKeHHEM (aiaoB (Yalle HCHOJHAEMBIX WIH
(aiiioB 1aHHBIX ), HECAHKIIMOHUPOBAHHBIM 3aIyCKOM Pa3JIMYHBbIX KOMaH[ (B TOM 4YHUCIE,
KOMaHJl (h)OpMaTUPOBAHUSI, YHUUTOKEHHUS, KOMUPOBAHUSA U T.I.), U3MEHEHUEM TaOJIUIIbI
BEKTOPOB IMpepbIBaHMM M JAp. BmecTte ¢ TeM, MOIYT BBIIOJIHATBCS W MHOTHE
JNECTPYKTUBHBIE ACHCTBUS, CXOAHBIE C TEMHU, KOTOPBIE YKA3bIBAIUCH I 3arpy304YHBIX
BHUPYCOB.

MakpoBupycbl  (macro viruses) SIBISIOTCS —IporpaMmMamMu  Ha  sI3bIKax
(Makposi3bIKax), BCTPOCHHBIX B HEKOTOPBIE CUCTEMBbI OOpabOTKH AAHHBIX (TEKCTOBBIE
PENaKTOPbl, JIEKTPOHHBIE TAOMUIBI U T.A.). s CBOEro pasMHOXEHHUS TaKU€ BUPYCHI
UCIOJIb3YIOT BO3MOKHOCTH MaKpOSI3bIKOB M IPU UX MOMOIIM MEPEHOCAT ce0s U3 OJJHOTO
3apakeHHoro (¢aiina (JokymMeHTa WM Taliuiel) B jApyrue. HauOosbiiee
pacnpoCTpaHEHHE TMOJYyYMIM MAKpPOBUPYCHl [UIsl TMAKeTa MPUKIAAHBIX Mporpamm
Microsoft Office.

Jlnst cyliecTBOBaHUSI BUPYCOB B KOHKPETHOW CHUCTEME (pelIakTope) HEOOXOIuMO
HaJM4HMe BCTPOEHHOI'O B CUCTEMY MAKPOSI3bIKA C BO3MOXKHOCTSIMMU:

1) nmpuBsI3KM IPOTPaMMBI Ha MaKpOSI3bIKE K KOHKPETHOMY (haiiy;

2) KOTIMPOBaHUSI MAKPOIIPOTPaMM M3 OAHOTO (aiijia B IPyroii;

3) mosydeHus: ynpaBiIeHUsT MaKpOIIPOrpaMMoi 0e3 BMeIaTeIbCTBa MOJIb30BATE
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(aBTOMAaTUYECKUE WU CTaHJIAPTHBIE MAKPOCHI).

JlaHHBIM YCIIOBHUSIM YAOBJIETBOPSIOT MpUKIaaHbIe mporpammbl Microsoft Word,
Excel m Microsoft Access. Onu comepkat B cebe Mmakposzeiku: Word Basic, Visual
Basic for Applications. ITpu sTom:

1) MakpoIporpaMmbl MPHUBsI3aHbl K KOHKPETHOMY (halily MM HAXOJATCS BHYTPH
(atina;

2) MaKpOSI3bIK IMO3BOJIACT KOMMUPOBATH (haiJibl MM MIEPEMEIIAaTh MAKPOIIPOTrPAMMBI
B CITy>KeOHBIE (pailyibl CUCTEMBI U peaKTUpyeMble (haiiiibl;

3) mpu pabote ¢ ¢ailyioM MpHU ONMPEISICHHBIX YCIOBUSIX (OTKPHITHE, 3aKPBITUE U
T.J.) BBI3BIBAIOTCSI MaKpOIpOrpaMMbl (€CJIM TaKOBBIE €CTh), KOTOPBIE OMpEEICHBI
CHEIHaTbHBIM 00pa30M WM UMEIOT CTaHIapPTHHIE HMEHA.

JlanHast OCOOCHHOCTh MAaKpOS3BIKOB TMpEAHAa3HaueHa [JIsi aBTOMATHUECKOMH
00pabOTKM JAaHHBIX B OOJIBIIMX OPTaHU3AIUSX WU B TVIOOQIBHBIX CETAX U MO3BOJISIET
OpraHU30BaTh TaK HA3bIBAEMBIN "aBTOMATU3UPOBAHHBIA TOKyMeHT00OOpoT". C npyroi
CTOPOHBI, BOBMOYXHOCTH MAaKpOSI3bIKOB TaKMX CHUCTEM MO3BOJISIOT BUPYCY MEPEHOCUTH
CBOM KOJI B Jipyrue Gaiibl U TAKUM 00pa3oM 3apakaThb UX.

BOIBIMHCTBO MaKpOBHUPYCOB AaKTHBHBI HE TOJIBKO B MOMEHT OTKPBITHS
(3akpeITHs) (aitna, HO 10 TeX MOp, MOKa aKTUBEH caMm peaakTop. OHU conepkaT Bce
cBou (yHkuu B BuAe craHgapTHbeix MakpocoB Word/Excel/Office. CymectBytor,
OJIHAaKO, BUPYCHI, UCIIOJIB3YIOIINE MMPUEMBI CKPBITHSI CBOETO KOJIa U XPaHAIINE CBOM KO
B BHJE HE MakpocoB. M3BecTHO Tpu MOAOOHBIX MpHUEMa, BCE OHU UCIOJB3YIOT
BO3MO>XHOCTh MAaKpOCOB CO3/IaBaTh, PEIAKTUPOBATh M UCTIOJIHITH APyrue Makpochl. Kak
MpaBuJjIo, MOJO00OHBIE BUPYChI UMEIOT HEOOJBINONW (MHOTAA - TMOJUMOPQHBIN) Makpoc-
3arpy34uK BHUpPYyCa, KOTOPBIM BBI3BIBAET BCTPOCHHBIM PENAKTOP MAaKpOCOB, CO34AET
HOBBIM MaKpoOC, 3aIlOJIHSICT €ro OCHOBHBIM KOJOM BHPYCa, BBIITOJHSICT M 3aTeM, Kak
MpaBUJIO, YHUUYTOXKAET (YTOOBI CKPBITH CJEAbl MPUCYTCTBUA BUpyca). OCHOBHOU KOI
TaKUX BHPYCOB MPHUCYTCTBYET JIMOO B CAMOM MakKpocCe BHUPYca B BHJE TEKCTOBBIX CTPOK
(uHOTHA - 3amM(POBAHHBIX ), TUOO XPAHUTCS B 00JIACTU TTEPEMEHHBIX JOKYMEHTA.

K ceTeBbIM OTHOCSTCA BHUPYCBI, KOTOPLIC JJIsI CBOCTO PACIPOCTPAHCHHA aKTHBHO
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HCITOJIB3YIOT TIPOTOKOJIBI M BO3MOYKHOCTH JIOKQIBHBIX U TJIOOQIBHBIX ceTeil. OCHOBHBIM
OPUHIIMIIOM paboOThl CETEBOTO BHpYyca SBJISETCA BO3MOXKHOCTh CaMOCTOSATEIHHO
nepenaTh CBOM KOJI Ha yNAJICHHBIM cepBep WU pabouyro ctaHuuio. "[lomHouieHHBIE"
CETEBBIC BUPYCHI ITPH ATOM 00JIaIaf0T €IIe ¥ BO3MOXHOCTHIO 3aITyCTUTh HA BHIMIOJTHEHUE
CBOM KOJI Ha YyHNaJ€HHOM KOMIIbIOTEpPE WM, MO KpahHed wmepe, "MOATOIKHYTH'"
MOJIB30BATEN K 3aMyCKY 3apakeHHOTO (aiina.

BpenonocHeiMu nporpammamu, obecneurBaroniumu ocyiectsienue HCJI, moryt
OBITh:

MpOrpaMMbl MOJ00pa U BCKPBITHS MTAPOJIEH;

MPOTPaMMBbl, PEATU3YIOIINE YTPO3bI;

NporpaMMbl,  JIEMOHCTPUPYIOIIME  KCIOJIb30BAHUE  HEACKIAPUPOBAHHBIX
BO3MOKHOCTEH IPOrpaMMHOI0 U MporpaMmMHo-anmapatHoro odecneuenus UCIIH;

MIPOTrPaMMBbI-T€HEPATOPBI KOMIIBIOTEPHBIX BUPYCOB;

MpOTrpaMMbl, JIEMOHCTPUPYIOIINUE YSI3BUMOCTH CPEJCTB 3alUThl UHPOPMAIUU U
Ap.

B cBs3M ¢ yCIOXKHEHHMEM U BO3pacTaHUEM pasHOOOpasusi MPOrpPaMMHOIO
obOecrieyeHus YUCI0 BPEAOHOCHBIX MporpaMM ObICTpo Bo3pacTaeT. CerojHsi U3BECTHO
6omnee 120 ThicsSY cUrHATYp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, naneko He Bce U3
HUX MPEICTABISAIOT peaabHylo yrpo3y. Bo MHOTHX ciydyasx ycTpaHeHUE YSI3BUMOCTEHN B
CUCTEMHOM WJIH MPUKIATHOM MPOrPaMMHOM OOECIEUYEHHH TMPHUBEIIO K TOMY, YTO DS
BPEJIOHOCHBIX TMPOTPaMM YK€ HE CIMOCOOEH BHEIPUThCA B HHUX. YacTo OCHOBHYIO

OITAaCHOCTDB MPCACTABJIAIOT HOBLIC BPCIJOHOCHLIC ITPOTrpaMMBI.

5.6. O0masi XxapakTepucTUKA HETPATUIIHOHHBIX HHPOPMAIMOHHBIX KAHAJIOB

Herpaaumuonssiii mHGOPMAIIMOHHBIN KaHad - 3TO KaHal CKPBITHOM Mepeaadu
vHpOpMaIIMU C HCIOJIb30BAaHUEM TPATUIMOHHBIX KaHAJIOB CBA3W U CHEIUATbHBIX

npeodpazoBaHui nepeaaBaeMoin uHdopmaIuu, HE OTHOCSIIIIUXCS K
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KpUINITOTpaUuecKuM.

Jlnst popMUpOBaHUSL HETPAAUIIMOHHBIX KaHAJIOB MOTYT UCIIOJIb30BATHCS METO/IbI:

KOMIIBIOTEPHOM CTeraHorpaduu;

OCHOBAHHBIE HA MAHMUITYJSIUUU pa3nuuHbiX Xapakrepuctuk WCIIH, koTopsle
MOXXHO TIOJIy4aTh CAHKIMOHUPOBAHO (HANpUMEpP, BPEMEHH OOpaOOTKH pa3TUYHBIX
3aMpocoB, 00bEMOB JIOCTYITHOM MaMSITH WM AOCTYIHBIX AJISl YTCHUS UACHTHU(PUKATOPOB
(haiiJIoB UK TIPOIIECCOB U T.II.).

MeToapl KOMIIBIOTEpHOW cTeraHorpaduu IpeaHa3HadeHbl AJii CKpBITUA (hakTa
neperayn COOOIIEHUsI IMyTeM BCTPAWBAHUA CKPbIBaEMOW WHGOpMAIMd BO BHEIIHE
0e300u1HbIE JaHHbIE (TEKCTOBbIE, Tpaduueckue, ayuo- Win Bu1e0haisibl) U BKIIOYAIOT
B ce0s1 IBE TPYMIIBI METOJ0B, OCHOBAHHBIX:

Ha MCTOJIh30BAaHUH CTICIIMATIFHBIX CBOMCTB KOMITBIOTEPHBIX ()OPMATOB XPaHEHHS H
nepeayu JaHHbBIX;

Ha M30BITOYHOCTH ayJ10-, BU3yalbHOW WM TEKCTOBOW MH(POPMAIMH C TO3UIHH
MCUXO(PU3UOTOTHIECKUX 0OCOOCHHOCTEH BOCTIPUSTHS YEIOBEKA.

Knaccudukanus MeTol0B KOMIIBIOTEpHOW cTeraHorpaduy TpUBEACHA Ha
pucynke 15. Ux cpaBHUTEeNIbHAS XapaKTEpUCTUKA MTPUBEEHa B Tabuiie 4.

Haubonbiiee pa3Butue M NMPUMEHEHHE B HACTOSIIEE BPEMs HAXOISAT METOJIbI
COKpBITUA HMHPOpMaMKM B TpadUUECKHX CTErOKOHTeHHepax. ITO OOYCIOBIEHO
CPaBHUTEIHHO OOJBITUM 00BEMOM HH(OPMAIIUU, KOTOPHIM MOXKHO Pa3MECTUTh B TaKUX
KOHTeilHepax ©0e3 3aMeTHOro MCKaXeHHUs H300pakeHUs, HaJU4heM arpUOPHBIX
CBEJICHUI O pa3Mepax KOHTEWHepa, CYyIIECTBOBAHHMEM B OOJBIIMHCTBE pealbHBIX
M300paXeHU TEKCTYpPHBIX 00JIacTell, MMEIONIMX IMIYMOBYIO CTPYKTYpPYy M XOpOIIO
MOIXOAIINX ISl BCTpanBaHus WH(OpMaIyK, MpopadOTaHHOCTHI0O METOIOB IH(PPOBOI
00paboTKN M300pakeHr! W HUGPOBBIX (Op MATOB MpelcTaBieHus M300paxkeHuil. B
HACTOAIIEE BpeMsl CYLIECTBYET LETbIA psAJ KaK KOMMEPUYECKUX, TaK M OecIIaTHBIX
MPOTPaMMHBIX TPOIYKTOB, JOCTYIMHBIX OOBIYHOMY TOJB30BATEN0, PEATH3YIONINX
U3BECTHbIE CTeraHorpauueckue MeTOJbl COKphITUA uHPopMmanuu. Ilpu sTom

MPEUMYIIECTBEHHO UCIOIb3YIOTCS rpaduuecKe U ayIn0-KOHTEHHEPHI.
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Ilo THny KOHTCHHCpa

Metoap CITHU

I

MeTonbi,
WCITOAB3YIOWIHE
ay IHOKOHTEHHEDLI

Mo cnocoby| cokpLITHS
s g

I
MeToaet,
HCHIOJNB3YIOTIHC
TEKCTOBBIE KOHTEHUHEPHI

Ilo npeBeHTHBHOCTH (HOPMHPOBARKS KOHTEHIEP

MeToE). UCHONDL3YIOLIHMC
rpadiaeckue
L KOHTEHHCPBL

Tlo cnocoly coXpbITHA

MCTOH}:] M ABTOMaTUYCCKUC n()llyaB'l‘OMal‘M'{eCKHE | Mmﬂbl MCTOLUH MCTOZ[Ll
eTonL! .
Metons COKDBITHUS! Ha A METO/bl COKPRITHA METOILI COKPLITHS COKpBITHS B COKPBLITHA Ha MCRONB3OBAHUS MATPHU
COKPBITUS B E
COKPBITHSA B OCHOBE P Jl [To.cnocoby. COKpLITHS TIPOCTpaICTBCHIIC- OCHOBE TIPOMEXKY TOHHBIX
A30BYIO B A L _
HaumenbLnx | | mwymonomo6- ni’(;]gjfga : 1 BpeMEHHOM pacripeseneHy BBIMMCIICHMIT TIPOLIECCa
Gutax HBIX TENBHOCTS Texunueckue JIMHrBHCTHYSCKUC obnactit 110 CIIEKTPY CkaTia rpaduy. udd:.
CHI'H&JIOE METOBI METOJIbL COKPLITHﬂ
IT COKPI)‘T"“ Ilo THIY MOUYJISIOUHA
O MpHEMY COKpLITHS | Epe—— P Ty | e ’
30 TIPHEMY COKDLITHY MeToabt coxpbiTha | O IPHEMY COKpBITHY Flo MeTony ckaTis
MeETOLEI COKPLITHS MeToae! COKPEITHS MeTo/BI COKPBITHA Ha OCHOBE
Ha OCHOBE || Ha OCHOBC ] Ha OCHOBE UCTIONL3OBAHMA | Metonsi Mertoasbl
pacnpee;ieHus ne npoGenos HCTIONE30BAHNA >KapPrOHHOrO KOAa Metone! CORpHITHS ¢ COKPBITHSL
crieTpy ocofeHHocTel cokphitia B | oo armiem OCHOBAHHBIC HA
MeTosnt COKPBITHS uipudTa MeTonw! CORpEITHA HAUMCHBITHX Henvichinod 1 BHRNET- |
a ocIose Ha OCHOBE 3HavalUX GUTax MOJTY IS I npeoBpazosaHHu
CMIFTAKCHIECKHX MeTo/IBI COKPLITHS wenonkosam - — BCTHAUBACMORO padmaeckoit ‘
creit o CTOIBI COKPBITHS! I
ocobenocrei Ha OCHOBE J FeOMETpHHecKoi IILI COKD ool idopMatHi
TEKC] X Ha OCHOBE
MeToasl COKpBITHS TeKkera MCHOJB30BALMA CHCTEMB! o
Ha OCHOBE KOJIA JIOKYMEHTOB ¥ M MO, my | |
HCTIOMB30BAHUS HXQ- MeTO/1bI COKPBITHS aibion CTOULI COKPLITHS MHICKCHOTO —
CHIrHana Ha OCHOBE — 1a oCHoBC (popmata Merons CTOIB
CHHOHHUMOE uecronkzoratius | || ppencranedms COKpHITHS ¢ COKPBITHS. ;
‘{CpCLlOHaHHﬂ OCHOBAHHBIE H2
HUCTIOJTE30RAHHEM
M y JUIVIIB] CIIOB - J KOCHHYCHOM
CTOADL! COKPBITHS Merone! coxpbIivst 3HAKOBOH &
. & i - Npeo0pasoBaHUN
11a ocuoBe OWNGOK eTOMBI COKPLITHS H OCHOBE MO AL paciccron
Ha OCHOBE J aBTOKOppENALIOK- |- | BCTpaumacmorc o
MeTons! COKpBLITHSE HA OCHOBE HCIIOIIB30BAHUS HOM (y UMM COOBLICHHS
TeHEepaLiy KBA3UICKCTA NCpBBIX OYKB
Texcra

"Pucynok 15. Knaccudukanus MeToa0B cTeraHorpaguyeckoro npeoopasosanust udgpopmauuu (CIIN)"

Taoauna 4

CpaBHuUTe/IbHASI XAPAKTEPUCTHKA CTeraHorpaguyecKux MeTo/10B

npeodpaszoBanust MHPOpMALUH

Creranorpa Kpatkas Henocratku [Ipeumyie
(uveckuii MeTo/T XapaKTEPUCTUKA METOA cTBa
MeToabl COKpPBITUSI HH(POPMALMHU B ayTHOKOHTelHepax
MeTton OcHOBaH Ha 3alucu HeBricokast CKpBITHOCTD Jocraroun

COKPBITHSA B
HaMMCHBIIINX

3HAYaIux ouTax

ayIHOCUTHAI

COO6H.ICHI/I$I B HAUMCHBIINEC
3Ha4Yalmue OUTEI HCXOJHOTO
currana. B kauecTtBe

KOHTefIHepa HCIIOJIB3YCTCA,

Kak I1paBuiio, HEC)KaThIN

¢aiinos

HCHOHLByeTCH TOJBKO OJIA

nepenaun coodmenus. Huzkas

YCTOfIqHBOCTL K HCKaXXCHUSAM.

ornpeiesIeHHBIX (JOPMATOB ayHo-

0 BBICOKasi eMKOCTh
KOHTeiHepa (110

25%)

MeTton

OcHOBaH Ha

Huzknit koad pumment

CpaBHHTEN
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COKPBITHSI HA OCHOBE
pacrpeneneHus 1o

CIEKTPY

reHepaLnun
[ICEBIOCITYYaitHOro mIyma,
SIBIIIOIETOCS (PyHKIIMEH
BHEJIPSIEMOTO COOOIICHUS, 1
MOIMEIINBAHUY TTOTyYEHHOTO
rymMa K OCHOBHOMY CHT'HAJy-
KOHTEHHepy B Ka4eCTBE
aJJUTHBHON COCTABIISIFOILICH.
KoaupoBanue noTokoB
WHPOPMALIUH ITyTEM
pacceaHusa KOAUPOBAHHBIX

JIAHHBIX I10 CIIEKTPY YaCTOT

HCTIOJIb30BaHUSI KOHTEHHEpa.
3HaYuTENbHBIC BEIUNCIUTENHEIE

3aTpaThl

BHO BBICOKasA
CKPBITHOCTH

COOOIIEHUA

MeTton

COKPBITUA Ha OCHOBE

OcHoBaH Ha

HCIIOJIBb30BaHNH B KAa4YCCTBC

Huskwuit koaddutuert

HCIIOJIb30BaHUS KOHTEHHEpA.

CpaBHUTEN

BbHO BBICOKasA

WCIIOJIb30BaHMS 3X0- | IIYMOMOZOOHOTO CUTHAIIA 3HAYHUTENBHBIC BBIYUCIUTENLHBIE | CKPHITHOCTD
CUTHaJna CaMoro ayJauoCUrHana, 3aTpaThl COO0MICHUS
3aJIep)KaHHOTO HA PA3ITUYHBIC
MEPUOJIBI BPEMECHHU B
3aBUCUMOCTH OT BHEJIPSIEMOTO
coobmenus ("' 103BOHOYHOTO
axa'")
MeTton OcHoBaH Ha (akTe Maubiii ko3 hunmeHT Oo6nanaer
COKpBITHS B (haze HEYYBCTBUTEIHHOCTH yXa MCIIONIb30BaHKs KOHTEHHEpa 3HAYHUTEIHHO

cHUTHaja YEJIOBEKa K aOCOTIOTHOMY 0oJ1ee BHICOKOM
3HAYCHUIO ()a3bl TAPMOHUK. CKPBITHOCTBIO, YEM
Aynmo-cursai pazouBaercs METOBI COKPBITHUS
Ha TOCJIeI0BaTEILHOCTh B H3b
CErMEHTOB, COOOIIICHUE
BCTPaMBAETCS IyTEM
MouduKanuu ¢Gassl IEpBOro
CerMeHTa
MeToabl COKpPBITHSI HHPOPMALMHN B TEKCTOBBIX KOHTelHHepax
MeTton OcHOBaH Ha BCTaBKE Metoapl 4yBCTBUTEIBHBI JocTtatoun
COKPBITHS Ha OCHOBE | MPOOETIOB B KOHIIE CTPOUCK, K TIEPEHOCY TEKCTa U3 OJHOTO 0 OoJbIas
mpo0esIoB TOCJIe 3HAKOB TIPCTTMHAHWS, dbopmara B mpyroii. Bo3amoxHa MIPOITYCKHAS
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MEXIy CIIOBaMH IIPH noteps cooOmenns. HeBpicokast | crmocoOHOCTH
BBIPaBHUBAHWY JJTUHBI CTPOK | CKPBITHOCTD
Merton OcHOBaH Ha TOM, 4YTO OueHb HU3KAS CymiecTBye

COKPBITHA HAa OCHOBC

MpaBuiIa MyHKTYaUH

MPOIYCKHAast CHIOCOOHOCTb.

T IMOTCHIMAJIbHAs

CHUHTAKCUYECKUX JIOTTyCKAIOT HEOAHO3HAYHOCTH | CIIOKHOCTbH JETEKTHPOBAHUS BO3MO>KHOCTb
ocobeHHoCTEH MIpU pacCTaHOBKE 3HAKOB coobieHus noao0paTh TaKou
TeKcTa MIpEeNUHAHUS METOJ, TIpU
KOTOpOM
MoTpeOyIOTCS
BEChbMa CII0)KHbIE
MIPOLEAYPHI TS
PacKpBITUS
coo0wIeHus
Meron OCHOBaH Ha BCTaBKE Cno>xeH NpUMEHUTENBHO OnuH u3
COKPBITHSI HA OCHOBE | MH(POPMALUH B TEKCT IPU K PYCCKOMY SI3bIKY B CBSI3H C HaunOonee
CHHOHHMMOB MIOMOILY YePETOBAHHUS CIIOB 0oBIINM pa3HOOOpa3ueM NEPCHEKTUBHBIX
13 KaKOH-M10O0 TpyIIbl OTTCHKOB B Pa3HBIX CHHOHHMAaX METOMOB.
CHHOHHMMOB Obnanaet
CpaBHHUTEIHHO
BBICOKOM
CKPBITHOCTBIO
coo0mIeHus
Meron OcHoBaH Ha Hesricokast nmponyckHas Becema
COKPBITHSI HA OCHOBE | MacCKHpPOBKE CHOCOOHOCTB. BrICcTpO MPOCT B
WCTIOJIb30BaHMS WHPOPMAITMOHHBIX OMTOB TOJ] | BCKPBIBAETCS IPU MPUMEHEHUH.
OImMO0K €CTECTBEHHBIE OLIHOKH, CTaTHCTUYECKOM aHaJIM3eE. Bricokas
OTI€YaTKH, HAPYIIEHUS TPaBHI CKPBITHOCTb TIPH
HaNMCaHUs COYETaHUH aHaJm3e
IJIACHBIX M COTJIACHBIX, 3aMEHE YeJI0BEKOM
KUPWUIMLBI Ha aHAJIOTUYHbIE
M0 BHEIIHEMY BHIY
JaTUHCKUE OYKBHI U JP.
Meton OcHoBaH Ha Hesbicokast mpomyckHast CKpBITHOCT

COKPBITHS Ha OCHOBE
TeHepaIuu

KBa3suTCKCTa

TeHEPAINH TEKCTOBOTO
KOHTeHepa ¢

HCIIONTh30BaHHEM Habopa

CII0COOHOCTE. becCcMBICIIEHHOCTR

CO3JaHHOI'O TEKCTa
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IIPaBUII IOCTPOCHHUS
npemioxxenuil. Mcnons3yercst

CUMMETpPHUYHAs KpUITOTrpadus

KaK TpaBuUIIo,

BC€CbMa BBICOKA

Meton OcHOBaH Ha BCTaBKE Jlerko BBISIBIISICTCS TIPU Bricokuit
COKDBITHSI HA OCHOBE | MH(OpPMAIUH 32 CUCT peoOpa3oBaHUM MacITada KO3 QUITUCHT
UCIIOJIb30BaHUS W3MEHEHUs THMa wpudTa u JIOKYMEHTA, [IPH CTATUCTUYECKOM | MCIOJIb30BaHUS
ocobeHHoCTEH pa3mepa OyKB, a TaKXKe Ha CTeroaHamse KOHTeHHepa
mpudTa BO3MOXHOCTH BCTPaUBaHUS

nHpOpMAaLUH B OJIOKH C
HEU3BECTHBIMH JJIs1 Opay3epa
UACHTHU(PHUKATOPAMH

Meron OcHoBaH Ha Huskas ckpbITHOCTB IIpU IIpocT B
COKPBITHSI HA OCHOBE | pa3MmelieHnu nHpopManuu B | u3BecTHOM (popmare daiina MPUMEHEHUHT
UCIIONIb30BaHMS KO/Ia | 3ape3epBUPOBAHHBIX H
JOKyMeHTa U (aiiia | HEHCIOJIB3yEeMBbIX TOJISX

MIEPEMEHHOM IUHBI

Meron OcHoBaH Ha Huskas npomycknas IIpocT B
COKPBITHA HAa OCHOBC H3MEHEHHUHU 3HAaUYEHHUH CJIOB CHOCO6HOCTI). V3ko MMPUMCHCHUU
HUCIIOJIB30BaHUA crieuaiu3upoBaH. Hwuskas
JKaproHa CKPBITHOCTH

Meron OcHoBaH Ha Co>XXHOCTB Hoctatoun
COKPBITHS HAa OCHOBE | TeHEpaIiy TEKCTa - (opMupoBaHUs KOHTEHHEpa U 0 BBICOKast

HCIIOJIb30BaHUS KOHTEHHepa C COOOIIEHHS CKPBITHOCTD TIPH
4yepeI0BaHUs JJIUHBI | (OpPMHUPOBAHUEM CIIOB aHaj3e
CIIOB OTIpEeICTICHHO! JITUHBI TI0 YeJI0BEKOM
W3BECTHOMY IPABUITY
KOJIUPOBAHUS
MeTton OcHoBaH Ha CH0XHOCTh COCTaBJICHUS Haet

COKPBITHA Ha OCHOBC

BHCPCHUHU C006H_ICHI/I$I B

cooOmenus. Huszkas CKpBITHOCTB

00JIBIITYI0 CBOOOTY

UCIIOJIb30BaHMS nepBble OYKBBI CIIOB TEKCTa C | COOOILIEHHUS BbIOOpa
NEePBHIX OYKB o100POM CIIOB oneparopy,
MPUIyMBIBAIOLIEMY
coob1eHune
MeTtoabl cokpbITUSI HH(pOpMAaUKUU B rpaduuecKux KOHTelHepax
MeTton OcHOBaH Ha 3aIHACH HeBbicokasi CKpBITHOCTh Hocrtaroun
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COKPBITHA B
HaNMMCHbBIINX

3HAYaIIUX OUTax

CcOoOOIIEHNST B HAUMEHBIIINE
3Hayalue OUThl UCXOIHOIO

H300pasKeHHS

nepenaun coodmenms. Huzkas

yCTOfI‘-IPIBOCTL K HCKaXXCHHUSAM

0 BBICOKasi eMKOCTb
KOHTeHHepa (110

25%)

Meton

COKPBITHA HAa OCHOBC

OcHoBaH Ha

peAyKIMU (3aMEHE) IIBETOBOM

IIpumensiercs

MPEUMYUICCTBECHHO K CKAaThIM

CpaBHuren

BHO BBICOKas

MOIU(PHUKALINT MAIUTPHL U YIOPSAOYMBAHUKN | H300paskeHusM. HeBbicokas €MKOCTb
WHJIEKCHOTO L[BETOB B MUKCEIAX C CKPBITHOCTB TIepelaun KOHTeHHepa
¢dopmara COCETHUMH HOMEpaMH cooOuieHus
npeAcTaBICHUS

Meron OCHOBaH Ha IIOUCKE C C0>XHOCTh pacyeToB YcroitunBo
COKPBITHS HA OCHOBE | IPUMEHEHUEM CThb K
UCIIOJIb30BaHUS aBTOKOPPEISILINOHHON OOJIBLLIMHCTBY
ABTOKOPPETAIMOHHO | (hYHKITMH 00JIacTel, HEJTMHEHHBIX
i GhyHKIIIH COJIEPIKAIINX CXOTHBIC peoOpazoBaHUit

JIAHHBIE KOHTElHepa

MeTton OcHoBaH Ha Huzkas TouHOCTD JocraToun
COKPBITHSI HA OCHOBE | MOIYJISLIUU JIETEKTUPOBAHUS. 0 BBICOKast
WCIIOJIb30BaHUS MICeBOCTYYaifHOTO CUTHala Uckaxenus CKPBITHOCTB
HEJIMHEHHOM CHUTHAJIOM, COAEPKALIAM CcO001EeHUS
MOTYJISIIIAN CKpBIBAEMY0 HH(POPMAIIUIO
BCTPaNBaeMOIo
coobuieHus

Meton OcHoBaH Ha Hwu3zkas TouHocTs JocraToun
COKPBITHS HA OCHOBE | MOJYJISLIUU JETEKTUPOBAHUSI. 0 BBICOKast
UCIIOJIb30BaHUS MICEeBIOCIYYaliHOI'O CUT'HAJIA Uckaxenus CKPBITHOCTb
3HAaKOBOU OWITONISIPHBIM CUTHAJIOM, coo0mIeHus
MOIYJISIIAN COJIep>KaIlIiM CKPBIBAEMYIO
BCTPanNBaeMoOro nHPOPMALIUIO
cooOuieHus

Meron OcHoBaH Ha Co>XHOCTh pacueToB Bricokas
COKPBITHS HA OCHOBE | 0COOEGHHOCTSAX BEUBIIET- CKPBITHOCTD
BEHBIET- npeoOpa3oBaHmii
npeoOpa3oBaHUs

Meton OcHoBaH Ha CnoXXHOCTD pacyeToB Bricoxkas
COKDBITHSI HA OCHOBE | OCOOCHHOCTSIX AUCKPETHOTO CKPBITHOCTB

HCIIO0JIb30BAHUA

KOCHHYCHOTO
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JTIUCKPETHOTO npeoOpa3oBaHuUs
KOCHHYCHOTO

peoOpa3oBaHUs

B HeTpamuunoHHBIX MH(QOPMAIIMOHHBIX KaHalaX, OCHOBAaHHBIX HAa MaHUIYJSLUU
paznuuHbIx XapaktepucTtuk pecypcoB MCII/IH, ucnonb3yroTes s Nepefayd JTaHHBIX
HEKOTOpBIE paszeisieMble pecypcesl. 1Ipu 3ToM B KaHanax, MCHOIB3YIOIMX BPEMEHHBIE
XapaKTEPUCTHKU, OCYIIECTBIIETCS MOIYJSALUA MO BPEMEHU 3aHATOCTH Pa3JIEsIeMOro
pecypca (Hampumep, MOAYJIHMPYS BpEMsl 3aHITOCTU Ipolieccopa, MPUIOKEHUS MOTYT
O0OMEHMBATHCS JAaHHBIMH).

B kanamax mamsTH pecypc HCIOJb3YyeTCs KaK MPOMEXKYTOUHBIA Oydep
(HampuMep, NPUIIOKEHUSI MOTYT OOMEHMBATHCS JAHHBIMH IyTEM ITOMEIICHUS HX B
MMEHa co3/aBaeMbIX (aitioB u aupekrtopuii). B kanamax 0a3 JaHHBIX W 3HAHUU
HCIIONB3YIOT 3aBUCUMOCTH MEXKAY JaHHBIMHU, BO3HUKAIOIIMMHU B PEISIIMOHHBIX 0a3ax
JAHHBIX W 3HAHUM.

Herpaaunmonnsie nH()OpMaIMOHHBIE KaHaIbl MOTYT OBITh CHOPMHUPOBAHBI Ha
paznuyHbIX ypoBHAX pyHKunoHupoBanus MCII/Ix:

Ha arrapaTHOM YPOBHE;

Ha ypOBHE MUKDPOKOJIOB U IPAaliBEPOB YCTPOMCTB;

Ha YpPOBHE ONEPALIMOHHON CUCTEMBI;

Ha YpOBHE MPHUKJIATHOTO MPOTPAMMHOI0 00€CTIeUeHNUS;

Ha ypoBHE (YHKIITMOHUPOBAHUS KAHAJIOB Mepeau JaHHBIX U JIMHUM CBSI3H.

OTH KaHaJIbl MOTYT MCIIOJB30BaThCA KakK ISl CKPBITOW Mepeaayr CKOMMPOBAHHOM
uH(pOpMaIuK, TaK U JJIs1 CKPBITHOM Mepefadl KOMaH Ha BHITIOJHEHUE JAECTPYKTUBHBIX
JNEVCTBUU, 3aIyCKa IMIPUIOKEHAMN U T.II.

Jlnst  peanu3anuy  KaHAJoOB, KAk MPaBWIO, HEOOXOJAMMO BHEIPHUTH B
ABTOMATU3WPOBAHHYIO CUCTEMY  MPOTPAMMHYIO  WJIM  OPOTrPpaMMHO-anmnapaTHYIo
3aKIa/IKy, 0OecreunBaronyo (opMHUpPOBaHNE HETPAAUIIMOHHOIO KaHaIa.

HetpagumoHublii MHPOPMAIIMOHHBIN KaHal MOXET CYLIECTBOBAaTb B CHUCTEME
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HCHIPCPBIBHO HJIM AKTUBHU3UPOBATHCA OAHOPA30BO HIIM II0 3aJdHHBIM YCJIIOBHUSM. HpI/I

ATOM BO3MOKHO CYIII€CTBOBaHHE 00paTHOM cBs3U ¢ cyobekToM HC/I.

5.7. O0masi XapakTepucTUKa pe3yJibTATOB HECAHKIIMOHNPOBAHHOT0 WU

CJIy4ailHOI0 J0CTyIAa

Peanuzauus yrpo3z HCJ] k undopmaium MoKeT MpUBOIUTH K CIAEAYIOIMUM BUIaM
HapyllIeHus ee 0€30MacCHOCTH:

HAPYUICHHIO KOH(PUACHIIUATIBHOCTH (komupoBaHue, HETPABOMEPHOE
pacnpocTpaHEHHE);

HapYILIEHUIO LIEIOCTHOCTU (YHUUTOKEHUE, U3MEHEHUE);

HapYLIEHUIO TOCTYMHOCTH (OJIOKHPOBAHUE).

Hapymienne KoHQUACHINAIBHOCTH MOXET OBITh OCYILIECTBIEHO B CIIy4ae YTEUKH
uH(popmManuu:

KOIIUPOBAHUS €€ Ha OTUYKJa€Mble HOCUTEIN UHPOpMAIHH;

nepeayun ee no KaHajlaMm Mepeadyu 1aHHbIX;

OpyU TOPOCMOTPE WIM KONMMPOBAHUM €€ B XOJ€ PEMOHTa, MOoIU(HUKAUUU U
YTUJIN3AIUU TPOTPaMMHO-aNNapaTHBIX CPEICTB;

npu "cbopke Mmycopa" HapymuTeneM B npouecce skcrryarauuu MCIIH.

Hapymienne 1e10CTHOCTH MH(OPMALMK OCYILECTBISIETCS 3a CUYET BO3ICHCTBUS
(Monmudukany) Ha MPOTPAMMBI M JIAHHBIE MOJH30BATENS, a TAKKE TEXHOJIOTHUYECKYIO
(cucteMHy10) HHGOPMAIIHIO, BKIIFOYAIOIIYIO:

MHKPOITPOTPaMMBI, JAHHBIE U APANBEPA YCTPOUCTB BBIUUCIUTEILHOW CUCTEMBI,

nporpaMMbl, JaHHbIE M JpaliBepa YCTPOMCTB, OOECIECUUBAIOIIUX 3arpy3Ky
OIIEPALMOHHON CUCTEMBI;

MpPOrpaMMbl U JTaHHBIE (JIECKPUIITOPHI, OMUCATETN, CTPYKTYPhI, TAOIHIIBI U T.1.)
OIIEPALMOHHON CUCTEMBI;

IpOrpaMMBbl U JaHHbIE MPUKIATHOTO MPOrPaMMHOT0 00eCTIeueHus;
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IPOrpaMMBbI U JaHHBIE CIIEIIMATLHOTO MPOTPAMMHOTO O0ECIICUEHUS;

IPOMEXYTOUHbIE (ONEPATUBHBIE) 3HAUEHUS MPOTPaMM U JaHHBIX B MPOLIECCE UX
o0pa®oTKK  (YTeHHs/3alucH, TpUeMa/lIepenaun) CpeacTBaMU M YCTPOICTBaMH
BBIYMCIIUTEIbHON TEXHUKHU.

Hapymenne nenoctaoctu nagopmanuu B MCII[IH MoxeT Takke ObITh BBI3BAHO
BHEJIPEHUEM B HEE€ BPEIOHOCHOW MPOTPaMMBbI MPOrpaMMHO-ANNapaTHON 3aKJIAIKA WA
BO3/EICTBHEM Ha CUCTEMY 3aLUThl THPOPMALIUHU WU €€ DJIEMEHTBHI.

Kpome 3toro, B ICII/IH BO3MOXHO BO3AECHCTBUE HA TEXHOJIOTHYECKYHO) CETEBYIO
nH(pOpMaIUI0, KOTOpast MOXKET o0ecreuynBaTh (PYHKIIMOHUPOBAHUE PA3IUYHBIX CPEACTB
YIPABJICHUSI BBIYUCIUTEIBHON CEThIO:

KOH(Urypauueu cetu;

aJpecaMy U MapUIpyTH3alUen epeaadyn JaHHbIX B CETH;

(YHKIIMOHAJIBHBIM KOHTPOJIEM CETH;

0e301acHOCTbI0 UH(OPMALIH B CETH.

Hapymenue goctynHoctu uHdopmaiuu obecrieyuBaeTcs myteM (GOpMHUpPOBAHUS
(Mou(dUKaMK) UCXOTHBIX JAHHBIX, KOTOPbIE TPU 00pabOTKE BHI3BIBAIOT HEMPABUIIBHOE
(YHKIMOHMpPOBAHUE, OTKAa3bl ammapaTypbl WM 3axBaT (3arpys3Ky) BBIUMCIUTEIbHBIX
PECYPCOB CHUCTEMBI, KOTOpbIE HEOOXOAMMBI JUJIsl BBIMIOJIHEHUS MNpPOrpaMM U padOThI
anmnaparypsbl.

VYKa3zaHHbIE JE€WCTBHS MOTYT IIPUBECTH K HApyLWIEHUIO WM  OTKa3y
(YHKIMOHUPOBAHUS PAKTUYECKHU JTHO0BIX TexHnueckux cpeacts MUCIT/Ix:

CpelcTB 00pabOTKK MH(MOpMAINY;

CPEIICTB BBOJIa/BBIBOJIa MH(OPMAITIH;

CpEIICTB XpaHEeHUsI HHPOPMALINH;

anmnaparyphbl ¥ KaHAJIOB IIepe/layuu;

CPEIICTB 3aIUTHl HH(GOPMAIIHH.
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6. TunoBkIe MO/J€JIH YIpPpOo3 0€30IacCHOCTH NMEPCOHAJIBHBIX TaHHbIX,

o0pabaTbiBaeMbIX B MH(GOPMAIIMOHHBIX CHCTEMAX NMEPCOHATbHBIX TAHHbIX

B 3aBucumocTu ot nenedd u couepxkanust oopabotrku II/[H omeparop MoxkeT
ocymectBIATs 00padotky [1/1x B UCII/IH pa3iauyuHbIX THIOB.

ITo CTPYKTYypE uH(OPMAaIIMOHHbIE CUCTEMBl  TOAPA3JECISAOTCA  Ha
aBTOMATU3MPOBAaHHBIE paboyue MecTa, JIOKaJbHbIE WH()OPMAIMOHHBIE CHUCTEMBI U
pacripeiesieHHbIe UHPOPMAITMOHHBIE CUCTEMBI.

[To HaNMMYMIO MOJKITIOUYEHUN K CETSIM CBSI3M OOIIETO MOJIb30BaHUS U (WJIM) CETAM
MEXJYHAPOJAHOTO  HMHPOPMAIMOHHOTO  OOME€Ha  HUH(POPMAIMOHHBIE  CHUCTEMBI
MOJPA3ACISIOTCA Ha CUCTEMBblI, MMEIOLIME IOJIKIIOUCHUS, U CHUCTEMbI, HE HMMEIOIIUE
MOJKJIFOYCHHUM.

[Io pexumy oOpabOTKH MNEPCOHANBHBIX AAHHBIX B MH(OPMAIMOHHOW CHUCTEME
MH(OpPMAIIMOHHBIE  CHUCTEMbl  MOJPA3JCISIIOTCA HA  OJIHOIMOJIb30BATEIbCKUE U
MHOTOIOJIb30BATEIBCKUE.

[lo pasrpannueHuio TpaB JOCTyIa MOJIb30BaTeneii MHYOPMAIMOHHBIE CHCTEMbI
MO/IPA3NICISIOTCS Ha CHUCTEMBI 0€3 pa3rpaHWYeHHs] MpaB JOCTyla M CHUCTEMBI C
pa3rpaHUYCHUEM MPAB JOCTYTA.

Nudopmarmonnsie cucteMbl B 3aBUCUMOCTH OT MECTOHAXOXKICHHS UX
TEXHUYECKUX CPEJICTB MOMAPA3IACTAIOTCS HA CHUCTEMBI, BCE TEXHUYECKUE CPEACTBA
KOTOpPBIX HaxoAsaTca B mpenenax Poccuiickont denepannu, U CUCTEMBI, TEXHUYECKHE
CpEelICTBAa KOTOPBIX YAaCTUYHO WJIM ILEJIMKOM HaxXoIsTcs 3a mpeaeiamu Poccuiickon
denepauum.

B 3aBUCHMOCTH OT TEXHOJIOTHMH, COCTABA U XapPaKTEPUCTUK TEXHUUYECKUX CPEICTB
NCIIH, a Takxke omacHocTh peanuszauuu YDBIIJ[H m HacTymieHust MOCIEICTBHI B
pe3yJibTaT€ HECAHKIMOHUPOBAHHOTO WM CIYYalHOrO JOCTYNa MOHO BBIACIUT
cnenyromue tunbsl UCIH:

ABTOMATU3UPOBAHHLIC pa6orme MECTa, HE UMCIOIIHEC IMOAKIIOYCHHUEC K CCTAM CBA3U
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00111eT0 MOJIb30BaHUS U (WJIH) CETSIM MEXKITyHApOIHOT0 HH(GOPMAITMOHHOTO OOMEHA;
aBTOMAaTU3UPOBAaHHBIE paboyMe MeCTa, UMEIOIIUE TOJKIIOUEHHE K CETSM CBSI3H
00111eT0 MOJIb30BAaHUS U (WJIH) CETSIM MEXKITyHApOIHOT0 HH(GOPMAIIMOHHOTO OOMEHA;
nokanpHble WCIIJIH, He HMEIoIMe MNOAKIIYEHUE K CETAM CBS3HM OOIIETo
MOJI30BaHUS U (WJIM) CETSIM MEXAYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA;
nokanbHble MCII/IH, wuMeromMe TMOAKIIOYEHHE K CETAM CBS3M  OOIIEro
MOJI30BaHUS U (MJIM) CETSIM MEXAYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA;
pacnpenenennbie MCIIJIH, HE uMeromMe MOAKIIOUEHUE K CETSIM CBSI3U OOLIETro
MOJIb30BaHUs U (MJIU) CETSAM MEXIYHapOAHOTO HH(POPMAIIMOHHOTO OOMEHa;
pacnpenenennsie VCIIIH, uMeromue NOAKIIOUEHUE K CETAM CBSI3U OOIIEro
MOJIb30BaHUs U (MJIU) CETSAM MEXIYHApOIHOTO HH(POPMAIIMOHHOTO OOMEHa.
[IpumenuTenbHo kK ocHOBHBIM THnam HCII/IH cocTaBisitOTCS TUIOBBIE MOJAEIH
yrpo3 ©Oe3zomacHoctu [I/IH, XapakTepusyloulue HACTYIUICHHE pPa3jM4YHbIX BHJOB
MOCJIE/ICTBU B PE3yJbTaT€ HECAHKIMOHMPOBAHHOTO WM CIYy4allHOTO J0CTyna u
peanuzanuu Y BITIH.
Yactable Mozenu yrpo3 Oe3zomacHoctd IIJ[H mpuUMEHUTENBPHO K KOHKPETHBIM
NUCIIIH coctaBistoTcs omnepaTopaMu, 3aka3uukamu u paspadotuukamu UCIIIH Ha

ATamax Ux co3JaHus U (W) IKCILTyaTalHH.

6.1. TunoBast MoaeJ b YIpo3 06€30MaCHOCTH MEePCOHAIbHBIX JaAHHBIX,
o0padaTbiBaeMbIX B aBTOMATU3MPOBAHHBIX PA00UYMX MeCTaX, He MMEKOLIUX
MOJAKJIIOYEHHSI K CEeTAM CBSI3H 0011€ero moJjib30BaHus U (WJIH) ceTM

MEKIYHAPOAHOT0 NH(OPMALIMOHHOI0 00MeHA

[Ipu o6paboTke IIJI[H HAa aBTOMaTU3MPOBAHHOM pabOYEM MECTE, HE MMEIOIIEM
MOJIKJIFOUEHUSI K CETSIM CBSI3U OOIIETro MOJIb30BAaHUS M (MJIM) CETSIM MEXIyHApOJIHOTO
MH(}OpMaAIIMOHHOTO 0OMEHa, BO3MOXKHA peanu3anus ciaeayromumx Y bIT{H:

yIpo3 yTeuku HHGOPMAIIMH 110 TEXHHYECKUM KaHaJIaM;
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yrpo3 HCJI k I1JIH, 0OpabaTeiBa€MbIM B aBTOMaTU3UPOBAHHOM pabO4yeM MECTE.

YTrpo3bl yTeuku HHPOPMAIIUU 110 TEXHUYECKUM KaHajlaM BKJIIOYalOT B ceOs:

yrpo3bl yTEUKU aKyCTHUECKOH (pedyeBoii) HHPpOpMAIIIH;

yrpo3bl yTEYKU BUOBOW MH(GOpMAIINK;

yrpo3bl yreuku uadopmanuu no kanaity [I9MIUH.

Bo3HuKHOBEHHE yrpo3 yTEUKHM aKycTHUecKod (peueBoil) wuHopmarmu,
COZIEpIKaILIENCsl HEMOCPEICTBEHHO B IMpou3HOocuMou peun mnoaws3oBatens MCII/H,
BO3MOXKHO Npu Hanuuuem# ¢yHkumii ronocooro Brojaa [1/1n 8 UCIIIH nnu GyHkiuit
BocnipousBenenus [1/1n akyctnueckumu cpencrsamu UCIIH.

Peanusanus yrpo3sl yTeuyky BUJIOBOW MH(POpMAIMK BO3MOKHA 33 CUET IPOCMOTpa
nHpOpMaIIUU C TOMOIIBI0O ONTHYECKUX (OMTUKOAIEKTPOHHBIX) CPEACTB C SKPAaHOB
JUCIUIEEB M JIPYTUX CPEICTB OTOOpPaXEHUS CPEICTB BBIYMCIUTEIBHON TEXHHKH,
MH(GOPMALIMOHHO-BBIUNCIUTEIbHBIX KOMILJIEKCOB, TEXHHUUECKUX cpeacTBa# oO0padOTKu
rpaguueckoii, BuACO- U OyKBEHHO-UM(POBON uHH(MOpMAIMK, BXOIAIIUX B COCTaB
NCITH.

Yrpo3wl yreuku uHpopmanuu no kaHany [IOMUWH Bo3MOXHBI W3-3a HaIU4Ms
ANIEKTPOMATHUTHBIX HW3JIy4€HUI, B OCHOBHOM, MOHUTOpPa M CHCTEMHOro OJoKa
KoMITbtoTepa. OCHOBHYIO OIIACHOCTH IPEACTABIISIIOT YIpO3bl YTEUKH H3-32 HAJIUYHS
AIEKTPOMArHUTHBIX U3JTy4EHUH MOHUTODPA.

VYrpo3st HC/I B aBTOHOMHOM APM cCBsI3aHbl C JEWCTBUSIMH HapyIIUTENEH,
nmeromux goctyn Kk UCI /I, Brimtouas nons3oBateneit UCITH, peann3ytomux yrpo3sl
HenocpenctsenHo B UCIT/In. Kpome atoro, ucrounrkamu yrpo3 HC/I k undopmanmu B
APM wmoryT OBITH ammapaTHbIE 3aKIaJKH W OTYYXKIAEMbIE HOCHUTETU BPEIOHOCHBIX
IIPOTPaAMM.

B UCII[x na 6a3e aBroHOMHOro APM BO3MOXHBI BCE€ BHBI YSI3BUMOCTEU
UCII[JH, 3a HCKIIOYEHHEM YSI3BUMOCTEH, CBS3aHHBIX C pealu3alueid MPOTOKOJIOB
CETEBOI0 B3aUMO/ICUCTBUS U KaHAJIOB niepeAaayn JaHHbIX. B Takux MCII/IH BO3MOXXHBI:

YIPO3bl, peaau3yeMbl€ B XO/I€ 3arpy3KH ONEPALMOHHON CUCTEMBI U HAIPABJICHHBIE

Ha TMepexBaT TMapojied WM UASHTU(OUKATOPOB, MOAUPUKAIMIO 0a30BOM CHUCTEMBI
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BBOJ1a/BbIBOIA (BIOS), mepexBar ynpaiieHus 3arpy3Koi;

yTpO3bl, pealiu3yeMble MOCIE 3arpy3Ku ONepaliOHHON CUCTEMBI U HaIlpaBJICHHBIC
Ha BBINOJHEHUE HECAaHKIMOHUPOBAHHOTO [JOCTYyNa C MPUMEHEHHEM CTaHJIAPTHBIX
byHKIuil (YHUYTOKEHUE, KOMUPOBaHUE, MepeMelleHne, (popmMaTtupoBaHue HOCHUTENCH
uHbopMalMM M T.[.) OMNEPAMOHHOM CHUCTEMbl WM KaKOW-IMOO MPUKIATHON
nporpaMmbl (HarmpuMep, CUCTEMbl YMpaBjieHUs Oa3amMu MaHHBIX), C MPUMEHEHUEM
cnenuaibHO co3fgaHHbIX Ui BhimoiaHeHuss HCJl mporpamm (mporpamm mpocMoTpa |
Moau(UKaIMK peecTpa, MOMCKa TEKCTOB B TEKCTOBBIX (haiiax u T.IL.);

YIPO3bl BHEAPEHUS BPEAOHOCHBIX IPOTPAMM.

6.2. TumoBasi MojeJib YIpo3 0€30MaCHOCTH NMEPCOHAIbHBIX JaHHBIX,
o0padaTbiBaeMbIX B ABTOMATU3MPOBAHHBIX PA00YMX MeCTaX, MMEKIUX
MOJKJII0YEHHE K CeTSIM CBA3M 0011ero mojib30BaHus M (MJIN) CETAM

MEKIYHAPOAHOTr0 MHGPOPMALMOHHOIO0 00MEHa

[Ipu o6pabotke II/IH Ha aBTOMaTM3MPOBAHHOM pabO4YEeM MECTE, HMEIOIIEM
MOAKIIOYEHUS! K CETAM CBSI3M OOILEro MOJb30BAHMS U (WMJIM) CETSIM MEXIYHAPOIHOTO
uH(}OpMAIMOHHOTO OOMEHa, BO3MOXKHA peanu3anus ciueayrommx Y bI1J[H:

yIpo3bl YTEUKH UH(POPMALIMU IO TEXHUYECKUM KaHallaM;

yrpo3bl HC/I x [1/TH, oOpabaTbiBaeMbIM Ha aBTOMaTU3HUPOBAHHOM pabodYeM MeCTe.

VYrpo3bl yTeuku HHpOpMALUK IO TEXHUYECKUM KaHajlaM BKJIIOYAlOT B ceOsi:

yIpO3bl YTEUKU aKyCTUUYECKOH (peueBoit) HHGOpMaLIHH;

yrpo3bl yTeYKU BUJOBOU MH(OpMaLIUK;

yrpo3bl yTeuku uadopmanuu no kanairy [I9MIH.

BosnuknoBenue YBII/IH B paccmatpuBaembix UCII/IH Mo TEXHMYECKMM KaHAIam
XapaKTepU3yeTcs TEMU K€ YCIOBUSIMH U (paKTOpaMH, YTO U ISl aBTOMAaTU3MPOBAHHOTO
pabouero mecrta, He UMEIOIIETO MOIKIIOYEHHUSI K CETSIM OOILEero MmoJib30BaHUs U (WJIK)

CETSsIM MEXKIYHapOJHOTO HH(POPMAILIMOHHOTO OOMEHA.
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VYrpo3set HCJl B UCIT/IH cBs3aHbI ¢ AEHCTBUSMH HApYIIUTENIEH, UMEIOIIUX IOCTYII
k UCII/IH, Bximrovas nosb3oBareneid MCIIIH, peanu3yronmx yrpo3bl HEOCPEACTBEHHO
B UCIIH, a taxxe HapymwmTeneid, He nMmerommx nocryna k MCII/IH, peamusyromux
YTPO3bI U3 BHENIHUX CETEH CBS3W OOIIETrO MOIh30BaHUS U (UITH) CETEH MEKIYHAPOIHOTO
uH(pOopMaIIMOHHOTO 0OMEHa.

VYrpo3et HCJ] B UCII/IH, cBA3aHHBIE C JEUCTBUSIMHU HapyLIUTENEH, UMEIOIIUX
noctyn k UCITJIH, aHaTOTMYHBI TE€M, KOTOPhIE UMEIOT MECTO ISl oTAeIbHOTO APM, He
MOJKIIOYEHHOTO K CETSM CBSA3U OOIIEro IMOJb30BaHUS. YTPO3bl M3 BHEIIHUX CETEH
BKJIFOYAIOT B CeO:

yrpo3bl "AHanu3a cereBoro Tpaduka" ¢ mepexBaToM IepeaaBaeMoil BO BHEIIHHE
CETH M MPUHUMAEMOW U3 BHEIIHUX ceTell nH(popManuy;

YIpO3bl CKAHUPOBAHMS, HAIPABICHHBIE HA BBISIBIICHUE THUIIA OINEPALMOHHON
cucteMbl APM, OTKPBITBIX TOPTOB U CIIYKO0, OTKPBITHIX COSTUHEHUH U JIp.;

YIPO3bI BBIABJICHHUS TTAPOJIEH;

yrpo3bl nonyuenuss HCJl myTeM moaMeHbl JOBEPEHHOTO 00bEKTA,;

yrpo3bl Thna "Otka3 B 00ciyKUBaHUU";

YTPO3bl YAAIEHHOTO 3aIlyCKa MPUII0KEHUM;

YI'PO3bl BHEAPEHUS 0 CETU BPELOHOCHBIX IPOTPAMM.

6.3. TunoBasi MojieJib yIpo3 0e30MaACHOCTH MEPCOHATbHBIX JaHHBIX,
00padaThIBaeMbIX B JIOKAJIBHBIX HH(POPMAIIMOHHBIX CHCTEMAX NMEPCOHAIBHBIX
JAHHBIX, He HMEIOIINX MOIKIIOYEHHS K CeTSIM CBSI3H 00111ero MoJIb30BaHUA U (MJIH)

ceTsIM MeKIYHAPOAHOT0 HH(POPMALMOHHOT0 00MeHa

[Ipu o6pabotke IIJJn B nokansHbix WCII[IH, He nMeromme# MOAKIIOUEHUS K
CETsIM CBSI3M OOIIETO MOJIb30BaHUS U (WJIK) CETIM MEXAYHApPOAHOTO HH(POPMALIMOHHOTO
oOMeHa, BO3MOKHA peanuzanus ciaenyromux Y BITIH:

yTPO3bl YTEUKH UH(POPMAITUU TI0O TEXHUIECKUM KaHaJIaM;
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yrpo3sl HC/I x [1/11, o6pabaTbiBacMbIM Ha aBTOMAaTU3HUPOBAHHOM pabodeM MecTe.

YTrpo3bl yTeuku HHPOPMAILIUU 110 TEXHUYECKUM KaHajlaM BKIIOUYalOT B ceOs:

yrpo3bl yTEUKU aKyCTHUECKOH (pedyeBoii) HHPpOpMAIIIH;

yIpo3bl YTEUKH BHJI0BOM MH(OPMALIHH;

yrpo3bl yreuku uadopmanuu no kanaity [I9MIUH.

BosnuknoBenne YBII/IH B paccmatpuBaembix UCII/IH o TEXHMYECKUM KaHaJIaM
XapaKTepU3yeTcsl TEMU Ke YCIOBUSAMHU U pakTopamu, uto u st JJokanbHbix MUCII/IH, He
UMEIOLIUX TOJKIIOYEHUS] K CeTAM CBSI3W OOIIEro IOJIb30BaHUA U (WJIM) CETSIM
MEXIYHAPOJIHOTO HH(POPMAITMOHHOTO OOMEHA.

VYrpo3er HCJl B nokanbabix WMCII/IH cBsi3aHbl ¢ JOEHCTBUSIMH HApYLIUTENEH,
nMeromux poctyn Kk UCI/IH, Bkimrouas nmone3oBatenent UCII/H, peann3yromux yrpossl
HenocpenctsenHo B UCII/IH.

VYrpo3er HCJ] B UCII/H, cBs3aHHBIE C ACUCTBUSIMHU HAPYUIUTENICH, MMEIOLIUX
noctyn k UCITJIH, aHamOru4HBI TEM, KOTOPBIE UMEIOT MECTO s OTaeIbHOTO APM, He
MOJAKIIOYEHHOTO K CETAM CBsi3u o01iero mois3oBanus. Kpome toro, B Takoit MCIIIn
MOT'YT UMETh MECTO:

yrpo3bl "AHanuza cereBoro Tpapuka' c HepexBaToM MepeJaBaeMoOd IO CETH
uHdopmanuu;

YTPO3bI BBISIBJIEHUS MTAPOJIEH;

YIPO3bl YAAJIEHHOTO 3aIlyCKa NPUII0KEHUM;

YI'PO3bl BHEAPEHUS IO CETU BPELOHOCHBIX MPOTPAMM.

6.4. TunoBasi MojieJib YIpo3 0€30MaCHOCTHU MEPCOHATbHBIX JAHHBIX
00padaTpIBaeMbIX B JIOKAJIbHBIX HHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX
JAHHbIX, HMEKIINX NOJAKJIIYEeHHE K CeTAM CBSI3U 0011ero nojib30BaHusA U (UJIH)

ceTsIM MeKIYHAPOAHOT0 HH(POPMALMOHHOT0 00MeHAa

[Tpu o6padotke 1[I B moxanpubix MCIIJIH, nMerOmux MOIKITIOUEHNE K CETIM
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CBSI3M OOIIETr0 TMOJIb30BaHUA M (WJIHM) CETAM MEXIyHApOJHOTO HH(OPMAIMOHHOTO
oOMeHa, BO3MOKHA peanuzaius ciaenyrommx Y BITIH:

yTPO3bl YTEUKH WH(POPMAITUU TI0O TEXHUIECKUM KaHaJIaM;

yrpo3sl HC/I x I1/11, o6pabaTbiBacMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MeEcCTe.

YTrpo3bl yTeuku HHPOPMAIIUU 110 TEXHUYECKUM KaHajlaM BKJIIOUYalOT B ceOs:

yrpo3bl yTEUKU aKyCTHUECKOH (peueBoii) HHPpOpMAIIIH;

yIpo3bl YTEUKU BUJI0BOM MHGOpMAIINH;

yrpo3bl yreuku uadopmaiuu no kanary [I9MUH.

BosnuknoBenne YBII/IH B paccmarpuBaembix MUCII/IH 1m0 TEXHUYECKUM KaHAJIaM
XapaKTEepU3yeTcsl TEMH K€ YCIOBUSAMH U (haKTOpaMu, UYTO M ISl MPEIbIAYIINX THUIIOB
NCIIdn.

VYrposer HCJ[ cBsi3aHbl C ACUCTBHSIMM HApPYIIMTENEH, HUMEIOIIMX JOCTYIl K
NCII/IH, Birouas noab3oBateneit UCII/IH, peanu3yromux yrpo3bl HEIOCPEICTBEHHO B
UCIIH, a Ttaxke Hapymwurenei, He uMmeromux nocryna Kk WMCII/IH, peanusyrommx
yIpo3bl U3 BHEIIHUX CETEN CBA3M OOIIETO MOJIb30BaHUS U (MJIM) CETEH MEXTyHapOIHOTO
MH(}OPMAIITMOHHOTO OOMEHa.

VYrpo3er HCJI, cBA3aHHBIE C ACUCTBUSIMH HAPYLIUTEIEH, MMEIOIIUX JOCTYH K
NCIIH, BkIOYarOT B ceOsl yrpo3bl, aHAJOTMYHBIC TEM, KOTOPBIC PEaTu3yIOTCsS B
oTaenbHOM APM, He MMEIomeM MOAKIIIOUCHUS K CETSIM CBSI3U OOIIETO MOJIb30BaHUS.

VYTpo3bl U3 BHEIIHUX CETEH BKIIOUAIOT B CEOS:

yrpo3bl "AHanu3a cereBoro Tpaduka" ¢ mepexBaToM IepeaaBaeMoil BO BHEITHUE
CETH M MPUHUMAEMON U3 BHEIIHUX ceTel nHpopmanuy;

YIpO3bl CKAHUPOBAHMS, HAIPABJICHHBIE HA BBISBICHUE THUIIA OIEPALMOHHOU
cuctembl MCIIJIH, ceTeBbIX aipecoB pabOUYMX CTaHIIMM, OTKPBITHIX MOPTOB U CIYXO,
OTKPBITBIX COCIUHEHUH U JIp.;

YIPO3bl BBIABJIICHHUS NTAPOJIEH;

yrpo3bl nonyuenust HCJI myteM nmoamMeHbl JOBEPEHHOTO 0ObEKTa;

yrpo3sl Tuna "OTka3 B 00Ciy:)KuBaHUU";

YIPO3bl YAAIEHHOTO 3alyCKa MPUII0KEHUH;
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YIPO3bI BHEAPEHUS IO CETU BPEAOHOCHBIX ITPOTPAMM.

6.5. TunoBasi MmojesIb Yrpo3 0€30MacCHOCTH MEePCOHAJbHBIX JAHHBIX,
o0pabaTbiBaeMbIX B pacnpeaeleHHbIX HHPOPMAITMOHHBIX CHCTEMAX
MEePCOHAIBHBIX TAHHBIX, HE MMEKIINX MOAKIIYEHUS K CeTAM CBSA3U 0011ero

MO0JIb30BAHMS M (MJIM) CETAM MEKIYHAPOAHOT0 HHPOPMAIIMOHHOI0 0OMeHAa

[Tpu ob6padotke [1/In B pacnpenenennsix WCIIIH, umeromux MOAKIIOYEHUE K
CEeTSIM CBSI3U OOWIETO MOJIb30BaHUA U (W) CETSIM MEXAYHAPOJIHOTO HH(POPMALIMOHHOTO
obMeHa, BO3MOKHA peanuzaius cieayrommx Y BITIH:

yIpo3bl YTEUKH UH(POPMALIMU IO TEXHUYECKUM KaHalIaM;

yrpo3bl HC/I x [1/TH, oOpabaTbiBaeMbIM Ha aBTOMaTU3UPOBAHHOM pab0O4YeM MECTeE.

VYrpo3bl yTeuku HH(pOpMALMK IO TEXHUYECKUM KaHajlaM BKJIIOYAIOT B CEOSL:

yIpO3bl YTEUKH aKyCTUYECKOH (peueBoil) HHPOpMALIHH;

yrpo3bl yT€UKU BUJOBOW MH(pOpMaLny;

yrpo3bl yTeuku uHdopmanuu no kanairy [I9MIH.

BosnuknoBenne YBIIJ/IH B paccmarpuBaembix MUCII/IH o TeXHUYECKUM KaHAJIaM
XapaKTepU3yeTcs TEMU K€ YCIOBHSMH U (AKTOpaMu, UYTO U JJI1 IPEIbIIYIIHUX TUIIOB
NCIIdn.

VYrpo3sr HCJl cBs3aHbl C ACHCTBUSIMH HApyIIUTENEH, UMEIOIIMX JOCTYIl K
NCIIH, Bxitoyas nonb3oBareneid UCI/H, pean3ytomux yrpo3bl HEHOCPEICTBEHHO B
NCIIdn.

[Tpu 3TOM MOTryT OBITH YIpO3bI, aHAJOTHYHbIE TE€M, KOTOPHIE MMEIOT MECTO B
otnenbHOM APM, He MOAKIIOUEHHOM K CETSIM OOWIETO MOJIb30BaHUs, & TAKXKE YIpO3bl,
peanus3yeMble BHYTPH pACIpPEIEICHHOM CETH C HCIOJb30BaHUEM IPOTOKOJIOB
MEKCETEBOTO B3aUMOIEUCTBUSA, B TOM YHUCIIE:

yrpo3bl "AHanuza cereBoro Tpaduka' c HepexBaToM MepeJaBaeMod IO CETH

uHbOopMaIuy;
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yIpO3bl CKAaHUPOBAHMS, HAMPABICHHBIC Ha BBISIBJICHUE OTKPBITHIX IOPTOB U
CITy0, OTKPBITBIX COCTMHEHUHN U JIP.;

yYIPO3bl BHEAPEHUS JTOKHOTO OOBEKTA CETH;

yIpO3bl HaBA3BIBAHMS JIOKHOTO MapuipyTa IMyTeM HECaHKIMOHUPOBAHHOTO
U3MEHEHHS MapIIPYTHO-aAPECHBIX TAHHBIX;

YTPO3bl BBISIBJICHUS MMAPOJICH;

yrpo3bl Tumna "OTka3 B 00cnyKuBaHUU";

YIPO3bl YAAIEHHOTO 3allyCKa MPUII0KEHUN;

YIPO3bI BHEAPEHUS IO CETU BPEJOHOCHBIX ITPOTPAMM.

6.6. TunoBasi Mmoesb Yrpo3 0€301MaCHOCTH MEePCOHAIbHBIX JAHHBIX,
o0padaTpiBaeMbIX B pacnpeae/JeHHbIX HH(POPMAIHOHHBIX CHCTEMAaX
MEePCOHAIBHBIX TaHHBIX, HMEIONIUX MOAKJII0YEeHHE K CeTSIM CBSI3H 001Iero

MO0JIb30BAHMS M (MJIM) CETAM MeKIYHAPOAHOT0 HHGPOPMAIIMOHHOI0 00MeHAa

[Ipu obpadotke I[1/In B pacnpenenennsix MCIIIH, nMeOmMUX NOAKIIOYEHUE K
CEeTSIM CBSI3U OOWIETO MOJIb30BaHUA U (MJIM) CETAM MEXIYHAPOIHOTO HHPOPMALTMOHHOTO
oOMeHa, BO3MOKHA peanu3anus cieayromux Y BITIH:

yIpo3bl YTEUKH UH(POPMALIMU IO TEXHUYECKUM KaHallaM;

yrpo3bl HC/I x [1/TH, oOpabaTtbiBaeMbIM Ha aBTOMATU3UPOBAHHOM pab04YeM MeCTe.

VYrpo3bl yTeuku HHpOpMALUK IO TEXHUYECKUM KaHajlaM BKJIIOYAlOT B ceOsi:

yIpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHGOpMaIniy;

yrpo3bl yTeYKU BUJOBOU MH(OpMaLIUK;

yrpo3bl yTeuku uadopmanuu no kanairy [I9MIH.

BosnuknoBenue YBII/IH B paccmarpuBaembix MUCII/IH o TeXHUYECKUM KaHAJIaM
XapaKTepU3yeTcs TEMU K€ YCIOBHSAMH U (AKTOpaMU, UYTO U JJIS MPEIbITYIIUX TUIIOB
NCITH.

VYrpo3sr HCJl cBsizaHbl C JAEMCTBUSIMH HapyLIUTENEH, MMEIOLIMX JOCTYI K
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NCIIH, Bxitouas nonb3oBareneid UCI/H, pean3yromux yrpo3bl HENOCPEICTBEHHO B
UCII[JH, a takxke Hapymutened, He umerommx noctyna k WCIIIH, peanusyrommx
YTPO3bI U3 BHENIHUX CETEH CBS3U OOIIETro MOIh30BaHUS U (UJTH) CETEH MEXIyHApOIHOTO
nH(GOPMaIMOHHOTO OOMEHa.

VYrpo3er HCJI, cBs3aHHBIE C AEHCTBUSAMH HAapyLIUTENIEH, MUMEIOLIUX TOCTYyH K
NCIIIH, aHanoruyHsel TeM, KOTOpbIE UMEOT MecTo B pacmpeneneHHbix WCIIH, He
UMEIOIIEH TOAKITIOUEHHUs K ceTsaM obiero mojb3oBanus. Kpome toro, B Takoit UCII/IH
MMEIT MECTO YIpO3bl, PEaJnu3yeMble C HCIIOJIb30BAHUEM IPOTOKOJIOB MEXKCETEBOIO
B3aMMOJEHUCTBUA U3 BHEIIHUX CETEN, B TOM YHUCJIE:

yrpo3bl "AHanuza cereBoro Tpaduka" ¢ nepexsarom rnepeaaBaemoit u3 UCIIIx u
npuaumMaemMoil B UCIIJIH u3 BHEemHUX cerell nHpopManuu;

YIpO3bl CKAaHWPOBAHUWSA, HANPABICHHBIE HA BBISIBIICHUE THUIIA WIH THUIOB
MCIIOJIb3YEMbIX OIEPAIMOHHBIX CHUCTEM, CETEBBIX ajapecoB paboumx craniuit UCIIJIH,
TOIOJIOTUU CETH, OTKPBITHIX MOPTOB U CIY>KO, OTKPBITHIX COEAUHEHUM U JIp.;

yrpo3bl BHEAPEeHUs JT0>KHOTO 00bekTa Kak B MICII/IH, Tak ¥ BO BHEUTHUX CETSIX;

YTPO3bI MOJMEHBI JOBEPEHHOT'O 00BHEKTA;

YIpO3bl HABA3bIBAHUA JIO)KHOTO Mapuipyra IIyT€éM HECAaHKIIHOHUPOBAHHOTO
M3MEHEHHUSI MapLIPYTHO-aAPECHBIX JaHHBIX KaK BHYTPU CETH, TAK U BO BHEIIHUX CETSIX;

YIPO3bI BBIABJICHHUS TTAPOJIEH;

yrpo3sl Tumna "OTka3 B 00cTyKuBaHUU";

YIPO3bl YIAIEHHOIO 3aIyCKa MPUJIOKEHUN;

YIPO3bl BHEAPEHUS IO CETU BPEAOHOCHBIX ITPOTPAMM.

3amectutens nupekropa @CTIK Poccun

* Benercs 3apyoexnoit pupmoit CERT Ha kommepueckoit ocCHOBe
** Mexnaynapoanas Opranuzanus no Cragmaprusanuu (ISO) npunsina cranmapT

ISO 7498, onuckiBaromuii B3auMoieicTBre OTKPHITHIX cuctem (OSI).
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